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ABSTRACT

Recently, Radio Frequency Identification (RFID) systems stands in the spotlight of industry as a common and useful tool
in manufacturing, supply chain management (SCM) and stock management. In the near future, low-cost RFID Electronic
Product Codes (EPC) or smart-labels may be a practical replacement for optical barcodes on consumer items. However,
manufacturing cheap and small RFID tags, and developing secure RFID authentication protocols are problems which need to
be solved. In spite of advances in semiconductor technology, computation and storage ability of the tag are so limited that it
is difficult and too expensive to apply existing crypto-systems to RFID tags. Thus it is necessary to create a new protocol
which would require less storage space and lower computation costs and that is secure in the RFID system’s environments.
In this paper, we propose a RFID authentication protocol that is secure against location tracking and spoofing attacks. Our
protocol can be used as a practical solution for privacy protection because it requires less computations in database than the
previous RFID authentication protocol.
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