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ABSTRACT

When cryptosystem designers implement devices that computing power or memory is limited such as smart cards, PDAs
and so on, not only hefshe has to be careful side channel attacks(SCA) but also the cryptographic algorithms within the
device has to be efficient using small memory. For this purpose, countermeasures such as Moller’s method, Okeya-Takagi’s
one and overlapping window method, based on window method to prevent SCA were proposed. However, Moller’s method
and Okeya-Takagi’s one require additional cost to prevent other SCA such as DPA, Second-Order DPA, Address-DPA, and
so on since they are immune to only SPA. Also, overlapping window method has a drawback that requires big memory. In
this paper, we analyze existing countermeasures and propose an efficient and secure countermeasure that is immune to all
existing SCA using advantages of each countermeasure. Moreover, the proposed countermeasure can enhance the efficiency

using mixed coordinate systems.
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SPA_Protected_w-NAF_Algorithm_with_Odd_Scalar

INPUT An odd »bit integer 4 and
t= [ nfw]

OUTPUT dJnl.d,[n—1],,4,0]

1. «[0]l< d mod2*

2. d< d—ul0]
3. d--d2v
4. for i=1 to ¢t do

4.1 uli« d mod2*
4.2 if i) is even, b« sign(uli—1),
Wil e uldd+b, Wli~1]< uli—1]—b2%
4.3 dJG=Dwl< dli—1],
dJG=Dw+1l< 0, dIG—Dw+w—11< 0
4.4 d< d—ulil, d< df2“
5. dJwwl A, d w1} 0, -, d ] tw+ w—11<-0
6. Return d,lxl.d,[n—11,-,d,[0]
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Overlapping-Window_Method (OW-M)
INPUT An = bit integer 4
OUTPUT Wy, Wy, W
1. Randomly choose ¢ and 4y, -,
sfied with equation (1)
2. wWe—n—r dty=bid,n—1,,n)
3. for i=0 to ¢—2 do
3.1 Randomly choose w; such that

q 1

h, o sati-

max (0, dt;—2"+1) < w, < dt,
3.2 diyy, = (dt;—w)x2” "
+bud,n —1,, 0 ~(r—hy))
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4. w, <—dt, |
5. Return wy,w,, -, w, ,
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OW-Method using Width w-NAF with Odd Scalar

INPUT  An odd = bit integer & , a width
w and an overlapping width #
OuUTPUT dJ(w—h) - (s—D)], -, 4,10}

1. s< {(m—W/(w—m1, t< s-(w—h+h
2. dt=bit(d, t—1, - t—w), t<t-w
3. for i=s—1 downto 1 do

3.1 Randomly choose odd integer «: such
that

max{(—2"+1,dt—2"+1) <ul 1]
<min(2" -1, diH2"—1)
3.2 dlCw—n-d< di, dl(w—h--i—11< 0
dJJw—h) - (i—1D+1]< 0
3.3 dt< (di—d, [)=2* "+ bifd, t—1,.t—h)
3.4 t< t—(w—h
4. 4,01« dar
5. Return d[(w—#) - (s— D1, 4d,[0]
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H 1. €E2 Jldtel ci3uHol et oY Bl
Method SPA DPA SO-DPA A-DPA
Molter Immune Vulnerable Vulnerable Vulnerable
Okeya-Takagi Immune Vulnerable Vulnerable Vulnerable
Overlapping-Window Immune Immune Immune Immune
Proposed Immune Immune Immune Immune
¥ 2 HET oute) (gl et 2EML ME 32 H|R
Method ECDBL ECADD Table Size
Moller n nfw 2"
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Method ARs | ARp | ARsp | ARap | ECDBL | ECADD | Additional Mul, | Table Size |
Moller + DPA + SO-DPA 0 2% 0 0 160 40 160M+40S 16
Okeya-Takagi + DPA + SO-DPA 0 21 0 0 160 40 160M+408 8
Overlapping-Window (h : 11%4) 0 2% 0 0 160 53 - 16
Proposed 0 2% 0 0 160 53 - 8
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