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ABSTRACT

As a large quantity of information is presented in XML format on the web, there are increasing demands for XML
security. Research area of XML security is about Encryption, Digital Signature, Key management and Access Control. Until
now research on XML security has been focused on the security of data network using digital signature and encryption
technology. As XML data become extensive and complex XML security comes to involve not only network security but also
managerial security. Managerial security is guaranteed through access control. But XML Encryption supports simple network
security. So it can’t support multiple users and multiple access control policies. In this paper, we propose an integration
method of encryption and access control policy for securing XML documents. This methodology can support multiple
authorizations of multiple users with integrating access control. And this can reduce the cost of evaluation process of the
existing complicated access authorization with pre-processing.

Keywords : XML security, encryption, access control
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A3 G7IR XML ¢5 8}

B %489 AIEX} X|H™
O staff : 27}, AR
O billing_staff : %13], &3
! doctor : A4, A4}
O head_doctor : o}

B $NE A3

<staff, Medical.xml:/MedicalRecord/
personal info, read, +, R>

<staff, Medical.xml:/MedicalRecord/
Medical characteristic, read, +, R>

<billing staff, Medical.xml:/Medical-
Record/billing info, read, +, R>

<doctor, Medical.xml:/MedicalRecord/
Medical istory/case[./Q@type='confiden-
tial"], read, -, R>

<head doctor,Medical.xml:/Medical-
Record/Medicalhistory/casel[./@type="
confidential"], read, +, R>

<head _doctor,Medical.xml:/Medical-
Record/Medicalhistory/case[./@type="
sensitive”], read, +, R>

<doctor,Medical.xml:/MedicalRecord
/Medical history/casel./@type='sensi-
tive"], read, +, R>
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Pre-processing algorithm

Input : XML document URI

Output @ replacement information, keys,

encryption element set

/*L is Local, R is recursive*/

1. A:={aEautorization policy | uri(ob-
ject(a)) =URI}

2. ¥AURIY #fi4dstes E= T, E8] TY root
E rolet 3iAt

3. for each a do Iinitial_label(n€ob-
ject(a))

4. conflict_resolution (1)

5. G is node set group by having same
label set

6. for each G do replacement_informa-
tion(@)

procedure initial_label(n)
/* 2= ng #HolE& labeln °lEt8la, labeln
< Sn# Pno® FAHL ¥/
1. Sn := subject(a)
2. Pn := sign(a)
3. if type(a) == R than label(chil-
dren(n))

procedure conflict_resolution(r)
/¥ neol #olEe] 270 o]Aeld labeln_l,
labeln_2, -, labeln_n2 2 FA=}*/
1.if (labeln) > 1 than
la.if Pn(labeln_1)==Pn(labeln_2)
than remove labeln_2
else remove non_specific labeln
1b.if (labeln)>1 than remove la-
beln(Pn==+)

procedure replacement_information(g)
/*2% g9 dolE labelg ©lEtslx, labelgd
Sg3 Pgog A} ¥/
/*1% gol #Heol&eo] 27 o]ielwl labelg 1,
labelg 2, -, labelg_no2 FAHc}*/
1.if (labelg) > 1 than
la. if Pg(labelg 1) ==Pg(labelg_2) than
laa.if Sg(labelg_1){Sg(labelg_2) than
create_unit(labelg 2)
else for each labelg do cre-
ate_unit(labelg)
else for each labelg do create_un-
it(labelg)
else for each labelg do create unit(la-
belg)

procedure create_unit(labelg)
/*unit2 subject.path sign.eide AE=HE
2 A=t/

1. subject(unit) := Sg(labelg)

2. path(unit) = path expression from
parent(unit) to start labeled node

3. sign(unit) := Pg(labelg)

4. if sign(unit)==+ than e_id(unit) '=
Encryption()
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procedure Encryption() 3. else
1. create e_id 3a. if not exist subject(unit)’s key than
2. if (unit) >1 than 3aa. generate subject(unit)’s key s
2a. generate key k 3b. encrypt with s and store encryption
2b. encrypt with k and store encryption element set

element set 3c. forward {eid,s) to key server
2¢. forward (eid k) to key server 4. return(e_id)
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