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ABSTRACT

The main obstacle hindering the wide deployment of identity-based cryptosystem is that the entity responsible for creating
the private key has too much power. As a result, private keys are no longer private. One obvious solution to this problem
is to apply the threshold technique. However, this increases the authentication, computation, and communication cost during
the key issuing phase. In this paper, we propose a new efficient model for issuing multiple private keys in identity-based
encryption schemes based on the Weil pairing that also alleviates the key escrow problem. In our system, the private key of
a user is divided into two components, KGK (Key Description Key) and KUD (Key Usage Desscriptor), which are issued
separately by different parties. The KGK is issued in a threshold manner by KIC (Key Issuing Center), whereas the KUD is
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issued by a single authority called KUM (Key Usage Manager). Changing KUD results in a different private key. As a
result, a user can efficiently obtain a new private key by interacting with KUM. We can also adapt Gentry’s time-slot based

private key revocation approach to our scheme more efficiently than others. We also show the security of the system and its

efficiency by analyzing the existing systems.

Keywords : Web, Steganography, Database
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