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ABSTRACT

An important characteristic of role-based access control model(RBAC) is that by itself it is policy neutral. This means
RBAC articulates security policy without embodying particular security policy. Because of this reason, there are several
researches to configure RBAC to enforce traditional mandatory access control(MAC) policy and discretionary access
control(DAC) policy. Specifically, to simulate MAC using RBAC several researches configure a few RBAC components(user,
role, role-hierarchy, user-role assignment and session) for keeping no-read-up rule and no-write-down rule ensuring
one-direction information flow from low security level to high security level. We show these researches does not ensure
confidentiality. In addition, we show the fact that these researches overlook violation of integrity due to some constraints of
keeping confidentiality.

In this paper we propose a RBAC model satisfying both confidentiality and integrity. We reexamine a few RBAC
components and constructs additional constraints.

Keywords : role-based access control, mandatory access control, confidentiality, integrity

A4 20049 129 39 ; A=A - 20059 549 69

YR AT HHEAR diF ITATAE $4, YAy
9 drAnE Y=Y FUTH

t #42}, chang@dblab.sogang.ac.kr

% WA A}, spark@sogang.ac.kr



14 Hg4gn A4S BAste d8r)d FEAoRY

.M E

25¢ 220l AFE S 2E FAELE] =
2 g ALES A2 YelAe AT HS A
Mol A4 wWolok g} 19854 w FulAel 9
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A Bk S (security level)ol &3t AA

29 AL Aelgozn HH Hae A F y|

bAS i’ﬁ'ﬂ‘:}. Bl 539 A4 84+ A3SA
S+ (hierarchical level)3} ¥F #3Ha set of

categories) 2.8 o|FoiA 1 A=A HTFS AA

X138} (total ordering) =l sz HFE AFS ¥

B &3k (partial ordering) o} .
olzigt Rat 5FEE Auwj(dominate) Al

27 lattice® FAs shie] Bgt 55 SL1

o] & Hel 57 SL2E Augtle A& SL1

> SL2E ¥EA&}.
0|9} & BLP E’-‘i]% updAl BAS 9alA of

ol ole Ho AL wEd= A AF29

A8 #HE3ch ogellA SL(S), SLOY& #H2

Ao} Ao Ml FFolc)h
BLP Edol4] Al&st= Bt FA
D Simple Security Property (No-Read-

: NRU) : 4 S¢ BeksFo) A4 O
i‘}%%"g_ Auiste Aol = A4t

< Y 5 doh
7] © SL(S) = SL(O)

2) *-Property (No-Write-Down : NWD) :
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JQCJ
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session) 2.2 FA o] Qep?,

Al8A (user)et 9@ (role) @ 2de ZE3lE
A AR AFES, 9 (role)E HTol o
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A4 (session): AHAlE A|2"e] 2791(login)
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AH22} dH(user assignment)d A7HAZF &
}(permission assignment) : AHgA} & F
A7HA% e v} #@Ale]lw RBAC 24
0% 293 74 840t RBAC 249 54 £
9] shies AR AR AR tjs|y A ¢
e dAES AA AFgAblA Fodshe Al 24
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Strict *-Propertys *-PropertydlA 7841 4
T Az vl "o 2¥ 3 HY M1 Bas
FE 232 Qe AHEARE 35 /e dEAs
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- r-scope(R) : 93 Roll @34 4 J& =&

5 QIS

- w-scope(R) : 9& Rel %€ + sl

£ A4 Q7RI
- r-level(R) @ 9% Re r-scopeel & AA
F B 539 A& AL

- w-levelR) : 9% R®| w-scopedl Sl& A
A Z Bak 579 A A,

- w-scope(R)o] 23 3eold ¢EHoZ w-level
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3% FAAE T3 9 o

b1

- r-scope(R)°] T3 ol dFHOE r-lev-
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g WAL ¢ Ao £ w-scoped] 3
o) 3}A w-level r-scoped #Hi AHAl r-level
< AujgcH(w-level(R) > r-level(R)).

A& AF At 1. 45 AL 9 AZ 2
oF BEAL QUHEREY 23 Qe 9 R1
R2¢l disiA 9& A% R1 —D R2e] &Aj3ieid
r-level(R2) = r-level(R1) o]efo} 3t}
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w-level(R2) =
greatest-lower-bound(w-level(R1),
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Simple security property :
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Strict *-property :
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9 9EE& miict
2) Osborn 24 7|83 9l BelsHF 7|&
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A AR 1 AHgALe BokeaE ¥AE A |

48] B¥EFE Avsiof ek, =

((Vs € sessions, [A(s) < Aw))) 50

&3], strict *~Propetrys &3] $siMe

AREALS] HotSFE A AAY Hedd 2 %
olo} e}, :
((Vs € sessions (A(s) = Au))) :

A7 AHE 71E ATES D7 F2A

o] ndld] v|UAE BAs -.—]?;1- 3 A= g A a) R1oiA R87X|S| igol| thst r-scope ¥ w-scope
ofalglEol gt dFget e IS H2A
ol9] &4 ZAq u|HG AMEAl] g% AR xF MinRole :7}#% & WelEHES Z3 Y+
2 MAE FA e FAGe] vdAE A= 9 default &
A AL Eol| o8l $ubglohe AMIS ZAsta 9l MaxRole : 7} & H}5H-& ZF Sle
o}, kg B o TAHe sl rlegeh default &
w-level (R3) >w-level (R7) A
r-level (R7) > r-level (R3)
. EXIE = R3 — R7
w-level (R7)=w-level (R5) A
7182 A3 FAAE AAlsz] 8 d9y & r-level (R7) >r-level (R6)
oAt didt #E QArFEZ = 4SS B = R6 — R7
b TF 3Y(r-scope(R)) E L 4geAe] #5 w-level (R8)=w-level (R7) A
A71AEe) Hx Al (r-level (R))9}F A4 Q7K r-level (R8) >r-level (R7)
ol AHEHE AASY Bt BF 99 (w- scope = R7 — R8
(R) ¥ 2 9949 He Al (w-level (R)) & e tng) e
o] &3l 99 ¥¥ RlolA R8E F4% 2 — R5 — RS
d dav 9€ A A s A4d Rl w-level (R8) =w-level (R7) A
A R87HA19] 7} A&l A& r-scope?t w-scope r-level (R8) >r-level (R7)
9] ofjAle]s, 13 4.be EF AE AYAE 1, o = R7 — RS

& AZ AfALE 260 o3 A °—1§% AZeldt,
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<A gjE A AFE AT 3k Wl 7t
A EAEo] LA

R1 : r-scope(S1), w-scope(S1~S2)
R2 : r-scope(S81~8S2), w-scope(S2~S4)
R3 : r-scope(S1~S3)
R4 : r-scope(83~S5), w-scope(S6~S8)
R5 : r-scope(S2~S4), w-scope(S5~S6)
R6 : w-scope(S5~S12)

" R7 : r-scope(S1~83), w-scope(S5~S10) boixioll 2l3f YEE A AlS
R8 : r-scope(S3~S5), w-scope(85~S10) a8 4. EXE HAIE ffe oH
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R7 Z2lx R8oIch((A(u) = r-level(r)], {A(w)
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(WS ksl e WA o] AH8Abe Het
=3 S1, 82, 83, S4 & 852 Al 2al
slo] AlAde] AR} 714 EAZ} He AL B
G5F S1 F2 S22 2adl e o ke 9%
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A7F WA o|AE & 71E H¥ AF FA
e 2P}, A Eo] I R89 HSH S5

o] 7AA alZ}AEE AHAste] w-level (R8)e] Bt
SF S6°] =9 o o)A} 94& R8L 9% R5, R6
a2 R79 A4 el & £ ik A7
Abglell e FARE 757t wAidic),

HellA AAFE FAHELS TN ASA =
oA 7)Ao AAst e A AZlA 8t
9] o] Q7FHFEC] A d¥E Asicke A
Az} zpAle] Agtojr} &9 HE&E T3l AAE ¥
A Qloke A vEAS S A B F
A 9 sk gal 22 FAE ALFoa I
£, A% AZo] st Bt &0
7] wj ol 17FA%e] Abg] - AbAlol] Sa 7 Al
o tigk Aol WAL}, thE Aol ol 3
A7) &AM %"ﬂ g5 A= 2 A o 3
7Rl Al S-S FA A B8-S AARTH

. HE HI2AHe 2EE UFske HEY|
2 ZZR0f ZE9| o

Aoz sl B nde Gae W
W AR 7 o] BukE AUl DRSS 0%
F 5 A she] WAR ARl G AR =3 2
4% FASte $A4E F49x At ol
FH R AgAA e 570 FolAls A
o 2t Sl FoiAA olF zel uLAe B
SJEE s7] JadE OE NUSFE 23 dE

WHRIRER T4 dgdle °-ﬂ. o) BorEF
W9 & B5 TS Ha wasFH Hd
ROFEF, A4 WARES Ha ndsFH A
BeFEFe) Hurh 4},
TS g dREE AR B 57
& s A 7hHe] 4ol Heled,
r-scope(R) : JRe €92 & Qe BE

7—‘HH BE Q71T A3

- w-scope(R) : 9& Rell €38 4 & =
£ AAe A s A

- r-gub(R) : 9% R r-scopecl & A7}
ARE F A9 7P w2 ¥esH.

- r—glb(R) : 9& RY r-scoped A& A7}
AZE F AAQ] P FE HsH

- w-gub(R) @ 9% R® w-scopedl & &
TS F AA9 M & BeleH.

- w—glb(R) : 9% Re| w-scopedl 9= 7}
H[EE == AAQ 7 G BAST
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5.1 ABRl, olofais, ofgt

At Ao 4 ke gele YA 2d

Osborn 2214 Aekstn 9le 84

ol HE <Ig3} ole Higt AT AR

ol dgsldiet.
AR Ao
is given))
A7HAE(P) A9 : PERMISSIONS = {(o,
r). (0. w) | o is an object in the system}
((V(o.-) € PERMISSIONS), [SL(o) is
given))
A3 (R) AgAIa @ 9F Re] AAEY] Hele
r-scope(R), w-scope(R), r-glb(R), r-gub (R),
w-glb(R) Z8lZ w-gub(R)ol HA=HEd A
Ad 9L vzl o 9] BaAgy sHE
e HobeEE wEUe M & BeksH
< Aujsfiof g},
((VR € ROLES), (w-scope(R). r-scope
(R), r-gub(R), r-glb(R), w-gub(R) and w-
glb(R) are given))) w-glb(R) = r-gub(R)

(VU € USERS); (SL3(U)

5.2 ARBX-E #H(User-Role assignment:
URA)

AgA-e13 BH(URA) A°HIE 443 o
Y5 A I W) Sl e AR nat

o] d¥s] #E WATE F A A ¥
o MAEFE Adisiel Beh A, dge A
WHARE F AA 71 Fe RAFFE AR
o mer5FE Auaef Bl

((Vv(U, R) € URA). (SL(U) = r-gub
(R)) A (SL(U) < w-glb (R)))

5.3 CI7IAs-HE StY (Permission- Role ass-
ignment : PRA)

A% A%e) 44D o 1 U} A A
| ggee] Jgel #5 ANV wIER
st AN AR wREF W A
F. A4 Aol Az WAV A1

ghgo
w4
o

]

u

w
~

+5-F(Security Level) & SLE ﬁdﬂ'ﬂ}

T 7H diekE AR = oloh AA, 7189 34
H 9% BSF HE w5 AT W
T | dFsl= whgolrt £ =wollA ol E
(PRA_L A8l Alofabah)elet et S8, Abslsha
2L ke AT BotSEE FE3le] dde u
Aded HHE AFA AT s wbgelt)
B =14 o] & (PRA_2 A4 Alefxlehe} &},

F7tE, /MR AR 4] F 7HA digks A
A& 4 gloh AA, 719 YR deke] noky
1 ‘ﬂf]% IHE FAT A A7 ARk
Folctk, o] A ouyt JIx FA ¢t B
%Tﬂl/‘i ol% meishA] Ut Al AAEe A
7Hagtel 2§ A% HsF WHE AEA AT
Hake wole). & 2ol o2 (PRAS M
Aofateh)e} ghet,

el 84Aa BEEA o pide 49

& szA s QAR idolw, R
p_1d7} $HE-L AA) == doet 7

(PRA_1 4] Al2kA1h)

2] Abslstaal sl 7R HekgFe] 9
el BobE Wslol Shsbe stalsa Ant.

ghef w5 Ql7pagal A

SL(p_id) = r-glb(R) A

SL(p_id) < r-gub(R)

ukef 7Pl Qlrigkel A4

SL(p_id) = w-glb(R) A

SL(p_id) < w-gub(R)

o}_ﬁ,u

=
<

o] W& AR AR ArFETe] ARl
o o] HelsF W WAL vl wEel
A AZS AFA 74 dazt ook

(PRA_2 A4l AlekAsh)

I A== Qb BbEES 9 Al
A (w-glb(R) = r-gub(R)<& ‘ﬂ-.?ﬂ]ok g,

2% 59} o] Al AXe] ASE A7 2 4 ok,

R-wr

[Ee ][]

R-r R-r

a) b) c)

08 5. orAsh-oiE Set HetAE o)
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g 5 ax AlZ|"el F4 (trusted subject) ¥
]"@ ol FA|(untrusted subject)”} Al o
3 TE qdakm A4l d4rs aTske AE US
&k Aol
I 5.be nlAlEAS FA0 AR #5S FA
se vuA-S $AEtEA A7 Al FA1e] 734
At didt FAAE k3Rt ASolnt HedE
AANA etk 24 o 49 A% Mol
Wl sl A AAE Lt AR B
Fol /Al arlge s e BelEF(e]
BE Q7T P & BeEH ZohH
2 7% AAQ FAE ATl AT

2L 2 ofn
ML o oftt =l rb r&

(SL(u)=w-glb(R) =r-gub(R))

a8 5.c¢3 A4+ BLP ZddA At 9=
ujAlg el FA o w5 A4k QA AAK 01
714 el gl 734l A4k append A4hE
$38te 7A%oltt append 4A4te] WAEE 011%
27 el AT 7S $go] gl

% 5.a9 9 HetsF WSt 1™ 509 o
& HokoF A *J%Jﬂ” Q7S t}9
Aol 7MY olE AS o AL dFHA
7} #A "

_4_4

r-gub(R) = w-g
H= QAT A

SL(p_id) = r-gub(R)

o] 44 A% Hl5do| viHe &2 r-glb
(R) =& w-gub(R)olt}h. whebA, Abgate] Het
57 989 r-gub(R)F w-glb(R)S AullzA
ol o8 HAHE AEA-9F FFe ol JIFS
whz] o) & ko] HoESHE WY ‘53173“’1]
gt Agzl-odd g WA et
r-gub(R)# w-glb(R)& V.42 9% AF Sé
AeFapaollA vla oiade]r] Wil ATAZF A
of o}Fd FIL WA et}

23 5.2 9% BEF WA AsiEe
1A% 7l 24L& 2, dd o] AS g
e w4 A7 A=

rﬂo(_a

O.u O_L.

r-gub(R) = SL(U) < w-glb(R)

ufzb | Ql7pgke] ARglel o 7|E ARER-Y
& I DAY HAxE WA A8 g 2
A LFAtete] I g5)et,

HE 7FEEg AL

((V(U, R) € URA), SL(p_id) = SL(U)=

reconfigure_RH_by_addPRA(RRA, PRA, R)

744 Ql7pA’kel A
((V(U, R) € URA), SL(p_id) = SL(U) =
reconfigure_RH_by_addPRA(RRA, PRA, R)

ol¢} e AkAtEHE wEsle A A% Bt
S Hsle WAl A7 AMgA-dYE ¥ W)
A skect oy, V.4l 9 A 34 A
oA Blal dAel r-gub(R), w-glb(R)9] WAE

ZHsl7] wjol AZAS AT 27Ee. 18
6 AAF AFAe] wAEE F /A A9 A
£ HoFx gl

37

36

Rl R3-w P

S5 R2-w R4-w

54 SL(UY) SLU3 SLU4)

51 SL(UL)

8 R R2t Bl iS4 pm—

51

AYAES AN U=FR RI-R2 IEAZAANGE=ET

O3 6. AEAS MY oA

AL 1 q8AZ DA EAeeE A4S

(U1, R1)€URA, SL(U1)=83,

r-glb(R1)=S1, r-gub(R1) =82,

w-gib(R1) =85, w-gub(R1)=86

(U2, R2)EURA, SL(U2)=54,

r-glb(R2) =81, r-gub(R2)=S2,

w-glb(R2)=84, w-gub(R2)=S6

a8 69 ™% FEolA, r-gub(R1)=r-gub
(R2)°]z w-glb(R1) = w-glb(R2)el7] dliiel
g R2E 498 R19 A 9ol 4% &
ntek &% Rile] Hebs5 S32 Al ArpAzle]
AalzEld o o]4 9 R2E H% R19 499
o] & 4 glon, = g Ao A9zt gle
A= QA AfalEle) o8] A& R19] 9%
R29] A1 &e] "t



22 AR FA4E BAse 98U F2A R

A

AF 2 1 A WAL Y A

a7 69 2EF HEoAM, r-gub(R3) = r-
gub(R4)e1x1%t w-glb(R4) > w-glb(R3)°]7]
JEo (4 A$-= vhs1d) 93 R3¢ Rée= 9§
# ASE YA devh RA5HF S5E 22 9
= 734l Q7R o] 93 R3e) Zotgogn w-
glb(R3) =842 WAt o] #% r-gub(R4) >
r-gub(R3)e]9A w-glb(R3) = w-glb(R4)°]”] o
ol ohs AoliA] Asla ole A8ASE A Al
ARelel| ols B R32 A3 R49| 4] G¥e] =}

a8 7L o9}t o] QIZFARIY ARl o3t g%
AZ AL Ase dueEs veiFa 9

AellA A3 Sle F 7 AP AlgAbaE
Hot Al Adealglelct, (PRA_1 4kl A4l
L b AAE 9 BeFE Al AT
UEE gte, & W9 ddo] g AHH
W g HeleF e 1A= 2 3HH We
QoA 7%k WA #4she s Agsia,
(PRA_2 A1 Alekrbah)-& ogte] moksFo] A
A48 g WAe 2 skA] gE "M o
= Ax A7) Abglel 97t o] notsFe
W& 343 4 ool 85 whyold)

AelA] Alksta gl F 7FA9 Al A gAraRe
Bet AAe AeiAlgtelty (PRA_1 4yl ARt
)& i A I BR5FE A WAg ¢
VEEF 3k, & WA o] g A
W oo BeF HYle AEHR 2 3%
9l <kollA] Qlrilgte] WS s4sle B A
33z, (PRA_2 A4Hl AlofAEh-E H&e] nelsgol
ARSAR-A R o] WAS s o WA
o= A% <7} Akl g g7 roksF
HAE s gehs 4 99 HE5e welt

(PRA_3 24l #|2kA}s})

A7HAEY] ARl il A2, AHE Q)
ko] MekEHe] AANELE #5) kA A
Aol 71 & BISEH /P Fe M HF A
ool EAjgchd AAMNE o} FAZL ¢} o9}
2A & AS F Y AAY S w2
BHHSF Eg P 3 HAEFE AAske
75 A% Bdsd Wrt WA o]d HF
Hi 98 Ao ArAde zHdof el AAE
£ A/ 7 98 AFY] AT G ES
% 8elA ReyF T girh,

¢

_{

5 Q7MY AHA A S
SL(p_id) = r-gub(R) or
SL(p_id) = r-glb(R) =
Reconfigure_RH_by rmPRA(RRA PRA, R)

¥ :RRA, // 9T AZ dlole] A

PRA, // A7FAE-9F & dlofe] A

r //ASEE MRS g9 e 99
=4 A= rRea dlole] Ay, A2 Pra H o]
Bl A%
q}ﬁ .
Begin
/¥AE 7HIRE 23Y q¥o] rrad] 3 9
7 obd A% AES AT 280 L. v/
if(r & RRA)

return abort
/*unchangeable RRA" HA|R]S B l+/

end if

for all (p_r, r)& RRA do
/*p_rg& A8 ro ¥R A/
/* AZE AR ¥ we Aite] A I
o #E Q7] AAS MY 2 BgEFR
A A9 A&e] A rpge] A s o
< B RT Ao oA AlFe] A +/

if ((r-gub(p r) < r-gub(r)) V

(w-glb(p_r) = w-glb(r))

then

Reconfigure RH by deleteRole (RRA, PRA,
r);

Reconfigure RH_by_addRole (RRA, PRA, r);
end if

/* AERE MRS ¥ W o] AFS] A%
o] g5 ArHge] AAY sp Jd HoksFHr)
AAG A dEe] AA st AAY v E
< B5FEY zW A Adatgg mEsiof
g/

if((r-glb(p_r) = r-glb(r)) V

(w-gub(p_r) < w-gub(r))

then

apply Rule of Limitation on read
permission Inheritance or

Rule of Limitation on

write permission

Inheritance

end if

end for
[AZE QMRS 97 B e 39 dUe
25 daes fck. PrRA A2RALEC] od 9% AF
o] MA| = A= TR G5 +/
end.

3% 7. Reconfigure_RH_by_addPRA(RRA,PRA, r)

Y2l
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oF : RRA, // 9¥ AZ ey A
PRA, // AV}F-9F & dloly] AY
r // AAIE A7HARE gk 9
£¥ : MZE rea dlog g

.
Begin -

/A" Q7R gt A¥te] Rrad] 43 QA
dobH A% AZS ATAEY Bl e/

if(r & RRA)

return abort

/*"unchangeable RRA" WA|A] S w+/

end if

/*AMAE QMg B 99 sty d9Fs 2
5./

for all {(r, c_r) € RRA do

/* AAR °J7H§h+ THE Y #E /T
o AAY 7 L HSFe] 39 g% #wE
017}17&4 74 xﬂ—% 7}’“ FS HSFEY AAY
A4 ArlEge] AA e 7}?L v MebEgFe] #9]
A9 AA /MR AAY spE F HEF
Bt 2 A Aol AA. */
if((r-gub(r) < r-gub(c_r)) V
(w-glb(r) = w-glb(c_r))

then

Recdnfigure_RH_by_deleteRole(

RRA, PRA, r);
Reconfigure RH by addRole(

RRA, PRA, r);

end if

/AR A g g A A8 93
< Fok . 98 AZe] AAe AL HHA
A g =¥, Ae AMEE 18Y B ¢

S x/

o

23 8. Reconfigure_RH_by_rmPRA(RRA, PRA, r)

YnelE

744 A7t Ak A
SL(p_id) = w-gub(R) or
SL(p_id) = w-glb(R) =
reconfigure_RH_by_rmPRA(RRA.PRA, R)

5.4 %48 AH=(Role Hierarchy : RRA)

Qg Aol AN A= A9
WHATE AAY M £ BASH
o A5 /I AAL A B P_"‘}—o—%%
sisfol ok, A A9 A Adrpige
A} 71 e BokeHE 39 "512}—4 73 7
e} AA 9 A 2 HokgFel Aufsleiol et

rlo 12
i
fo

12

9% AZ(RH) 34 AGAHE} -

(VRi, R € ROLES) [w-scope(Ri), r-scope
(R)). r-gub(Ri). r-glb(R:). w-gub(Ry), w-
glb(Ri), w-scope(R;). r-scope(R;), r-gub
(Ry), rglb(Ry))., w-gub(R;) and w-glb(R;)
are given} Ri =9R; = (r-gub(R) = r-
gub(Ri)) A (w-glb(R:) = w-glb(Ry))

F7t2 7AAA A2A mde ujuAn A4
+ BAs = A% ulE Fod] YeMe st
o] Al FH o] o HgEFE 22 9
© AA el gk A7IAGE i FAAE uhE4)
7171 93 “3‘]94 °§"§=}°ﬂ AzEe WHRITESY 2
YA ok sof g,

o 7&-8— Rl —>Rj qg #AAV} gz A}

G5 Q7% A5 AY%AE: Limitation

on read permission Inheritance)

4% Rie Ri¥ 2E %5 HE Assles Ao
ohiz} r-glb(R)ETH Ml Sgo] aAd 2z
r-gub(Ry) Xt FAv 22 A< izt #5747
Ete] A=l

o

pi € r-scope(Ri) and
([SL{p1) = r-glb(Ry)) A
[SL(pi)) < r-gub(Ry)))
pi’ € r-scope(Ri) and
(SL(pi") { r-glb(Ry]

¥

€ A% 7Fed Az, p'e As B
ks if&°l“+.

(34 QA7HAF A% AYAE: Limitation

on write permission Inheritance)

9 R Ri9 2E A HIEL Agsls A
o] ohe} Ak k= o] olle}l w-glb(R;) Bt}
ok FFe =AY Zx w-gub(R)Ed A
e 7lH]°ﬂ gk AJAl dRFEREe] Alsdr)

a € w-scope(Ri) and
((SL(qi) = w-glb(R;)] A
(SL(g) < w-gub(Ry)))
g’ € w-scope(Ri) and
(SL{ai") » w-glb(Ry)]

4) Ri —» Rj 9 9vle= 9% 7%% dell4 Rie Rig 4
3l dge wu



24 MY4s 2R RS 9B/ eddled

gt A% 75 AL, o' AF s
Aot
B9 s12d 349 9% AZ AR 93
A S Aze 4T Al 9P 9T A3
ATAE Teishor et
AL A IR AR AL 5T
oo A}e] A3t 71]/*?5]-1:}. a8 & odge A
Aol Aze A% ASE FaT, ol oIT &
4 sish
g 4k ¢ YR AT dTe WIS
Qe w3 glow e meh RISF Wk 4%
ek, 73 YL A1E 4T Azl A 99
HE ohes e F 7 A7 ek
LRI el 49 9% HE AT 8
Jgo] QAARET 331 WHATS 4
T 9] Yol AAET 2 F 9% A
2% AFARL,

- AbQleE G@o] w19 A¥e] HE AL AN
Qe RS F39 AlBBe 49
AgolA g 29 £, 9 AL A

/H'sh;].
el it : Argska glet,
5.5 MM
AeAS el $E UGS VYKL | 4

= AAdAME uPdAE fAIsel ek ARgAEe]
BHEFe FAE AdY HEFE Awslof 3t
3, Al s #A3EE Qe AMgAllA &
3 7b5d A& Fol shilelefe} gt

A A oA ‘

(VU € USERS), (SL(U) is given))

((Vs € SESSIONS, {SL(s) < SL(U)] A

(VR € (active-role(s), (SL(s) =

r-gub(R)] A [SL{s) < w-glb(R")))

active-role(s)& A&t U7k A" A4 s9
BeISFd o8 i ke g3 AFS oJulgie)

v, HioHE mdlol #o}

HaAel md dt Frhe 1 S 457
3 G W) oldeh £ ERlAE YR

-

Jyr 2Ae £dg olgalwd ZAA A2
Aol AAE ERT 12 ATEH vl Fr
Ax AEe AA F2All A W82 He
FAEE wEsk Aelol el 71€et.

A 71E AF53} HlEs) nR E 13 2k,

A}x

1

X

7. Yu € USERS,
n & active-role({u)
¥ : RRA, // 9 AF dloly A
PRA, // 7}EZ-9F &2 dioly A
n //AAE A%
29 . A2 RRA, PRA dHo]g] A3t
o
Begin
/* BEHIL QT ATE AT F BE o/
for all u € USERS do
if( n = active-role(u))
then abort;
/A AE e e RE Y AP qEE aE
for all (r, n), (n, r') € RRA do
/rre A G R A%, ' A A9
*/
if ({n, p_id) & PRA is inheritable)
then
insert (r, p_id) into PRA;
delete (n, p_id) from PRA;
end if
delete(r, n) from RRA;
delete(n, r') from RRA;
insert(r, r') into RRA;
end for
end.

12l 9. Reconfigure_RH_by_DeleteRole (RRA,
PRA, n) &12|&

zh vl Ew e gokshd gt 3t

- Sandhu EdlAde 9 YA gl o3
o &3le QAVHETE Alel9] NSHE FAE
Fasta A vk, 22, Osborn EdelA]
= 9% A4 AFAEHw-level(R) = r-level
(R)) 28z Algkste 2l 948 A}
g (w- glb(r) = r-gub())& F2 7] W&
of & oA 7§Al QAr}AFe] HFSFo] B
5 QAT HobEFE A E sl A%
Wellxle) &3k 7galo Abek ghio] AL F
Aoz vdAd-E A



iR @ RCEL (2005. 6)

25

g8« RRa, // 9 AF dloly Af
PRA, // Q7}E%-9F ¥F tﬂ"lEi A&
n //AsENE 9%, ¥kEge] AFH.
24 :  AEZE Rea dHlole] A3, PRA tﬂ°1E1 g
B
ROLES role_set = &;
PERMS replication_privilege_set = &;

Begin
/*RRA 7} FAEe] 91| 9thd AlqlE= dEe o]L3le] RRAS FAIRIT}. */
if (RRA = &)
then

insert (MAX ROLE, n) into RRA;
~insert (n, MIN_ROLE) into RRA;
end if
/s dEe] Ay d@e] He 97 AFY 39 9% HYgE AS. ¢/
for all r € RRA do
if((r-qub(r) < r-gub(n)) or (r-scope(r) = &))
= 7))

f((w-glb(r) > w-glb(n)) or (w~scope(r)
then r Crole_set;
end for
for all r’' &€ role set do :
if ((replication_privilege_set=(privilege set(r’) A privilege_set(n))) = &)

//RRAE AFAEtE, AT S5 dF
for all (r'', r') €RRA do
delete (r'', r') from RRA;
insert RRA(n, r’'); // n& A¢] 43, & 319 A3
insert RRA(r'', n); // r''& A% 9%, nd 39 9%
//1FER A7HARE A
delete (n, p_id of replication_privilege_set) from PRA;
if ((replication_privilege_set=(privilege_set(r'’) A privilege set(n))) =gJ)
then delete (r'', p_id of replication_privilege_set) from PRA;
end for
end for
/+AIsHE Aol el Aol S AT A3 A9 4T AW B4/

for all r &€ RRA do

if((r-gub(r) = r-gub{(n)) or (r-scope{r) = ))
f((w-glb(r) < w-glb(n)) or (w-scope(r) = J))
then r Crole set;
end for
for all r’ &€ role set do
if ((replication_privilege set=(privilege set(r’) A privilege set(n))) # o)

//RRAE A|FAsta, <Ardg 5 72
for all (r', r'') €RRA do
delete (r', r''") from RRA;
insert RRA(n, r''); // n AY 9, /'L 39 o9&
insert RRA(r', n); // r'& A9 43 nd 319 4
/1528 QAT A
delete (r', p_id of replication _privilege set) from PRA;
if ((replication_privilege set=(privilege_set(r'’) A privilege_set(n))) =)
then delete (n', p id of replication privilege set) from PRA;
end for
end for
end

32 10. Reconfigure RH_by InsertRole(RRA, PRA, n) ¢T2|5
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oA A" £ 9le wPEAS ok 4 9l
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< ge] HeSHE WHE AAsE, A¥el
gdsle ARl HolEFo] 99 w5 a
7RIS 5 AAY 7P w2 B5EE A
vtz g A AUHEFE F AAY
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SH W8l BI5F S5elA S107hA el
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F H9le B5F S3elM SH7HRleln 4
& R79 #5 HeSH Wee BbEF Slel
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gt Als AFd g3 98 R8S 9% RT
9] AR d¥g2A JF R7Y BE #5 AV}
AREL AT + A et 23 9 RS
L s4EA e 9% R7Y EGEF S1F
S29] = AsEES Agste AN e
o5 FA AL duigit), Alglsle mde
HgA ke R QAR AF Al fgFAst
Ao As AdAEE o2 AA Ass
E QUHERe 9% R89 HtEF #HHA 9
& R79 BeeF S3 5 Q/FEgHPelH o

% ot o

¥ R79 HHEF S19 529 BE Qb
e AsdA gt $AH S B5 3

F4¢ nAE

- 379 #AH A2AIE RBAC 2 A

E#lo]d-& ¥ Sandhu 22e]v} Osborn =
942 Aol G QA7FATY Ab] - AbAle]
g 9 AZY ATAE st A @
t}. B3] Osborn Edoire] A 2L

ol g QrpHge] BeFel s 9%
o] HeMEFE Wl APET 1 g Ml
SF WE Mo AAEY] wiel Artd
o] AMY - AbAlel] ot e MlEF W4
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Sandhu 29 zg )
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S FRLLE
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AZ AR Aol 9s] v o)A 9% RS
< 9% R5, R6 281 R7Y Al o]
2 2 ok dgASS a2 fAFE o
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