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IEEE 802.11% Xoke] #A1He] ke Ze] deiAA =Heol, 73 B4d& A1¥3he IEEE 802.11i sEFo] A<k
A ek sxj, o] WLANE whd] 9 A3-g sl AM-she ditEe AHEAlEdA U5 32 2HdeE
S35} g9, BEAlL 3ly] Yl X elZ(node authentication)¥uto] oji]zl 37l QlZ(packet authentication).

£3}c} [EEE 802.11i0)4= o1& 93l TKIP(Temporal Key Integrity Protocol)®} CCMP(CTR with CBC-MAC Protocol)
7} ApgE AR, 2ujEer) ar o] ERdME gt ) A% A ewdest AL 7l oS ubgal Light
weight Packet Authentication(LIPA)-S- A|etglr}. 3l LIPAS] Al5-& TKIP, CCMPs} vlas| B, 53] w7l A5 Al
LIPA7} E&Aeleb 2g Qe

ABSTRACT

Because IEEE 802.11 has several security vulnerabilities, IEEE 802.11i was proposed and accepted. But IEEE 802.11i has
much overhead for most of users for the web surfing. Besides not only node the authentication but also the packet
authentication is needed to communicate. Although IEEE 802.11i uses TKIP(Temporal Key Integrity Protocol) and
CCMP(CTR with CBC-MAC Protocol), they have a lot of overheads. In this paper, Lightweight Packet Authentication(LIPA)
is proposed. LIPA has less overhead and short delay so that it can be affordable for simple web-surfing which does not
need stronger security. After comparing performances of LIPA with those of TKIP and CCMP, LIPA is more efficient than

other schemes for transmitting packets.
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BoME AlFH FE wF AR (delay)olvt
e ALY e = (computational over-
head)7} 9leiAl, uleje]s} A8 47} AlgE o
Qe WY FAVZdE AR 4F + 9
o}, Al A9 AH8AES WLANS <9
A A9e s o ALy dEe® eyl W7
3} zro] Rako] uf$ F23 ASehe ol £ ¢
A& =g e WS AT 280t i

g [EEE 802.11% =Ed3 FA #AdAM+=
STA(Station)®} AP(Access Point) AlolE
Aoz QdAstez Fd A APl A +
olelA] == <lF(node authentication)2®
3 AR Zle e ARle] das) 131‘/}
FAA} 2= STA AN 7FgsiA APl )
7218 ¥ $E gloemr AP =il dzle] o
Z%9 STACA Bulgch= & Fdske A7 o
(packet authentication)® 9A Haslc}, o]
FAAZE AP AAY sHAse HdA AP
(rogue AP) #A& ﬂl@% 4 9l

ole} zk& 7l AFE felA o] 71A] whe)
A7=At Y (4)9 Xiz}a‘_ MAC(Message
Authentication Code)& ©]8% 71<1dt #2 A%
uhale Aol 7122 HMAC® et UMAC!Y
59 MAC AARE Ao eHFes o] dQ
2 3eg oE nE JH?]U]-I;]- AAibslH Also] W
of BejzlA HArt, g (4)dX= HAEE &
P IR o ﬂﬂﬂ“‘ a2 HAAE AAHUA
" A% FAE(sending host)7}t Bl AR
wielo} &= AL 9ok &3, IPE(IP layer)ol
A EARsle d7 dF g AAEAG . S04
9} AR 9% AEH(authentication stream)
& F43k3, IPSec(IP Security)!e] &elo|d
Ax2(sliding window)E #z= 2l2E(linked
list) 2 x| A AF A2EHY X F By} o]
= 7+ dlo]g] el 2zhe] vl E(bits)E €4 B
u]h A2 AR A%E 7FesA @k SOLA®Y
= (518 4AAAA] IEEE 802.1114¢] =31 al
S 9% whde AA YT SOLAE® $A1AK9) $
27} 2L v|E ~E¥-(Bit Stream)& 21, %
Al 2 23S 3 ujEL AdR @7l £
= S Agkinh a8y ol 24 7 M|
olgslel dAZE Q37| Wil FAA}
71 4. HHlol £AUHNE o ~E™H F
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IEEE 802.11idl4e A xS Atz 9
814 TKIP(Temporal Key Integrity Protocol)
7} CCMP(CTR with CBC-MAC Protocol) &
AHga}? - TKIPE IEEE 802.11b9] gt 7]
el WEP(Wired Equivalent Privacy)®& 7]#2
2 ez sl=dols ZAY a0t gAY, CCMP
o uv]s] Related Message Attacks} Z<& 34
of Fekg we] k¥ cCMPE AgE
£9 BQHIS AlFsA R stedolE wAselsta
ey er) =}, w8, TKIPY CCMPe 4 =
vlle4 IPv6(Internet Protocol version 6)v}
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B &2 7b motela ofnl AlEsle FZEX (inte-
grity)# 7194 (confidentiality)& $§ =A%
o33 (message encryption) IH-& Azt
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t2, 3AAE LIPAY F3F AAE FAALE
"‘?l“:]'. w3 A= LIPAY Reral 7bd3t
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Il. IEEE 802.11i0IAMS] T3l O1F B
2.1 Temporal Key Integrity Protocol (TKIP)

TKIPS) 54 s4& oot 2o,

1) $A12H(Source) = MSDU(Medium Access
Control Service Data Units)®] SA(Source
Address), DA(Destination Address),
MSDU priority, MSDU plaintext, Z8|x
64-bit MIC(Message. Integrity Code)
keyS Michael 359 gl¥eoz Y& F
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64 bit MICE AxRI},
~-1) 64-bit MIC keyE 32-bit Koo} Ki
2 & v

1-2) SA, DA, priority, plaintext& %
3tz 9+ MSDUE 32-bit Mo, ...
Mn- & e},

1-3) Michael®] AAF A (12)9} 7o
o  MSDUE N7/ 32—b1t 55
(block)2Z rglomg nWe A4t
o] H 3}

2) §llA A4 MICE MSDUC &4l H, o]
MSDU%E 8 71¢] MPDU(Medium Access
Control Protocol Data Unit)Z &},

3) 2479 MPDUd TSC(TKIP Sequence
Counter) & 34 F7HAAA £t

4) Phase 13} 2 key mixing #A3L E34
WEP seed(IVS} RC4 key)E "HEel o
¥, WEPo2 ¢33ssx $Alglcl

5) 42 Receiver)= 3hte] MSDUNA #
7H2V4 %3k IV(Initialization Vector)

7 MPDUES 22 ¥, Michael g A

*JFHH fraskA] 92 MICE Z3slz e

MSDU+= 3‘“7]5‘}‘;}

6) 603 el F ¥ oj FHEHIA %2
7} vehd, TKIPE 1 o]% 602 %
ol AR A gemg FAHR|E= tlEke
A& T4 (forgery attack) & Al=3x] &
Lig=

MIC
13

O

lo

2.2 CTR with CBC-MAC Protocol (CCMP)

CCMP®| 57 7 ches) 2o,

) $4xH= PN(Packet Number)2 -39
A, MPDUE =2 wvie} PN& shid =
7k 71tk PN & HAd(session) WA
HHEEA] dermz AAE FA(replay at-
tack)S& & 4 Ut

2) MPDU¥®| sltioll4] AAD(Additional Au-
thentication Data)® wEo] Wlel. o]
o & AL AAS TS s AL 4
G ER=

3) PN, A2(Address 2), MPDU$ Priority
o4 Nonce& AAts] e}

4) TK(Temporal Key), PN, AAD, Nonce

£ o]gelA MICE A4kete},

4-1) plaintext MPDUS & W3 2=
AESZ 33834 CBC Z&d 1V
sy

4-2) MPDU #ti¢} plaintext MPDU H]
olelE EE W9E =AW 3 CBC-
MAC EE=°] AES odibel A8},
o] @I vy EEE exclusive OR
(XOR) & #& AES et =3
EEo] 2319 9717 o] & uhRdr},

4-3) § 48] At el MICE plain-
text MPDU Hell £}

5) MIC7} £¢19)& plaintext MPDU$ TK,
MPDU® counter® o|4sia <stastd
MPDUE A4k}

5-1) 1-byte flag., 1-byte Quality of Ser-
vice(QoS) AX., 6-byte address,
6-byte PN, 2-byte counterd o¢]-&
8|4 CTR Preloads sHEtt.

5-2) CTR Preload& AESd| ¥} MIC
7} Bol9le plaintext MPDUE &
2 292 27§, $ AESS #+ #
# XOR #lA4 ciphertext 2% <
=tk o oA BEo] §lg W7kA] o] F

to

e

e
<t
o

5-3) o]zl ciphertext &2

ot33tdl MPDUE o

T
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: 414
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In. Lightweight Packet Authentication(LIPA)

o] AellA= AoliA AFT WP EY FAFE 2
etz 4 /‘13’4 % 43t BolAde dag A
U A5 93 A" ewsEl=rt 2L Light-
weight Packet Authentlcation(LIPA)OH o5
ol

LIPA= IEEE 802.11i #ea{gte] oz},
T xE Apo)e] 7l qlFe] Fed Aoy BF
A4e £ gl &, LIPAE k= ¢l30] °]$—°V‘]
F 22 b 33k 717 slkd o 2 el
ME AMg7LssR e, o] e xE Jo g
#1314 IEEE 802.11i% o}g4sl=z FA Al
71 elE YA IEEE 802.11id) 33k wrle g
A g},
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3.1 LIPAS] 718 Atgt
LIPACIA FA12R8} FAIARE F7le] ol53)7k=
utekol| ulel defale}, & STAel APE #Hzl& &
e Zfele STAo] $4lxF, AP7} 41217} =
3, 1 de] Aol AP7E $414F STA] 41

A7} "t
LIPAZ} S&3p7] HelMe ohaat 22 7+

AP 2peje] d Qs
o $AlL9} AR [EEE 802.1109 <15 9

q08g olgsle] ArE dZstm, A4 Fl(se-

ssion key)ql $d3 TKE 27t fAgdz 714

g},

s A2k} AR AlAde] AlRtER 27 ohg

1) TKel# 128 bit-Data Encryption/In-
tegrity key & #&%ct.

2) Data Encryption/Integrity key& 128
bit-BBS(Blum-Blum-Shub) generator
(14)¢] seed® AMH3-3}e] A4tgeh. (ged
(seed, n)=1%& 7}4)

3) 2)9 A3= 1024 bytesd Authentica-

o—]‘-—

tion Stream= ¥&

3.2 M2l 215 iy

AA Sk Aze B A g s e
312 ¢d3 IEEE 802.11 #AA& wEr) o] A

EIERRS Sequence Control =7} 3= =),
7+ STAY} APE¥ single modulo 4096 coun-
ters §As Y 7 AZe wd gvict 14 F}
AAA o] BEd| Ao Bulic]

FA2Rs AR ASS 98 ¥ 15 o] A3
o A AAE 433}

’é'é oy -

___., i
| SKe
Sequence Conrol —c Shift XOR |\ [Rne ), ST
K By\as Rows Cohmm round key final }

i

Sourca Address ]

Laf Select Start bt |ASeAM [ aspang | Transmission |

Authentication
Stream

a2l 1. LIPAC| packet authentication generation 23

Packet

2)

3)

Ha
T

- 3 215 &l 1

D

2)

Z gl oz 3l ol

grity keyE Hohdic}.

FAAR 27 29} o] MunA dhe A
2] il Source Address(SA)®t Se-
quence Control ZE=& Mol AES <4t
o] #¥22 Data Encryption/Integrity
keyE AES d4ke] keyE =g

2-1) AES <4kl A= 128 bits A4

(stream)elc}.
2-2) o] EAMAA 7 %2 (leftmost)
13 bitsE SKeyzil ¥-&

a3 33 o] AP g gle Authen—
tication Streamol4 SKey%WE LE2F2.
2 Wolzl ¥EE Aoz 8 bytesd
AStream& Hopdt}. o E Eol, SKey7}
lelebd, Authentication Stream® 3! ¥
# HEE Aabdog 8 bytes? AStream
S- Wopit} ol SKeys} 8128%t}t & &
ol =lejald=(wrap-around) WAl& A}
ﬁ.s]—t;]—.
2ol
ERii=g

i

U

(=
I

o

Mol AStream= Il BojA] A

XA A

wke gj719] Sequence Control Z=% 3
lafr dxj7tA] Wk s7le] upE thgol of
Y 773},

FA AR B #i719 #eA Fragment
Number®} Sequence Number® 4%
Sequence Control®} Source Address(SA)
Ho g Polr ¥l 29 o] o|Zl& AES
ko) HFo07 J#slar. Data Encryption/
Integrity keye AES %4k key®E A
g},

2-1) AES <4k A3h= 128 bits +AHd

(— Sequence Contro} s
Data Encryption/Integrity key l‘:‘:;rb: "t ‘chu:ncrﬁumbtr Somree Addeess P-ddingwithﬂs%
;“"““\(""_“‘—J ‘—"(’—L“-ﬂ’“—)

128 bits " 4 bits 12 bits 48 bits 64 bits

AES key plaintext

2 2. Data Encryption/Integrity key2t Seauence

Control, Source AddressZ AESo| /&
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_~ AStream2] Al Z bit @ 8-byte 240!

1024-bytes [
oveniision [ T T [ [ [ J-[ T T T 111
Stream (a) SKey?t 32 32
o AStream2! UHAI2 bit: 8-byte 20|
1024-bytes  S——
Authentlcanon[ 1 |L| l! | I | t | I I
Stream (b) SKey?| 81898 22

T8l 3. SKey #toll W2 Authentication Stream MEY

(stream)e]c},
2-2) ol &AM 71 fF(leftmost) 9
13 bitsE SKey ' zhx #2v},

3) A7}z 9)E Authentication Str-
ecamolX] SKey  #g 28£07 wWojzl w)
EZ AAPgdoz 8 bytes® AStream &
Follich, o] AL A alF A AA A
SKey2t AStream®& AAdsle Az o
slch. ol SKey "7} 81282t} & <ol
PojzlE X (wrap-around) ¥HAE ARE3ic)

4) ¢] AStream "7} W& dFldd EolyE
AStream® £d81x] kol w2 Azlg b
713kt

o 92 ahohus] 4=
A (1) 2},

5 Al s veigw 4

Authentication Stream

= BBS(Data Encryption/Integrity key)
SKey

= AES((Sequence Control [/ SA),

Data Encryption/Integrity key) (1)

AStream (8 bytes)

= Authentication Stream(SKey)
sending packet

= original packet || AStream

3.3 LIPAS| &3

LIPAY 71 & FA& 7ol wh5ox]7] Aol
AStreame| Ulﬂ 7#]1% ‘%lt}% Zelet, TKIP
# CCMPY 7
2 7le] “}~ A -‘?Ml‘“&
tion)e] 7Fedtet, & A7 A4E As 7 o]
gHgelal TKIPJJr CCMPE $1% dab Azt
F 7kt Adfsierdiet. Wb, LIPA® 4%

7z A& 913 AStream? "2l A4 (pre-com-
puting)® 4 glemz ﬁMO] RHEolAW LIPA
Ak 9% AR gle] Aol rbssih. g
22 ¢ A4 9 AfEH= JH?H b BEFE

TKIP, CCMP$# LIPAY 4% Aol Fxith

LIPAY & H4 A& AES 4hs Frjxe
2 Z9vhe Aolvl. 58 bytesd #lAxE CCMP
¢} TKIP, z8l3. LIPAE o]&3l <l&3icty 7}
A< u, CCMPY A$ MICE w57 $18iA4
74, 933" MPDUE =E7] sl 589
AES ad4le] dasztez Hzle wur] s
1298 AES <d4te] "3t TKIPY -?*0115
MICE 57| 984 15¥9] Michael ¢d4te] &
f3he}h, "9 LIPAS 7% wA1A] Zolel] Abitgle]
SKey® ®HE7] $8 24 f&ﬁd«} AES ¢4te] &
2322 AES A4ke] 3l dAx|9] Aozt 4
oALE o Z AolE i"h:}

Ao 2 LIPAE 3lesdeld 2Ag dar)
At AES A 2= E9elg) sjogle] T 7174
Hl/ﬂ o7 ;q-io] 7],‘——--3],1;} AES o‘:_lﬂ,g Hs—]— 5—}1:
°Jl°17} 23o]7] x| A9 1 sledeE Algst

3, AES A4k $1% st=doirt dlojete Az E
%IM ddlo]EE E3 AES A4S 83 4 i}
LIPAS #% & A o <& 39 AES dd4ale]
AHSElE R AA A7 1lelu FeFHol Fojx =
7] & o| whlg AMSlE Fsie)

9, LIPAE o7 A2 344 (origin) & o
F% Polx, Azl U4S d5Fsx Ygorz
TR AAEE AFA devh a#EE LIPA
= e &5y} esia Mele] AdHoz e
A o2 ol EeAle A wiee]e} AFE ey} A
< xxo s}

oy 49

a?,

V. Performance Analysis

411 XjX< Z2Z(Replay attack)oll cist okd cj
duld oz JEEE 802.11€ $UMAE(uni-
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cast) HAH 4% AAHH(reordering)& U3}
A ¢kerh. a8z $4A ACK(Acknowled-
gement)< WA X3 2 ofg AzlE AF3HA
27] w5V Sequence Control B2 SNe]
Z 3)7lo] SNo| #& 7S wr] Ao dA =3
& 4 gob. =3 LIPAE 7 &9 W9 Se-
quence Control B9 & AMsted], o] ¥
=& TKIPS TSCHY CCMP$ PN} zre] & A
A WellMe HHEE A ekt 2322 LIPAE A

4% 2AL WA 4 Ak

4.1.2 Brute-force attacko] CHst O1EHA

TKIPS 7% WEPS AgE Beksr] $13te]
ode] 714 ube Agga’? o Az WEP
seed® Z7)E 128 bitsE %7] WEP keydl =
718l 40 bits, =+ 104 bitsel vlgM 2A 5
A5k IV AAY] =271% 27] WEP 1Ve] =227]4
Wbz eigkrl a#|m g TKIPS %7] WEPH v}
A2 Ve zZ7)7b Aol vl HZlvict A€
= IV 589 + qde 43& 242 9 o] A
2 brute-force attackell dis] FAstx] g}

yl CCMP9 A4 DESY #4® el AES
£ At AESE 2 Bl ZF=E round key
expansion® A% (complexity)ol 2&3ky 7|
Zo]7} 128 bitselmZ, Ao HiFE M=
brute-force attackel @si <Hdsicty & 4 9}
of9 x| sjzlvict AES 4RE ol W whE
3h= CCMPx eHel=r woeeg LIPAE SKey
ntS AES key expansion® ©]8-8e] <d4kgle}.
a2 28 LIPAY CCMPd uvldl A4 3L A
Aol o3| =E slxv, AES7F & Adbte &
%4 (high computational efficiency)$ 7HA=
2, 3% o Zsold (high-speed applications)
o A gslct.

4.1.3 SKeyel Authentication Streamoif CHSt OFHMA

oW 4 == He disled Data Encryp-
tion/Integrity key® Z71& k, SKeyd =Z7|&
s, 28]3 AStreamd F7|E aztx 7R o F
Az f3L g7 o] F /MR el 5
AUt

AR 2 TAA} o} F-H ARE zZka QA Wl
W o, ool A$d ARl M2 AStream
£ <t7] 9J814+E brute—force attackd Al3shof

e

t}. AStream® Z7)E 8 byteselE=, FA44
Z+ g7l ste] 424 (2)9] 52 AStream
23 5 9},

to ¢

Pr(AStream/H=attacker w/o information)
=2 = g% 2)

Ed 8 FAAr} Authentication Stream%
k3 9lA|9t, Data Encryption/Integrity key
E zi2du JAE o, FARE el A5
A A4 AStream? 97 slslA SKeyw F
Zad =k SKeye 13 bits® AStreamel
vla] =77} Aol 2= FAA7}E brute-force
attack® ol&3le SKeys F2¥ A%, 4

(3)9 #&s Zerh

Pr(next AStream |
H=attacker w/ Authentication Stream)

= Pr(next SKey |/ (3)
H=attacker w/ Authentication Stream)
- 2‘5 = 2‘]3

£=4] (3)9] &F o] Yubd ez =] 9] o
Foll brute-force attackel #Hekslclz A4e 5
alovt, FAAI} o)ep 2 FHES d7] s
=X Authentication Stream? ¢= dleiof
stug AA g8 4 (4)F 2t

Authentication Stream< 3% ®HI~E(sta-
tistical test)& EI3 =¥ F4(one-way
function)?) BBS PRBG{(Blum-Blum-Shub
Pseudo Random Bits Generator)® < &
Q¥ aelmz AR AR 2 (sni-
fling)sl4  oj2] MY AStreams HE3|9m
Authentication Stream® 23 A7t el &
4 F ¢} 22ug AEAHe® SKeyd: 53t
7] 1%k AA 282 4] (43 o] dAHAAM 0
olatx & 4 9k

Pr(next SKey/H=attacker)

= Pr(next SKey | H=attacker w/o infor-
mation) x Pr(Authentication Stream)

= Pr(next SKey | H = attacker w/o in-
formation) x 0 at the present time

= ( at the present time 4)
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3, LIPAE ZAAA o] frEEdx
TK® Data Encryption/Integrity keys & &
d=E AA=ENY. A AE 2Hd A g
ool ¢ 9lE AL 2 719 Source Address,
Sequence Control 2=, 282 AStreamo°lv}.
FAA7} Authentication Stream< @3 glthx
AR o, $42E AStreams °©|43td 24
T 719 SKeyE 5% 4 sivk. 28 SKey
£ AES oabe] A3} ghe] dyfelmz FU
SKeyE zZte FAZloldzte AES <4t A# e
o2 4 olch Wk AES d4ke) A g 5T
2 qltky s seEiE, dAA M AES A4k
A5 e & 9 oY BE 5% 5 fenz ¥
AxE TKe Data Encryption/Integrity key
5 dold 5 gl

4.2 LIPAQ T2l 215 S22 283=

TKIPS MSDU=e} MICS AXbska, #HAA
7F AelAEE MSDUCA #=AX= MPDUS A
7} RolR R AAbslosts WEP seed®t WEP
otE3te] i wolxlth, CCMP 94| wlAA] #
A &} key-z' AESE otz3dstnz 53 A 2
ol7} A1 ofe] A Aol AR AFE e d
we omeEs} 7] A7, F £E AstE 7HA
2} 3A% LIPAE SKeyite AESE ¢33
3z =<d shifting A4 o]&3l=E TKIPZ
CCMP mr} 94 ewal=r} g whaA 7 <
=& F3g).

28 4% 3 A WM A5 A5le] Al

[

fod
&
3

8015

Cumulative Delay per Packel(sec)

L

05 700 200 400 Eod ©00  Jub  @op  6on vy
. Number of Packels per Session

a8 4. 3 MM uol MaEE
Alzkx|ed

7 Jol e FE

2 A AziAldE 2AEr. AfEe A7l
Me7b 27V AR el wEA  Frhehe
CCMP#} TKIPdl| Hls AlzkA]de] A F7}5}A]
%t LIPAE £ + itk dlAAle Aol 260
bytesE 7HAs ).

a9 5& & A4 el A" A7l Al
uE A7 st 7 AR B
TKIPe uls) H& LIPAS A& &
t}. o] LIPA7} wWAA shd 3 dagt AES
Are] 3l7b ghield] ubs, CCMPe] A of#
wWel AES od4te] Heazly) wjielrt TKIP A
shte] MPDU #21-& Bul7] $lslA Michael®t
WEP seed® 57| $13+ Q4 z8]m WEP ¢
33} odabo) Fasly) wiel LIPA Erh A7kA<
o] =t} ZEeA 10070¢] #Hzle] HEH 75
LIPASY Al7kx|de] v B 759 sizlo] A4

735l wlEslA o £ o]f= Authentication
Stream® <4} wFolcl LIPA®E AlAde] Azt
¥l BBSE o|43l4 Authentication Stream&
odatste dl 2ol whE AAld: T A 7 Al
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