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ABSTRACT

This paper presents a performance analysis model based on an M/M/1 queue and Poisson distribution of input data traffic.
The simulation on a pipelined AES system with processing rate of 10 rounds per clock shows 4.0% higher performance than
a non-pipelined version consuming 10 clocks per transaction. Physical implementation of pipelined AES with FPGA takes 3.5
times bigger gate counts than the non-pipelined version whereas the pipelined version yields only 3.5% performance
enhancement. The proposed analysis model can be used to optimize cost-performance of AES hardware designs.
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