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ABSTRACT

There has recently been an increase of phishing attacks, attacks which lure users into revealing their personal information
to an attacker who in turn exploits this information for economic gain. The conventional methods of fooling the user with
similarly modified mail or address are constantly evolving and have diversified to include the forgery of mail or domain
addresses. Recently the injury incurred by these attacks has greatly increased as attackers exploit the weaknesses found on a
few web browsers and used these to conduct phishing attacks based on URL spoofing. Furthermore we are now witnessing
the entrance of highly advanced phishing techniques that no longer simply rely on vulnerabilities, but employ ordinary script,
HTML, DNS sniffing, and the list goes on. In this paper we first discuss means of investigating and preventing the
advanced URL spoofing techniques used in phishing attacks, and then propose a scheme for fundamentally restricting them
altogether.
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