BRAEREHRXR
#15% 5%, 2005. 10

,
ol 3" Meo ¥Mu”

'DRYED, ‘FYUSEHED

A New Method for Detecting Trapdoors in Smart Cards
with Timing and Power Analysis’

Jung Youp Lee," Eun-A Jun,’ Seok Won Jung®

'Korea University, “Mokpo National University
2 %

Ao antEstes, AAAC olf Wi Bat EAZ BT ¢ QlFol= ek, tes AR S e
2715} Beist A4 Z=g e F e AR FHork Solde Aot Bk oY EfEe] W ER A
AR FPez ez dubelA FHHA] 7] e 71E9 HAE AzEYeR AFdhe AL ¢ ofHoh
Ag7A delAl b ZEQl WS ITSEColA 9} o] /Ny & EAst &2 ZEd ¥AsHE Zlold. 12
vooleidt Hhe 2@ AlZbE RSkl ulge] o] £rt o]dl B mEelAE AR A AY S 0] 83}
2vtEstEd] Efsold HAE¥ 4 Qv M2E WS Al aElz Ayl s Al o] E&Aole A
A<l A S Bojgh

ABSTRACT

For economic reasons, even though there are some security problems, the commands of re-initializing and writing patch
code are widely used in smart cards. The current software tester has difficulty in detecting these trapdoor commands because
trapdoors are not published and programmed sophisticatedly. Up to now the effective way to detect them is to completely
reveal and analyze the entire code of the COS with applications such as the ITSEC. It is, however, a very time-consuming
and expensive processes. We propose the new detecting approach of trapdoors in smart cards using timing and power
analysis. With our experiments, this paper shows that the proposed approach is more practical than the current methods.
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