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ABSTRACT

A RFID (Radio Frequency ldentificaion) system receives attention as the technology which can realize the ubiquitous
computing environment. However, the feature of the RFID tags may bring about new threats to the security and privacy of
individuals. Recently, Juels proposed the minimalist cryptography for very low-cost RFID tags[3], which is secure, but only
under the impractical assumption such that an adversary is allowed to eavesdrop only the pre-defined number of sessions. In
this paper, we propose a scheme to protect privacy for very low-cost RFID systems. The proposed protocol uses only
bit-wise operations without any costly cryptographic function such as hashing, encryption, which is secure which is secure
against an adversary who is allowed to eavesdrop transmitted message in every session any impractical assumption. The
proposed scheme also is more efficient since our scheme requires less datas as well as few number of computations than

Juels’s scheme.
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