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ABSTRACT

Joux’s tripartite key agreement protocol is one of the most prominent developments in the area of key agreement.
Although certificate-based and ID-based authentication schemes have been proposed to provide authentication for Joux’s
protocol, no provably secure password-based one round tripartite key agreement protocol has been proposed yet. We propose
a secure one round password-based tripartite key agreement protocol that builds on Joux’s protocol and adapts PAK-EC
scheme for password-based authentication, and present a proof of its security.

Keywords : Tripartite Key Agreement Protocol; Password-based Authentication; Probable Security; Bilinear Diffie-Hellman
Problem; Joux’s Protocol.

I . Introduction cret key is commonly called a session key
and can then be used to create a secure

A Key Agreement Protocol is the mecha~ communications channel among the parties.
nism by which two or more parties can es- The situation where three or more par-
tablish a common secret key over a net- ties share a key is often called conference
work controlled by an adversary. This se- keying. The three-party (or tripartite)

case is of the most practical importance,

A4 1 20054 59€ 2049 ; A=Y 20059 84 164 not only because it is the most common
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size for electronic conferences, but also
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of services for two communicating parties.
For example, a third party can be added
to chair, or referee a conversation for ad
hoc auditing. Also, a three-party key
agreement protocol can be used for tree
based group key agreement protocols.[3'6'19]

Joux’s tripartite key agreement proto-
col™ is one of the most prominent devel-
opment in the area of key agreement.
This protocol makes use of pairings on el-
liptic curves and requires each entity to
transmit only a single broadcast message.
This should be contrasted with the ob-
vious extension of the Diffie-Hellman pro-
tocol to three parties, which requires two
broadcasts per entity. However, like the
basic Diffie-Hellman protocol, Joux’'s pro-
tocol also suffers from man-in-the-middle
attacks because it does not provide key
authentication.

To transform Joux's protocol into a se-
cure tripartite protocol that still requires
only a single broadcast per entity, many
protocols have been proposed. Basically
these protocols can be divided into two
broad categories, i.e., certificate-based pro-
tocols"? and ID-based protocols, 22%25:20)
Another authentication scheme for key
agreement is making use of a password.
(10.20.2D)  (ertificate-based authentication
requires a certificate authority and ID-
based authentication requires a trusted
dealer who has a universal secret key.
However, password-based authentication
doesn’t require any trusted third party.
No provably secure password-based one
round tripartite key agreement protocol
has been proposed.

PAK-EC® is a concrete two party pass-
word authenticated key agreement proto-
col built on elliptic curves. In this paper
we present a provably secure one round
password-based tripartite key agreement
protocol that builds on Joux’s protocol

and adapts the PAK-EC scheme for pass-
word-based authentication. Qur contribu-
tion is to present a provably secure pass-
word-based Joux’s protocol version.

In section 2, we explain our security
model for the proof of security of the pro-
posed protocol. In section 3, the proposed
protocol is described. In section 4, we de-
scribe our proof of the proposed protocol.
In section 5, we compare our protocol
with other one in computation and com-
munication complexity.

Il Security Model

For our proof of security we use the
model of Bellare, Pointcheval and Rog-
away ¥ (which builds on earlier models,®®
and is also used by Kate et al."® and
MacKenziem”), and adopt MacKenzie's app-
roach.™ Our model is for implicitly au-
thenticated key exchange between parties
A, B and C who share a secret. The goal
is for them to engage in a protocol such
that after the protocol is completed, they
each hold a session key that is known to
nobody but the three of them. In the fol-
lowing, we will describe our model.

Protocol Participants. Let I be a non-
empty set of participants. We assume
each participant U &€ I is labeled by a
string, and we simply use U to denote
this string. We will also use A,B,C,-:- to
refer to protocol participants. Each group
of three participants, 4, B, C € I | who
will set up a secret key shared amongst
themselves are assumed to share a secret
password with each other, 7w 5., before

the protocol begins.

Execution of protocol. For a protocol
P, each participant is able to execute P
multiple times with different partners,
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and we model this by allowing unlimited
number of instances of each participant.
Instance ¢ (session number ¢ ) of partic-

ipant U € I is denoted M1Y. To "describe

the security of the protocol, we assume
there is an adversary .4 that has complete
control over the environment (mainly, the
network), and thus provides the input to
instances of participants. Formally, the
adversary is a probabilistic algorithm with
a distinguished query tape. Participants
respond to queries written to this tape ac-
cording to P: the allowed queries are
based on and extend the model of Bellare
et. al.[4). Oracles exist in one of several
possible states Accept, Reject. or *. The
state * means no decision has yet been
reached. In our protocol, an oracle accepts
only after receipt of two correctly for-
matted messages from the two other par-
ticipants with whom the oracle wishes to
establish, and the transmission of one
message. When an oracle accepts, we as-
sume it accepts holding key K that is bits
in length.
Send(U, i, M)

sent to instant TIY. The instance com-

. causes message M to be

putes what the protocol says to, the or-
acle’s state is updated, any outgoing mes-
sages are given to A . If this query causes
Y to accept or terminate, this will also
be shown to 4. To initiate a session be-
tween three participants, the adversary
should send a message containing the
name of two participants to unused in-
stances of the other two participants.
Execute(4,,B,j, Cl): causes P to be
executed to completion between II4, II#
and II§¢ (where A,B,C € I), and outputs
the transcript of the execution. This query
captures the intuition of a passive adver-
sary who simply eavesdrops on the ex-

ecution of P.

Reveal(U,i) : causes the output of the
session key held by ITY.
Test(U,i) : causes MY to flip a bit b. if

b = 1 the session key sk is output: oth-

erwise, a string is drawn uniformly from
the space of session keys and output. A
Test query may be asked at any time
during the execution of P, but may only
be asked once.

Corrupt(U) : if U€ I, this query re-
turns any passwords that U holds.

Partnering. A participant instant that
accepts holds a partner-id pid, session-id
std, and a session key sk. Then instance
4, 1% and 0§ (where 4,B,C€ I) are
said to be partnered if all of them accept,
they hold (pids sidyska). (pidy, sidp sks)
and (pidg, side, ske) respectively, with pidy
=< B,C>, pidg=< A,C>, pidg =< A,B>,
sid, = sidg = sid,, and sky= skp=sk,, and
no other instance accepts with session-id
equal to sidy, sidg or sidg.

Freshness. We define two notions of
freshness, as in (4). Specifically, an in-
stance I1¥ is nfs-fresh(fresh with no re-
quirement for forward secrecy) unless ei-
ther (1) a Reveal(U,i) query occurs, (2)
a Reveal(U',j) query occurs where HjU' is

a partner of ITY, or (3) a Corrupt (U")

query occurs for any party U’. (For con-
venience, when we do not make a require-
ment for forward secrecy. we simply dis-

allow Corrupt queries) An instance II,V is

fs-fresh(fresh with forward secrecy) unless
either (1) a Reveal(U,i) query occurs, (2)

a Reveal{U’,j) query occurs where HjU is

the partner of IILY or (3) a Corrupt(U")

query occurs for any party U’ before the
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Test query and a Send(U,i, M) query oc-
curs for some string M.

Advantage of the adversary. We now
formally define the authenticated key ex-
change (ake) advantage of the adversary
against protocol P. Let Succi®(.A4) be the
event that A4 makes a single Test query
directed to some fresh instance HiU that
has terminated, and eventually outputs a
bit b, where b =b for the bit b that was
selected in the Test query. The ake ad-
vantage of A attacking P is defined to be

Adv¥#(A) d——e‘f 2Pr{Succi (A)]-1.

The following fact is easily verified.

Fact 2.1
Pr(Suce*(A)) = Pr(Sucdp®(A)) + €
& AdvFe (A) = Adv¥e (A)) + 2

. Tripartite Password Protected Key
Exchange Protocol via Pairings.

In this section, we briefly describe some
background on pairings on elliptic curves
and the BDH assumption, and then pres-
ent our new tripartite PPK protocols
based on Joux's protocol."”

3.1 Bilinear Pairings and the BDH assumption

We use the same notation as in (8]. Let
G, be a cyclic additive group generated by
). whose order is a prime ¢, and & be a
cyclic multiplicative group with the same
order g. We assume that the discrete log-
arithm problem(DLP) in both G and G, is
hard. Let e: Gy X G—G, be a pairing which

satisfies the following conditions:

1. Bilinear:
AW, X+2)=e(W,X)+ «W,2) and
e(W+X,2)=e(W;2) + e(X,2) for WX
726,

2. Non-degenerate: an element @ € G
satisfying e(Q, Q) = 1 is known

3. Computability: there is an efficient
algorithm to compute e(P, Q) for all
P Qe G,.

The map e will be derived from ei-
ther the Weil or Tate pairing on the
elliptic curve. We refer to (9,12,17,18]
for more details.

Definition 1. Bilinear Diffie-Hellman
(BDH) Problem

Here we formally state the BDH as-
sumption. Let G, and G, be as defined
above with generator @ and e(Q, Q) re-
spectively. Let ACCEPTABLE(v) be a fun-
ction that returns true If and only Iif
v € G,. For three values X, Y, and Z, if
ACCEPTABLE(Y), and ACCEPTABLE(Z),
and X=a@Q, let BDH(X,Y,Z)=e(Y,Z)*
else if ACCEPTABLE(X). and ACCEPT-
ABLE(Z), and Y=bQ. let BDH(X Y,Z)=
(X,2)°, else if ACCEPTABLE(X), and AC-
CEPTABLE(Y), and Z=cQ. let BDH(X,Y,Z)
(X,Y)°. (Note that if X=aQ, Y=0bQ and
Z=cQ. then by definition BDH(X,Y,Z)=
e(QQ)™.) Let D be an algorithm with in-
put (X,Y,Z). Let

def R
A (D)= Pil(a,b,c)«Z;; X «aQ;Y < bQ;
Z«cQ: BDH(X,Y,Z) e D(X,Y, D).

Let Adv3%! (t,n) =maz, {AdvgZ (D)}, where

the maximum is taken over all adversa-
ries of time complexity at most t that
output a list containing at most n ele-

ments of Go. The BDH assumption states
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that for t and n polynomial in the se-
curity parameter £, AdeGDféz(t, n) is ne-

gligible.

3.2 One Round Tripartite PPK based on
Joux’s protocol.

Fig. 1 presents a new one round tri-
partite PPK protocol based on Joux's
protocol. In the protocol, f,(A4,B,C,m) is
defined to be a function generating a ran-
dom point on elliptic curve £ from
A, B, C and w. The details of the function
are given in Appendix A.

We use the terminology “in a Partici-

pant U Action k query to II,” ” to mean

“in a Send query to II,” that results in
the a Participant U Action k procedure
being executed.” The possible actions with
their associated inputs and outputs are
shown in Table 1, where A is the ini

Precomputation by each party;

Table 1. Inputs and outputsfor the Participant queries.

Participant |\ ion 0 Action 1
Query
Input <B C> <Bu Guv>
A(initiator)
output <4, m> -
B Input <A, m> <G uv>
(second participant) Output <B u> -
c Input | <A m, B p> -
(third participant) Output <G u> -

tiator, B is the second participant and C
is the third participant.

Let be the cryptographic security pa-
rameter ¢ =&. We use an elliptic curve
E over the integers modulo p with coeffi-
cients a,b in Standard Weiestrass form
and #E = rq, with ged(r,q) = 1. (Current-
ly, p =162 and g =160 would be consid-
ered reasonably secure (13)). The complete
specification is below:

sidepideskee, acc—term<«—FALSE

Ay=r- f1(4,B,C,m); Ap =1 [1(A,B,C,7); A =F- [1(A4,B,C, %)
Abbreviations: ACC = ACCEPTABLE; pid= partner ID.

L <A4,m>
2. <B,u>

Input : B, C, x; pid, =< B,C >

R
1. A2 a+a-Q
meat+i

4. Abort if —ACC 3.
° - ) 1. <C.,u>
b« p—Ag <A4,m>
Abortif ~ACC(V)
7 < 0— A
o (B,

Input: 4, C, m; pidy =< A,C >
2. Abort if —ACC(m)

aem— A,

R
beZy; b0

< B >
i pe B+ Ay
3. 5. Abort if —ACC(V)
<C,0>
y€<v—4.

o« e(a,7);

Input: A, B, w pid. =< A,B >
3. Abortif —ACC(m); @<« m— A,
Abortif —ACC(); B« u—Ag

R
c(—Zq; Y- vey+ A

o —e(ap);

Fig. 1. Tripartite PPK protocol. Session ID is sid—AlBIClimilullv. Partner ID for A is
pid ,=<B,C>, partner ID for B is pid g=<A,C>, and partner ID for C is

pid c=<{A, B>, Shared session key is sk= H(<A,B,C,m,1,9,0,A 4, g, A D).
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if state=READY and (U€ 1 AND U is
the initiator) then

is the third participant) then
{Participant C Action 0}

{Participant A Action 0}
<A><«U; <B C><msg—in where
B C eI
aﬂZqZ a=a@: d=r1-f(4,BCr) mu
+ Agistate — < A,a,m, Ay > MSg — out<—

< A,m>

return (msg— out,acc, term, sid, pid, sk, state )

elseif state= READY and (U I AND U
is the second participant) then

{Participant B Action 0}
< B><«U:. <Am><«msg—in, where
A e I and ACCEPTABLE(m):
M=r-fi(4,BCr)acm—A; . bEZ:

q
B=bQ: Ag=r- f,(A,BCm): p—B+Ag
state<— < A,m,B,b,u, Ay, Ap > msg— out<—
<Bu>

return(msg — out, acc, term, sid, pid, sk, state )

< C><«U < Am,B,p><«<msg—in,
where A,B€ I and ACCEPTABLE(m)
and ACCEPTABLE(u):As=r - fi(4,BC,
w) e M= Ay Ag=r1 " f.(4,B,Cm):
B—p—Ap ;

cz@qu y=¢c@Q: Ag=r- f3(A4,B,Cw):

vey+ Ag: oe(a,B)¢: state= DONE:
msg—out— < C,v>: sid—A| B| C|m|
pllvipide— < A, B> :sk—H(< A, B,C;m, u,
0,0, 4, A Ac>) ¢ acc—term<«— TRUE ;
return (msg— out,acc term, sid, pid, sk, state)
elseif state =< A,a,m, A, >(Ue I AND

U is the initiator) then

{Participant A Action 1}
< B,p, Cv><msg—in, where B,C€ [
and ACCEPTABLE (i) and ACCEPTABLE
(W) ixg=7+ f(4,BCrm) Ao=7 " f3(A,BC,

elseif state= READY and (U I AND U n) Be—p—Ap yeuv—Ac: 0-(__6(5’7)“

The original protocol P.

P, If honest parties randomly choose m.u or v values seen previously in the execution of the protocol,
the protocol halts and the adversary fails. -

P, The protocol answers Send and Execute queries without making any random oracle queries. Subsequent
random oracle queries by the adversary are backpatched, as much as possible, to be consistent with
the response to Send and Execute queries.

P; If an H(-) query is made, it is not checked for consistency against Execute queries. That is, instead
of backpatching to maintain consistency with an Execute query, the protocol responds with a random
output.

P, If correct password guess is made against any one of the participant instance (determined by an H(*)
query using the correct inputs to compute a session key), the protocol halts and the adversary
automatically succeeds.

P; 1f the adversary makes three password guesses against Participant 4 instance, the protocol halts and
the adversary fails.

Pg 1If the adversary makes three password guesses against Participant B instance, the protocol halts and
the adversary fails.

P, If the adversary makes three password guesses against Participant C instance, the protocol halts and
the adversary fails.

Py The protocol uses an internal password oracle that holds all passwords and only accepts simple queries
that test whether a given password is correct password for a given tripartite pair. The test for
correct password guesses (from B) is changed so that whenever the adversary makes a password
guess, a query is submitted to the oracle to determine if it is cotrect.

Fig. 2. Informal description of protocols 7 to Fs
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states—DONE ; msqg — out—e¢ ;. sid—A | B|

Clm|uplv: pid—< BC> sk—H(< A,

sk—H(< A, B, Com, 1,0, 6, 4, A, Ac >)

acce—term<—TRUE .

return (msg— out,acc,term, sid, pid, sk, state )
elseif state =< A,a,m,B,b, 1, A, Ag> and
(Ue I AND U is the second participant)
then

{Participant B Action 1}

< Cv><msg—in, where CE€ I and

ACCEPTABLE(W) : A¢g=r - f3(4,B,C):
o«—e (a, 'y)b ;. state—DONE ;
sid—A| Bl Clm{pfv:
pid— < A,C>: sk«—H(< A,B,C;m,p,v,0,
AuApAc>) i acc—term<—TRUE :

return (msg— out,acc,term, sid, pid, sk, state)

’)’<_”U“_AC :

msg — out<—e

V. Security of the protocol

Here we prove that the tripartite PPK
protocol is secure, in the sense that an
adversary attacking the system cannotde-
termine session keys of fresh instances
with greater advantage than that of an
online dictionary attack.

Theorem 4.1 Let P be the protocol de-
scribed In Fig. 1 (and formally described in
Appendix B), using groups G and G, of
order q, with a password dictionary of size
N. Fix an adversary A that runs in time t,
and makes ng,n,, and n,, queries of type
Send, Execute, and Reveal, respectively,
and n,, queries to the random oracles. Let
t,, be the time required to perform a sca-
lar multiplication and a pairing of elliptic
curve point in Gy and an exponentiation in
G,. Then for t = O(t+ (n,4 N+ neg )ty -

2n

Se

Advie(A) = N

O[Advgl?;H (ti’ 7’!50)‘1’ (nse +nax)(n; +H, +nax)

Proof : The proof proceeds by introduc-
ing a series of protocols Py, P+, P re-
lated to P, with B,=P. In F;, Ais re-
duced to a simple online guessing attack
that admits straight-forward analysis.
We describe these protocols informally in
Fig. 2. For each i from 1 to 8, we will
prove that the advantage of A attacking
protocol P_; is at most negligibly more
than the advantage of A4 attacking proto-
col P. H{ - ) is a hash function computing
a session key.

We assume without loss of generality
that m, and n, +mn,, are both at least 1.
We make the standard assumption that
random oracles are built “on the fly,” that
is, each new query to a random oracle is
answered with a fresh random output.
and each query that is not new is an-
consistently with the previous
queries. We also assume that the f;(-)

swered

query is answered in the following way:
In an f;(4,B Cn) query for j€{1,2,3},

output ¢;[4, B, C,w|Q. where ¢;(4,5B,C,

7]Q & Z,. Also. put ¥;[4,B Cx]=r¢;

(4,B,C ). A4, B, C]Q. Apg<Trdy
Ap<rdy|A, B, C,m] and Ag<r¢;[4, B, Cm)
Q. Denote ¥;[A,B, C ] and ¢;(4, B, C,]
as ¥;lr] and &;[m] respectively. Thus
P, [r] = TQ{’;' [r].

We now define some events, correspond-
ing to the adversary making a password
guess against a participant instance, and
against three participant instances that
are partnered in an Execute query. In

each case, we also define an associated
value for the event, and we note that the

|
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associated value is actually fixed by the
protocol before the event occurs.

« testpw( U7, V, W,n): this is the event
that the adversary makes a password
guess against MY with pidy=<V, W>.
Let {U V,W}={A4,BC} where A is
the initiator, B is the second partic-
ipant and C is the third participant.
For some m,u,v,A4, Az and Ae, A makes
an H(< A,B,Cm,p,v,0,04,25A¢ >) query,
and if U= A, A makes a Participant
U Action 0 query with input < B,C>
and output < A,m >, and a Partici-
pant U Action 1 query with input
<Bu Cv> to IV, Otherwise, if
U=PFB, A makes a Participant U
Action 0 query with input < A4,m >
and output < B,u >, and a Partici-
pant U Action 1 query with input
< Cu> to IY Otherwise, since U=C,
A makes a Participant U Action 0
query with input < A,m.B,p > and
output < Cv > to II,V. A also makes
an fi(4,B,Cw) query returning ¢
[71Q . an f,(A4,B Cw) query returning
¢ [7]Q. an f3(A4,B C7) query return-
ing #[r]Q. where o= BDH(a,B,7),
me—a+ Ay, pB+Ap vyt Ao, Ag—
& [7)1Q . A5 [7]Q A~ 7] Q. ACC-
EPTABLE (m)., ACCEPTABLE(y), and
ACCEPTABLE(v) . The event's associated
value is skiy=H(< A, B, Cm,p,v,0,)\
Ag Ao >) .

testexecpw(A,i, B, j,Cl,m): this is the
event that the adversary makes a
password guess against three in-

stances that are partnered Iin an
Execute query. For some ™, [, U, Ay

Ag and Ag, A makes an H(< 4,B,C
m, 1, v,0, A4, Ag, Ac >) query, and pre-
viously .4 made an Execute (4,4, 5,7,
C,l,m) query that generated m,pu,v.
and fi(4,BC ). f,(4,BCr) and
f3(4,B,C,w) queries returning ¢ [r]@,
¢,[71@Q . and ¢5[r]Q, where As—¢:[7]Q,
A7) Q. A3 Q. o = BDH (o, 3,
v), me—a+A,, p<B+ Ap, and vey+
Ac. The associated value of this event
is skiy = skiy= sk, = H(< A, B,C,m, 1,
v, 0, A A5 Ao >)

- correctpw © a testpw(Ui, V, W, mpw)
event occurred, for some Ui, V, W
where wp is the password shared
between U, V and W.

« correctpwexec - a testexecpw(A,i,B;
4, Gl mape) event occurred for some
Ai,Bj,C and l. where w4pc is the
password shared between A, B and C.

« triplepw(7) : a testpw(U, i, V, W, )
event, a testpw(U,i, V, W,n') event
and a testpw(U,4, V, W,m ) occurred,
for some Ui, V, W,m,m and 7. with

TET AT =T

Protocol P,. Let £) be the event that an
m value generated in a Participant A4

Action 0 or Execute query is equal to an
m value generated in a previous Partici-

pant A4 Action 0 or Execute query, an m
value sent as input in a previous Partici-
pant B Action 0 or Participant C Action
0 query, or m in a previous f; (+) query
(made by the adversary). Let £; be the
event that a p value generated in a
Participant B Action 0 or Execute query
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is equal to a p value generated in a pre-
vious Participant B Action 0 or Execute
query, a g sent as input in a previous
Participant A Action 1 or Participant
C' Action 0, or p value in a previous
f;(+) query (made by the adversary). Let
E; be the event that a v value generated
in a Participant C Action 0 or Execute
query is equal to a v value generated in a
previous Participant C Action 0 or
Execute query, a v sent as input in a
previous Participant A Action 1 or
Participant B Action 1 query, or v value
in a previous f; (+ ) query (made by the
adversary). Let E= E,VEVE, Let P
be a protocol that is identical to 7, except
that if £ occurs, the protocol aborts (and

thus the adversary fails).

Claim 4.2 For an adversary A

Adv}’,:e A< Adv;‘,l’“ (A)+ .
Proof : Consider the last m,u or v value
generated. There is a probability of no
more than (n,,+n, +n.)/q that this value
has previously been generated in a Send,
Execute or Random oracle query. There
are ng,+n,, values that are required to be
unique if event E is not to occur. Hence
the probability of any of the m,u or v
values not being unique is O((Tge + Ny ) (N
+ 7+ e ))/q, and the theorem follows. O

Protocol P,. Let P, be a protocol that is
identical to P, except that Send and Ex-

ecute queries are answered without mak-
ing any random oracle queries, and sub-
sequent random oracle queries by the ad-
versary are back patched, as much as
possible, to be consistent with the re-

O((n,+n, )n, +n_+n.)

sponses to the Send and Execute queries.
Specifically, the queries in P, are changed

as follows:

«In a Execute(4,i,B,5,Cl) query, m
7[5, A)Q. where T[i,A|Q&Z, pe—r

4, B1Q, where T[4, B1Q£Z, verll, C]
Q. where T, C]Qﬁzq and skip—skl

sk, & {0,1}".

In a Participant 4 Action 0 query to
instance T4, m<«—rli,A]Q, where 7li,

AlQE 7,

In a Participant B Action 0 query to
instance T%, p<rlj, B]Q. where 73, B]
Q&Z,

In a Participant C Action 0 query to
instance 1§, verll,C]Q, where 7lI, C]
Qﬁ_ Zq, and Sklc pid {0,1 }K,

In a Participant A Action 1 query to
instance 14, if 0§ is paired with in-
stance 114 and IT%, skiye—skie—skly. else
if 1§ is paired with instance T4,
skiy—sk, else if 1% is paired with in-
stance 14 and has a session key skg,
skij—skl,. else if this query causes a
testpw(A4,:, B,C,m45c) event to occur,

set sk to the value associated with

that event, else set sk & {0,1}".

In a Participant B Action 1 query to
instance IT%, if II§ is paired with in-
stance T4 and I3, skiy—skjy—sk;, else
if m¢ is paired with instance II%

sklyg—sk, else if 114 is paired with in-
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stance I1# and has a session key skly.

skiz—skiy, else if this query causes a
testpw(B,j, A, C,magc)event to oceur,

set sk to the value associated with
that event, else set skj; £2{0,1}".

«In a H(< A,B< C,m,p,v,0, 4, g ¢ >)
query, if this H(- ) causes a testpw
(A,i, B, C, mpc), testow (B34, 4,C
Tapc). testpw(GL A, BTapc), or tes-
texecpw (A,4,B,J,Cl,m45c) event to
occur, output the associated value of

that event, else output a random val-
ue from {0,1}".

Note that we can determine whether
the appropriate event occurred using.the
¢, 7], ¢y[m], ¢5lm], and 7 values. Also note

that by P, and the fact that a participant

instance that is paired with any partic-
ipant C instance copies the session key of
the participant C instance (or, if there is
no paired participant C instance, then it
copies the key of its partner, if such a
partner exists), there will never be more
than one associated value that needs to
be considered in the H( - ) query.

Claim 4.3 For any adversary A4,

Advi(A)= Advy“(A) + o)
a .

Proof : In P, participant instance H,C
creates a session key sklc that is uni-

formly chosen from {0,1}", independent of
anything that previously occurred, since
the H(-) query that determines sk is

new. Also in P, for any participant 4

and B instances II' and II that have

had an Action 1 query, either:

1. exactly one instance I1¢ is paired with
14 and 1% in which case skin = sk
= sk, or

2. only one instance II§ is paired with
M4 or II% in which case skiy = skig
or skl = sk, or

3. no instance ¢ is paired with 114
and/or 1% and 14 and 1% may or
may not be paired with each other.

In both of these cases, either a
testpw(A4,4, B, G mapc) or testpw(B,

4, A, C,mape) event occurs, and sk

or SkJé is the value associated with

that event (i.e., the output of the
previous H{ - } query associated with

that event) or sk, and sk are uni-
formly chosen from {0,1}*, indepen-

dent of anything that previously oc-
curred, since the H(-+) query that

determines sk, and sk% is new.

Finally, for any H(<A,BC -, -, -, -,
AsAmAc>)query, either (1) it causes a
testow(A4,i, B, C,m50). testpw(B 4,4, C,
Tapc). testpw(Cl, A, BTapc) or testex-
ecow(A,3, B, Cl,mipc) event to occur, in

which case the output is the associated
value of that event, (2) da<r - fi(4,BC,

Tape). A+ fo(A,B Cmapc), and AceT
- f3(A, B, Cmanc). but the adversary has not
made fi (4, B Cmapc) . f2(A,B,Cmapc), and

- fs(A, B, Cm4pc) aqueries, or (3) the output

of H(+) query is uniformly chosen from
{0,1}*, independent of anything that pre-
viously occurred, since this is a new H( - )
query.
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If the second case for the H(-) query
described above occurs, P, may be incon-
sistent with £, since the key associated

with the relevant session may need to
have been returned by A, instead of a

random value. However, the probability of
the adversary correctly guessing the val-
ues of Aq, Ag and Ag in an H( - ) query
is less than 1/¢. Thus the total proba-
bility of an H(- ) query causing the sec-
ond case above is bounded by n,/Zq. If
this case never occurs, then £ is con-
sistent with 2. Then the claim follows. O

Protocol P,. Let P be a protocol that is
identical to P except that in an H(< 4, B,
Com, i, v,0, 4, Ag, Ac>) query, there is no
check for a testexecpw(4,i,B,J, Cl,Tapc)

event.

Claim. 4.4 For any adversary A run-
ning in time t, there is a ¢ = O(t+ (n,

+ Mg )top) such that
Advi (A) < Advi (A)+ 2Advg (£,m,).

Proof : Let £ be the event that a cor-
rectpwexec event occurs. If £ does not
occur, then £ and F are indistinguish-
able. Let € be the probability that £ oc-
curs when A is running against protocol
P,. Then Pr(Succh’ (A4)) < Pr(Succs’ (A4))

+€ and thus by Fact 2.1, Advp*(A4) <
Advg (A) + 2€

Now we construct an algorithm 2 that
attempts to solve BDH by running A on a
simulation of the protocol. Given (X, Y, Z2),
2 simulates P, for A with these changes.

1. In an Execute(4,i,B,5, C/l) query. set

me—X+p; 4Q, p—X+p; Q. v—Z+p,c
Q. where p; 4, 05m P c & Z.

2. When A finishes, for every H(< 4, B,
C,m, 1, 0,0, A4, Ag, Ao >) query, where
m,pu and v were generated in an
Execute (4,4,B,5,Cl) query and a
£ (A,B,Cmapc) query returned ¢, [7]Q
and an f,(A4,B C ) query returned
1@, an f3(4,B,Cmypc) query re-
turned @3(7]Q. and Me—re:[7]@.
ATy [1]Q, AoeTrd3[m]Q, add

ce(X,2)" " e, (p,,-¥,laDX
H(p, o~ BIDYY e, (P, b,DQ) "
e((0 ;5= BLEDX + (0,4~ WY, ¥, [71Q)

)"”J[ﬂ]

e((p ;5= ValmDQ: (P, =W [TDQ

to the list of possible values for BDH(X,
Y,Z). where o, [r]=r¢,[x] for i =1,2,3.

This simulation is perfectly indistinguish-
able from B until £ occurs, and in this
case, 2 adds the correct BDH(X,Y,Z) to
the list. After £ occurs the simulation
may be distinguishable from £, but this
does not change the fact that £ occurs
with probability €. However, we do make
the assumption that .4 still follows the
appropriate time and query bounds (or at
least that the simulator can stop .4 from
exceeding these bounds), even if 4 dis-
tinguishes the simulation from 5.

D creates a list of size n,,. and its ad-
vantage is €. Let £ be the running time of
2. and note that = Ot + (5 + Ng ) o)
The claim follows from the fact that

Adv(D) < AdvgE (¢, n,,). O
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Protocol £,. Let P, be a protocol that is
identical to P except that if correctpw
occurs then the protocol halts and the ad-
versary automatically succeeds. Note that
the protocol already checks for a corre-
ctpw event, in the Participant A Action

1 or Participant B Action 1 query to de-
termine if the session key has already
been determined, and in the H( - )query,
to see if the output has already been
determined.

Claim 4.5 For any adversary A4,
Advi(A) < Advp<(A)

Proof : Obvious. a

Note that in £, until correctpw occurs, an
H(<ABC +,+,+,+,+,*,) query
will output a value uniformly chosen from
{0,1}*, and the session key for an un-

paired client instance will be uniformly
chosen from {0,1}".

Protocol P,. Let 7 be a protocol that is
identical to P, except that if triplepw(A)

occurs, the protocol halts and the adver-
sary fails. We assume that when a query
is made, the test for triplepw(.4) occurs
before the test for correctpw.

Claim 4.6 For any adversary .4 running
in time ¢, there is a t = O(t+ (nd,+n,, +
Nez)typ) such that

Advi(A) < Advpe(A)+ 9Advie (t'.1),)

Proof: Let € be the probability that the
triplepw (A) event occurs when A4 is run-

ake

ning against protocol P;. Then Pr(Succp
(A)) < Pr(Succh’(A4))+ €, and thus by

Fact 2.1, Adue(A) < Advite(A) +2¢.

Now we construct an algorithm 2 that at-
tempts to solve BDH by running A on a
simulation of the protocol. Given (X,Y,2),
D simulates P, for A with these changes:
1. In an f{4,B,Cx) query and f5(4,B.C,
r) query. set fo(4,B Cm)=¢%[r]Y+

%[1]Q where yy[r]& Z. f:(4,BCr)
Vs [9] Z+ 5[] @, where ¥s[r) £, and

(e[, 4slm]) €2{(0,1),(2,0),(0,2)}

2. In a Participant A4 Action 0 query
to a Participant instance 114 with in-
put < B,C>, set

me—X+p; 4Q
3. Tests for correctpw (from P,) are not
made.
4. When .4 finishes, for every triple of
queries

H(< A)BJ am;“}U;U;)‘A;/\BJ)‘C >) ,
H(<A;B; amuufv;&;XA;XB;XC>) s

H(< A}‘B! C:muulvlg: XA:XBiAC>) .

where ACCEPTABLE(c), ACCEPTABLE(0)
and ACCEPTABLE(0) are true, and there
was a Participant 4 Action 0 query to a
participant instance M4 with input <25,
C> and output < A4,m >, a Participant
A Action 1 query to II4 with input
< By, C,u >, an fi(A4, B, C,m) query that
returned X,. an fi(4,B,Cm) query that
returned %, and an fi(4,B,C7) query
that returned X,, for ke {1,2,3}, add

(sz_lﬁ_le(u,v)'(z"'["]_%(f]""[”]e(x,#)r(z%(”]_%m—%(xn
2
e(X,U)’(Z%I"]'”m'%[”l)e(Y,z))'z' (B [x)-¢[x])

2,2 — 2,2 -
E(Z,[l.) 2rf (¢ [x] %[l])e(X’Y) 2r% (g5 (7]~ [£1)
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E(X’Z)—zrzwz[zr]—«az[z])e(Y’Z)zr’(,,pl [#1-pia)
e(Q, )P0 [£1-6,[m)-r (26, (7103 17 1-9, [# 103 [#1-41 (% 15 (% D
e(Q,v)"’"‘(2‘”[’”’M’“‘%["J>-'Z<2¢n (716, (71~ [£16, [#1-6; (2 10, (%))
e(Q, X ) Cnlmn I 110 (#1-0, [2 sl )

e(Q,Y) " (B [x)-6,[ #1427 (4 (2105718, [ 165 (2])

e(Q, Z)—zrzp.-,, (8,17 1-0, 12D+ 27 G, 119, (7 )14, (210,12 D

€(Q, Q)P FHITIITI IR 1[0 2D

1
3 20, 1810, [7 10 [ 1)~ [£16, [£16, [}~y [%10; (215 []) Y 2,7
e(Q’Q)’ % , (7 )¢y L] 3 ;) ] 2 [ ][ 2r

to the list of possible values of BDH(X, Y,Z).

This simulation is perfectly indistinguish-
able from P, until a triplepw(4) event or
a correctpw event occurs. If a triplepw(A)
event occurs, then with probability 2/9 it
occurs for three passwords 7, 7, and T with

{W Ly [2 D). @, 2Ly, (2D, o[£ Ly (A D} = (A1),

(0,220} | in this case 2 adds the cor-
rect BDH(X,Y,Z) to the list. If a cor-
rectpw event occurs before a triplepw(A4)
event occurs, then the triplepw(4) event
would never have occurred in P, since Fj
would halt. Note that in this case, the
simulation may be distinguishable from
P,, but this does not change the fact that
a triplepw(A) event will occur with prob-
ability at least € in the simulation.
However, we do make the assumption
that 4 still follows the appropriate time
and query bounds (or at least that the
simulation can stop A from exceeding
these bhounds). even if A distinguished
the simulation from £;.

D creates a list of size less than ni’o.

and its advantage is (2/9)e. Let ¢ be the
running time of 2, and note that =0
(t + (nd, + Ny + ez )top) . Then the claim follows

from the fact that Advgey (D)< Advgg (t',n),) .o

Protocol F;. Let 7 be a protocol that is
identical to P, except that if triplepw(B)

occurs, the protocol halts and the adver-
sary fails. We assume that when a query
is made, the test for triplepw(B) occurs

before the test for correctpw.

Claim 4.7 For any adversary .4 running
in time t, there is a t = O(t+(nl+n,+
Nez)typ) such that

Advi*(A) < Advi(A)+9Advig (1 )y

Proof: Let ¢ be the probability that the
triplepw (B) occurs when .4 is running
against protocol 7. Then PY’(SUCCIE? (A))
< Pr(Succs’(A)) + ¢ and thus by Fact 2.1,
AdvE (A) < Advy (A) + 2€.

Now we construct an algorithm 2 that
attempts to solve BDH by running A on a
simulation of the protocol. Given (X, Y, Z).
D simulates P, for A4 with these changes:

1. In an fi:(4,B,Cm) query to partic-

ipant A4, and f;(4,B,C,7) query to
participant C, set

£i(4,B,Cr) = ¢ [x] X+ 91 [7] Q. where
P ) &7,

fo(A,B ) = s [r] X+ [7]@Q . where
wy(r] £ 7,

and (% [r],9[r]) €5 {(0,1),(2,0),(0,2)}.

2. In a Participant B Action 0 query
to a Participant instance H]-B with in-
put < A,m >, where ACCEPTABLE
(m) is ture, set

w—Y+p; pQ

3. Tests for correctpw(from P,) and tri-

plepw (A) (from P;) are not made.

4. When A finishes, for every triple of
queries
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H(< AJB} am;/'L7U:U;)‘A7)‘B;>‘C>) .
H(<A;B: C}mlﬂfv;&;XA;XBJXC>) ,
H(< A)Bi am;M)UJE;XA/'XB}XC>) .

where ACCEPTABLE(0), ACCEPTABLE(o)
and ACCEPTABLE(0) are true, and there
was a Participant B Action 0 query to a
participant instance H? with input < A4,
m > and output u, a Participant B Ac-
tion 1 query to II# with input < Cu >,
an fi(A4,B,C,m) query that returned Ag,
an fi(4,B, C,m) query that returned A,
and an f.(A4,B, C) query that returned
X, for ke {1,2,3}, add

(o_zd; —lo_~—le(m’v)r(zm[ﬂ]—%{ﬁ]—%(ﬂ] e(m,Y)r(Z%[ﬂ]-%[f]—%[ﬂ)

o 4] i
(Y, 0) CAFFaIRIAID o y)72r @rlrl-trla)

= 2 |— - 2 -
e(Z,m) 2r° (0,71 %[ZDE(X,Y) 2r2 (¢5 (1} [7])

—2r2 o 272 —p.
(Y,Z) 2r2 (¢} mz])e( X,Z) r gy (m}-pig)
(2057103 (7103 [71- 17 (26, (7183 [7 -0, [ £ 183 [ £ ]-9, [ 18 [z])
(Q’ )’P,,B L) ) r 2(£] %2

e(Q,u)"’f.a(ZMnJ—o,m_@, [=))-r? (20,(210, (7 1-¢4 (216, [£]-; (%19, (=]
e(Q, Yy " CHTBII AR -4 sl

(0, X)‘2’2Pi.s(¢3ln1—¢;[zt1)+2r’ (@183 (7165171642 ])
E(Q,Z)-zrzp,ﬁ(% ()~ (A ]+27 (@[ 10, 7 )¢ (X}, (2 )

—r2p . o (2 —0, [£ )0 [# ]
e(Q,Q) r2p; 5 (71057 )0y (195 (£ 1-¢; (%103 ])

1
(0, Q)’S‘”’ (216, (7165 (714, (210, (7131 #1-1 (%16, (7193 [7)) )F

to the list of possible values of BDH(X,Y,Z).

This simulation is perfectly indistinguish-
able from £ until a triplepw(A) event,

triplepw(B) or a correctpw event occurs.
If a triplepw(B) event occurs, then with
probability 2/9 it occurs for three pass-
words T, ™, and 7 with {(%[r] %), (% (r],
b3 [m 1), (s [ ], 5 ()]} ={(1,1),(0,2),(2,0)}.
in this case adds the correct BDH(X,Y,Z)

to the list. If a triplepw(A) or a cor-
rectpw event occurs before a triplepw(5)
event occurs, then the triplepw(B) event
would never have occurred in F;, since F;
would halt. Note that in this case, the
simulation may be distinguishable from
PB,, but this does not change the fact that
a triplepw(B) event will occur with prob-
ability at least € in the simulation. How-

ever, we do make the assumption that 4
still
query bounds (or at least that the simu-

follows the appropriate time and

lation can stop A from exceeding these
bounds), even if A distinguished the sim-
ulation from FA.

D creates a list of size less than n?, and
its advantage is (2/9)e. Let ¢ be the running
time of 2 and note that ¢ = O(t+ (nd,+n,,

+ Nez)tep). Then the claim follows from the

fact that Adv6e:(P)< Advgg (t'.m,) | g

Protocol P.. Let P be a protocol that is
identical to P, except that if triplepw(C)
occurs, the protocol halts and the adver-
sary fails. We assume that when a query
is made, the test for triplepw(C) occurs
before the test for correctpw.

Claim 4.8 For any adversary 4 running
in time t. there is a t = O(t+(nd,+n,+
nez)tap) such that

Advie(A) < Advi (A)+9Advge (1.,

Proof: Let € be the probability that the

triplepw (C) occurs when .4 is running
against protocol P. Then Pr(Succ‘},’;e(A))

SPr(Succ‘}ge(A)) + € and thus by Fact 2.1,
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Adv¥e(A) < Advd* (A) + 2.

Now we construct an algorithm 2 that
attempts to solve BDH by running Aon a
simulation of the protocol. Given (X, Y, Z).

D simulates P for .4 with these changes:

1. In an fi{(A,B C7) query to partic-
ipant A4, and f,(4,B8,Cnr) query to
participant B, set
Fi{4,B,Cn) = [n] X+, [x]Q . where
"»51 [71'] fi Z,
Fo(4,B Cm) =[] X+ 44 [7]Q, where
UALIEAY S
and (17/)1 [’"];wZ [ﬂ]) Cr {(0:1);(2;0);(072)} .

2. In a Participant C Action 0 query
to a Participant instance 1§ with in-
put < A,m,Bu >, where ACCEPTABLE
(m) and ACCEPTABLE(y) is true, set
'U<—Z+ pl,cQ

3. Tests for correctpw(from Z). tri-
plepw(4) (from 7). and triplepw(5)
(from £;) are not made.

4. When A4 finishes, for every triple of
queries
H(<A/'B; am; ;U'; v, 0, AAJ AB) AC’>)x

H(< A,B,C}m,,u,v,&,XA,XB,XC>) .

H(< A, B, C}m,p,v,c:,XA,XB,XC >},
where ACCEPTABLE(s)., ACCEPTABLE ()
and ACCEPTABLE(0) are true, and there
was a Participant C Action 0 query to a
participant instance 1§ with input < A4,
m,B,u > and output v, an fi(4, B, Cw)
query that returned X, an fi(A4,B,C7)
query that returned %,. and an fx(4,B,C,
7 ) query that returned X,. for k € {1,2,3},
add

(0- 26716 g (m, )T OB gy 7y QIR0 17 10D
e(z’#)r(m [x1-¢ [:i]—ma])e(X,#)-zﬁ (9:[x1-6,[x])

e(Y,m) 2" GUESIED oy 7327 @ulm)-6,14)

e(Y,Z) ¥ e [I])E(X’Y)z'z(’%[ﬂ'l’l,c)
e(Q,m)rm,c(2¢1[z1—¢1[ﬁ1~¢2[x]-ﬁ(z¢z[7,1%[,,1_%[,;1%[,?1_%[”1%[”1)
e(Q, )P CHEIBIAALED - QA TS 510810, (811 (765 2)
o(Q,Z) " CHlEIl A0 R 10 71 =)

e(Q, X)—Zrzp,‘c (6, (71-0,[£)+27° (4, (718 [x1-0, (16, £])

e(0, Y)”ZVZPLC G (7 - [T D+ 203 (B (105 [~ [ gs [z ])

e(Q, Q)'TZPI,C Qa4 (x1g, [71-¢, (£16, (7 1-6, (718, (2]}
i
S ed o[£ 18, (216021, (210, (m g 2] Y 2,7
e(Q,Q)" AT ITIE- S IR (R0 (Rl 10 () )2r

to the list of possible values of BDH(X, Y, Z).

This simulation is perfectly indistinguish-
able from P; until a triplepw(A) event, a
triplepw(B) event, a triplepw(C) event
or a correctpw event occurs. If a tri-
plepw(C) event occurs, then with proba-
bility 2/9 it occurs for three passwords
m, 7, and 7 with {@W)Ly D@ luk),
@ lr ][} ={(1,1),(0,2),(2,0)}, in this case
D adds the correct BDH(X,Y,Z) to the list.
If a triplepw(A) event, a triplepw(5) event,
or a correctpw event occurs hefore a tri-
plepw(C') event occurs, then the triplepw
(C) event would never have occurred in
P, since F would halt. Note that in this
case, the simulation may be distinguish-
able from F;, but this does not change the
fact that a triplepw(C) event will occur
with probability at least € in the simul-
ation. However, we do make the assump-
tion that .4 still follows the appropriate
time and query bounds (or at least that
the simulation can stop A4 from exceeding
these bounds), even if 4 distinguished the
simulation from F;.

Dcreates a list of size less than nfo, and
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its advantage is (2/9)e. Let t’ be the run-
ning time of 2, and note that t = O(t+
(3, +ng+ng)t,). Then the claim follows

BDH BDH .+ 3
from the fact that A%V6e2(P)S Advge, (tom,) o

Protocol F;. Let F be a protocol that is
identical to P except that there is a new
internal oracle (i.e., not available to the
adversary) that handles passwords, called
a password oracle. This oracle generates
all passwords during initialization. Then
it accepts queries of the form testpw(m)
and returns TRUE if w is correct, and
FALSE otherwise. The protocol is changed
only in the method for determining cor-
rectpw. Specifically, to test if correctpw
occurs, whenever a testpw(A4,i,B,Cr). a
testpw(B 4,4, Cn) or a testpw(Cl, 4, B,m)
event occurs, a testpw(w) query is made
to password oracle to see if 7 is correct.

Claim 4.9 For any adversary A,
Advi(A) = Advp“(A)

Proof : By inspection, P, and F; are per-

fectly indistinguishable. The probability of
the adversary .4 succeeding in B is

bounded by
Pr( S ucc;f" (.A)) < Pr(correctpw) +

Pr(Succf,:"’ (A) | ~correctpw) Pr(=correctpw)

First, since there are at most 2n, quer-

ies to the password oracle, and passwords
are chosen uniformly from dictionary of
size N PT(COTTGCtp’U)) < (2nse)/N~

Now we compute Pr(Succit®(A4)|~correctpw).
If correctpw does not occur, then A suc-
ceeds by making a Test query to a fresh
instance IT” and guessing the bit used in

that Test query. We will show that the
view of the adversary is independent of
ski;. and thus the probability of success is
exactly 1/2.

First we examine Reveal queries. Recall
that since 1Y is fresh, there could be no

Reveal (U,i) query, and if HjU is part-

nered with ¥, no Reveal (U,j) query.
Second note that since sid includes m and
¢ and v values, if more than three partic-
ipant instances accept with the same sid,
A fails (see B). Thus the output of Re-
veal queries is independent of sk,

Second we examine H( - ) queries. As

noted in the discussion following the de-
scription of A, an H{-) query returns

random values independent of anything
that previously occurred. Thus any H{(:)

queries that occurs after sk, is set are in-
dependent of sk,. But consider the follow-
ing cases. (1) if U is the third partic-
ipant, sk, is chosen independently of any-
thing that previously occurred (see B5).
(2) if U is the first or second participant,
and is unpaired, ski; is chosen indepen-
dently of anything that previously oc-
curred (see the discussion after PB,). (3) if
U is the first or second participant and is
paired, then ski<skl sk, where II' and
HIU” are the partners of II¥ and U” is the

third participant and sk%~ is chosen in-
dependently of anything that previously
occurred (see B,). This implies that the
view of the adversary is independent of
ski;, and thus the probability of success is
exactly 1/2.

Since Pr(~correctpw) =1— Pr(correctpw),
we have that
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Pr(Succ;” (A)) < Pr(correctpw)

+ Pr(Succ,';:’ (A) | "correctpw) (1 - Pr(correctpw))
1

< Pr(correctpw) + E (1= Pr(correctpw))

Pr(correctpw) < n

b 7 < 4 o

1 1
2 2 2 N

Therefore Adv® < (2n,,)/N. The theorem
follows from this and Claims 4.2 to 4.9. C©

V. Complexity comparison

In this section we compare our proposed
protocol with Bresson et al.’s protocol™”
(we call BCP), N. Asokan et al.’s protocol
2% (we call AG) and J. Y. Hwang et al.'s
protocol®™ (we call HCLB). Because these
protocols are password-based group key
agreement protocol, we fixed the group
size of the protocol to 3 for the purpose of
protocol comparison. The numbers in Table
2 shows the total cost of computation and
communication required to execute the
protocols once. However, the three (sym-
metric) encryptions/decryptions using the
password as the key in BCP, the three
(symmetric) encryptions and six decryp-
tions in HCLB, and two (symmetric) en-
cryptions/decryptions in AG are not shown.
Paring computations are the most expen-
sive among the four kinds computation,
and normally scalar points multiplication
on an elliptic curve is faster than expo-
nentiation and finding a square root.
Barreto et al.'? indicated that a 512 bit
pairing takes about 2.5 times as long as a
1024 bit exponentiation with a 1007 bit
exponent(20ms for pairing compared to 7.9
ms for a RAS signature). Considering this
assumption, the sum of pairings and ex-
ponentiations of our proposed protocol is
about equal to the number of exponen-

Table 2. The Complexity of Protocols

Protocols Proposed | BCP AG | HCLB
Pairings 3 - - -
Scalar
Multiplica- 3 - - -
Com- tions
putation -
Ponen- 3 12 9 9
tiations
SQRT* 18 - - -
Roun
Comm- Passe(l/ i3 33 4J6 2/6
unica- v
tion CSSage
Length** 3ipl gl 6lgl 6lgl
Precomputation Y N N |Partially

*  Assume one application of fi(4,B Cn) loops twice in
the Appendix A algorithm.

** |p| is the bit size of the finite field over which the elliptic
curve is defined and |g| is the bit size of the finite field
over which the DLP is defined. When the base field is
GF(2), normally [p|~= 250, and [g| ~ 1024.

tiations of BCP. But AG and HCLB are
more efficient in communications than the
others. Our protocol requires extra compu-
tations, i.e., 3 scalar multiplications and
18 square root computations. Before the
message transmission, each participant
computes 1 scalar multiplication to gen-
erate a random elliptic curve point and
performs 6 operations of finding square
root to compute a message blinding data
Ag Ag,and Ao, However, Ay, Ag and Ay can
be pre-computed by each participant.
Thus m, y,and v can be pre-computed by
participant A, participant B and partic-
ipant C respectively. In terms of message

length and the number of round and pass,
our protocol is better than the others.

V. Conclusion

In this paper we proposed a provably
secure one round password-based tripar-
tite key agreement protocol, which builds
on Joux's protocol and adapts the PAK-EC
scheme for password-based authentication.
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We proved the security of the proposed
protocol using the random oracle model.

Our

proposed protocol is better than ex-

isting protocols by BCP, AG, and HCLB
in terms of message length and the num-
ber of round and pass. Although our pro-

tocol requires extra computation compared
to the others, the extra part can be pre-
computed.
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A. Computation of f,(4,B,C.7)

The following description of f;(4,B,Cx) is

from MacKenzie,

@2 who adapted it from

IEEE standards 1363(13, Appendix A.2.5].

1.
2.

Setj = 1.

Compute w =H (A,B,Cx,j)
[w AND (2'**—2)]/2 mod p
(i.e., remove the least significant bit
from w to make w: the least order bit

and w=

will be used later).

cseta=w'+ aw+bmodp.

4. if a =0 then f,(4,B,C,x) =(w,0)

. if no square root exist,

. find the "minimum” square root of a

modp (for instance, using the method
in (13){Appendix A.2.5)) and if it exist,
call it B

set j:=7+1
and go to step 2.

. Let y=w AND1. and let f,(A4,B Cm)

= (w,(~=1)8)modp.
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