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Responsibility and Credit: New Members of the Authentication Family?”
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ABSTRACT

There are several goals or properties which authentication protocols may have; some of them are key freshness, far-end
aliveness, key confirmation, etc. Most of them have extensively been discussed and studied so far in the literature.

"Responsibility” and “credit”, which were first raised by Abadi as additional goals

21 received quite an exceptional treatment;

there were little response from researchers about these new goals. It is surprising to see that these two properties have
slipped through any investigation, successfully achieving the positions as the goals for authentication protocols. In this paper,

we investigate these two new properties and their relations to authentication protocols, and answers to the question: what

brings us credit and responsibility.

Keywords : credit, responsibility, authentication protocols, key

I . Introduction

When it comes to the design and analy-
sis of an authentication and key estab-
lishment protocol, the goals of the proto-
col is of paramount importance. Whether
a claimed attack is possible or not is to
be determined by whether the attack
leads to a violation of the intended goals
or not. While there is no perfectly agreed
set of goals, most authors seems to agree
that a few goals of the authentication
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protocols are essential, which are message
freshness, far-end (or peer entity) alive-
ness, and key confirmation/authentication
in the case that the authentication proto-
col is intended for key establishment as
well.[“] Message freshness assures that
authentication protocol messages are not
replayed by attackers. Far-end aliveness
means that a successful authentication
protocol should convince the authenticat-
ing entity that the authenticated entity is
out there right now for the current se-
ssion. Key confirmation assures an entity
that his peer entity is actually in pos-
session of, or actually can calculate, the
session key. Key authentication is the
property whereby one party is assured
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that no other party aside from a specifi-
cally identified (authenticated) second par-
ty may gain access to a particular secret
key. Although there may be disagreement
among authors on what these goals mean,
they have been investigated and discussed
in the literature.w

Abadi, who is well known for the BAN

@) introduced two new notions, “res-

logic,
ponsibility” and “credit”, which he calls
"two facets of authentication”.!” Lecturers
seem to introduce responsibility and credit
as some basic properties of authentication
protocols. An attack against a version of
the EKE protocol in terms of credit was
discussed in [5]). Formal analysis was ap-
plied to authentication protocols with re-
gard to responsibility and credit.®’ In the
main, however, these two newbies seem to
have been accepted by researchers with
little investigation about their very nature
itself.

This paper describes what responsibility
and credit mean. reviewing some example
protocols as appeared in Abadi’s original
paper. We then discusses what brings us
responsibility and credit, and investigate
about the relation between identity and
key, which seems to be a most interesting
issue related to responsibility and credit.

. Responsibility and Credit

Abadi noted that some protocols are ad-
equate for assigning responsibility but not
for giving credit, and vice versa. The fol-
lowing is from his own description about
responsibility and credit.”

An ’authenticated” message M from a
principal A to a principal B may be used
in at least two distinct ways:

00 B may believe that the message M is
being supported by A’s authority. For

example, suppose that B is a file serv-
er, A a client, and M a request to de-
lete a file £ Then B may use A’s iden-
tity as an argument to the access con-
trol decision of whether to delete f.

O B may attribute credit for the message
M to A. For example, suppose that B is
running a contest, offering a prize to
the principal that mails the factors for
a large number. When B receives the
message M as an entry, B may give
credit for the entry to A.

In this section, we describe responsi-
bility and credit in detail using two exam-
ple protocols, which are exactly the same
protocols as those appeared in Abadi’s
paper.'” In fact, Abadi used four example
protocols, but we do not need all of them
to understand responsibility and credit.

2.1 Responsibility

While the concept. “credit for a message
M’ is quite distinct from any other prop-
erties of authentication protocols, its dual
concept (as Abadi claimed) “responsibility
for a message M’is a bit confusing due to
its apparent similarity to "non-repudiation”.
Let's have a look at a protocol which ap-
peared in Abadi’s paper.

Protocol 1. Encrypting a session key

1. A>B: {AK],,
2.Ac B: (M),

Here, a principal A sends another prin-
cipal B a session key K encrypted under
B's public key Kg (message 1). Messages 2
is simply for illustration of the use of the
session key K. Whenever A receives a
message M encrypted under K as in mes-
sage 2, A knows that it should be B that
generated the message, or some principal
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to which B gave K. So A can hold B re-
sponsible for M, because message 2 is
clearly an indication of the possession of
the secret session key K, which can be
obtained only by B using B's secret pri-
vate key. Here we can see that message 2
does not provide non-repudiation property.
Therefore, Abadi's new notion “responsibi-
lity” is weaker than non-repudiation. In
other words, when responsibility property
is satisfied, then A knows it was B that
sent the message M, but he cannot prove
to a third party that it was B.

In the next example protocol, the bor-
derline between non-repudiation and re-
sponsibility is rather blurred.

Protocol 2. Signing a public key

1. A»B: AB,({K,A BT},
A
2.A- B: A.B,{{M}K,1 Ik,

In the first message of Protocol 2, a
principal A sends a short-term “public
key” K to another principal B. The key,
together with both principals identity (A4
and B) and a timestamp T, is signed with
As long-term private key Ka' before
transmission. The second message of the
protocol shows an example of the use of K
its corresponding private short-term key
K' is used for signing a message M.
Signed with A's long-term private key,
message 1 can be interpreted as A's prom-
ise that he will be responsible for any
message signed with the new short-term
key K. This interpretation seems reason-
able even when.we consider the case that
A is in fact not in possession of the corre-
sponding short-term secret K7 if A claim-
ed a key then he must be in charge of the
use of the key. Moreover, in Protocol 2
unlike Protocol 1, the short-term key is
asymmetric key, and the message signed
with its secret pair as in message 2 might

be considered as a proof message to a
third party.

In fact, by not requiring key confir-
mation (of K as in Protocol 2) as a neces-
sary condition for ’“responsibility” prop-
erty, Abadi provides a room for flexible
application of the property: delegation of
authority to another principal, say C. The
key K may even be (s long-term public
key: in such a case, the secret pair K &
should never be disclosed to A. Through
the protocol 2 with (s long-term public
key as the value of K, A can entirely del-
egate his authority to C for a period of
time. To make things fair, it should be
said that this kind of quite dangerous
delegation is never mentioned in Abadi's
paper, where delegation is achieved only
by A's delivering the short-term private
key K 7 to C. This kind of delegation can
be done with Protocol 1 as well: A simply
delivers the symmetric session key K to C.

Although in his paper Abadi discusses
about responsibility through more example
protocols than the two protocols as de-
scribed in this section, we believe that
there is no missed point about respon-
sibility.

2.2 Credit

Compared to its dual concept responsi-
bility, credit is quite an unfamiliar no-
tion, but its distinction from existing no-
tions makes it easier to identify. The ba-
sic idea of credit as put forth by Abadi is
that if a principal (not necessarily au-
thenticated) X is the owner of a secret in-
formation M, the corresponding credit for
M should go to the claimed identity, say
A, by X In other words, if it 1s un-
doubtedly obvious that the owner X of a
secret message M claimed an identity A,
then the credit for M goes naturally to A
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(regardless of the authenticity of the
claimed identity). Let's have a look again
at Protocol 1, which is used in a different
way than as in the previous section for
responsibility. In the previous use of
Protocol 1, the encrypted message M was
delivered from B to A in the following ex-
ample, however, a message M is sent from
A to B.

Protocol 1. Encrypting a session key (with a different
use)

1. A-B: {A K},
2.A- B: (M},

Here again, the second message is
shown for the use of the session key K.
The meaning of message 1 is that a prin-
cipal X who delivers a secret key K to B
claimed an identity A. Note that A cannot
choose K which has the same value as a
key K which has already registered with
B by another principal, say C. For it
means that A succeeded in attacking the
encryption used in message 1 of Protocol
1. Also note that there is no verification
(i.e. authentication) of the claimed iden-
tity A. Nevertheless, B can be assured
that, upon receipt of a secret message M
encrypted under K, its origin should be
the owner of K, who is the originator of
message 1. Now to whom should B give
the credit for M? It should naturally be A
because the owner of the secret message
(hence the owner of K) claimed the iden-
tity A. The situation here is very similar
to a real-life situation for banking. Some-
one X (not necessarily authenticated or
even identified) may put money into a
bank account of his own or someone else.
(Of course, this kind of anonymous bank-
ing may not be allowed in some coun-
tries.)

As described in the previous section,

Protocol 1 is also appropriate for holding
B responsible for an encrypted message
sent to A. What about Protocol 2, which
was already shown adequate for responsi-
bility purpose? We repeat the protocol
below.

Protocol 2. Signing a public key

1. A>B: AB,(K,ABT,.
2.A- B: AB,{{M} .},

As stated before, the key K in this pro-
tocol is a short-term public key of a prin-
cipal whose claimed identity is A. The
first protocol message proves the recipient
B that a principal who claims the identity
A is actually A and he also claims that K
is his own short-term public key. Is this
proof enough for giving credit for a secret
message M contained in message 27 Un-
fortunately, it is not because the following
attack is possible as Abadi described.

An Attack against Protocol 2

. C->B: C,B,{K,C,B,T}KEl

(intercepted by A)

A- B: A,B,{K,A,B,T},d

2. C- B: C,BiM},_},
(intercepted by A)

2. A-> B: AB/{M} ),

—

In this attack, a principal A intercepts
the first protocol message from another
principal C to B, modifies it into message 1
and sends the result to B. Now the
short-term public key K is registered with
B as the key of the attacker A. When B re-
ceives a secret message M signed under the
short-term private key K ', the credit for
M is mistakenly given to the attacker A.

Abadi describes two ways to fix the pro-
tocol for credit purpose, both of which
adds key confirmation to the original
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protocol. We repeat them below with add-
ed fields enclosed in boxes.

Two ways to fix Protocol 2

1. A5B: AB.IK,ABT)
2.A- B: AB{M} .}

or
1. A»>B: AB,(K,AB T},

2.A- B: AB{[ALM}_.},

{A},

Ki'? K

With key confirmation required to com-
plete the fixed protocols, if A is an at-
tacker to try to steal any other principal's
short-term public key, A must sign his
own name with K™, which is impossible
because A is not the owner of K .

l. What Brings Us Responsibility and
Credit?

Abadi noted that responsibility some-
times comes with signatures, while credit
sometimes comes with encryptions. He not-
ed also that a principal may take responsi-
bility for the statements of another princi-
pal, or may defer credit for his own state-
ments to another principal. Through these
observations, he noted some duality be-
tween responsibility and credit. He states:

... A crisper understanding of this dual-
ity might lead to more regular protocol
designs and to more systematic argu-
ments about their correctness.

Abadi, however, fails to lead us further
beyond his description of two notions us-
ing example protocols. His investigation
about credit and responsibility is un-
fortunately confined to specific example
protocols: he failed to take his inves-
tigation up to the exposition of the con-
cepts of two notions themselves. We be-
lieve, however, that Abadi's insight about

responsibility and credit suggests a differ-
ent angle to the relation between identity
and key, which will be made clear in the
next section. A formalization tried for
credit and establishment, however seems
to look the other way from the angle.””’

As noted before, its apparent similarity
to non-repudiation may be an obstacle to
a crisper understanding of responsibility.
Non-repudiation of a message M sent from
A to B proves any third party that M
could be generated only by A. Responsi-
bility does not provide such a confidence
to any entity except for the recipient B.

Responsibility. Responsibility of a princi-
pal A to a principal B for a message M is
Jjustified if and only if B can be assured
that A other than any principal said M.

Hence non-repudiation is obviously a
sufficient condition for responsibility. It
should be noted that responsibility does
not necessarily requires a message M be a
secret message M may or may not be a
secret message. A public message M sign-
ed by a principal A with his long-term
private key provides non-repudiation and
hence responsibility as well. A public
message encrypted by a shared key Kas
between A and B also provides respon-
sibility. If a message M is sent from A to
B as a plaintext message, however, re-
sponsibility is supported only when it was
a secret message to any principals but A
and B up until it is said by A. Hence, re-
sponsibility captures the notion of mes-
sage origin, not the notion of message
secrecy. Consequently, the truth or false-
hood of a message itself does not affect
responsibility.

In fact, there seems to be not so much
interesting point in responsibility itself. It
becomes interesting when it is put togeth-
er with credit, and more interesting when
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these two properties are viewed with re-
gard to identity and key, as described in
the next section.

Credit is quite interesting because, un-
like responsibility, credit for a message is
not related to authentication of its origin.
Credit may be confused with authority
notion. Authority, however, should rather
be related to responsibility as Abadi des-
cribed. If somebody knows the answer to a
contest quiz, he should be given due credit
(such as a prize) regardless of which iden-
tity he claimed. Therefore, credit for a
message M inevitably requires M to be a
secret message. Furthermore, the credit
giver, say B should be certain that M is
not a fake information. That's enough for
credit; B does not have to (and preferably
in some cases should not) be concerned
about whether the applicant (i.e., the credit
receiver) is really A or not. Hence we note
that credit can be obtained without au-
thentication, and therefore anonymity and
credit can be obtained together. This val-
uable point has been largely overlooked or
even strongly objected.w] The following de-
scription captures all these observations.

Credit0. Credit for a secret message M to
a credit applicant X is justified if and on-
ly if M is not a fake Information.

Note here that there is no stipulation of
any identity of the applicant. This may
sound a bit surprising when we recall the
attack against Protocol 2, which was fixed
by including the identity of the applicant
signed under a short-term private key. If
an applicant X presented M in person
with a proof that he did not steal M from
any other person, then there is never a
need to identify who he is. If the message
M, however, is delivered over a communi-
cation channel, then there should be a

container, which the credit is to be put
in. That is the only raison d'ére of the
identity data in a protocol for credit es-
tablishment protocol.

Authenticity of the credit giver, unlike
that of the applicant, is essential to guar-
antee that the secret message M is not a
fake one. For, with this not guaranteed,
the applicant could have achieved M from a
victim applicant by impersonating the cred-
it giver to the victim. Confidential channel
for a transmission of M is basically re-
quired to stop any interception. Therefore,
we have the following conclusion.

Creditl. A security protocol establishes

due credit of an applicant X for a secret

message M if and only if

(i) the protocol provides a secure and
authentic channel for M to the credit
giver B, and

(ii) the protocol guarantees that the ap-
plicant claimed an identity, say A
(regardless of its authenticity).

The most critical requirement for credit
is the guarantee that an applicant is tru-
ly in possession of the relevant secret
information. Provided that the applicant
can prove his knowledge of the secret in-
formation without disclosing it, then the
necessary and sufficient condition for cre-
dit come down to a much simpler version
as follows,

Credit2. Suppose a credit establishment
protocol does not reveal a secret message
M. Then, the protocol establishes due cre-
dit of an applicant X for M if and only if
the protocol proves that X is in possession
of M, and X claimed an identity.

Note that the protocol satisfying the
above condition is nowhere related to au-
thentication of both the applicant and the
credit giver. In other words, contrary to
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Abadi's conjecture, credit is not an aspect
of authentication. Recall that authentica-
tion of the credit giver is required only
for the guarantee that the relevant secret
message is not a fake one. Thus, with no
need to disclose the secret message to
prove possession, there is no need of au-
thentication of either principals. Let's have
a look at the following protocol.

Protocol 3. An “authentication free" credit only protocol

1. A»B: Ah(AM)

Here the applicant A hashes his own
identity together with a secret message,
e.g., an answer to a contest quiz issued by
B, and sends the result to B. Assuming
that B also knows the answer, B can check
the hash value and verifies whether the
originating principal knows the answer and
the he has claimed the same identity as
appeared in the plaintext field. The credit
now goes to the principal A offline. If on-
line delivery is preferred, the following
modification may be added to Protocol 3.

A modification of Protocol 3

1. A»B: AK,{A],.
2.A- B: Ah(AK,M)
3. A« B: {credit},

Here K is A's uncertified public key.
Now, B is able to deliver a credit (for ex-
ample, an e-book file) to A online as
shown in message 3. Of course, without
the assumption of Bs a priori knowledge
of the secret message M, Protocol 3 can-
not be used for credit. In that case, we
may consider the following protocol.

Protocol 4. "Authentication free" credit establishment
protacol

1. A-B: AK,{A}l

2. A-B: A{{M}

Here again, message 2 appears as an
example of the use of the K. Message 1
carries a proof that some principal X in
possession of a secret information (i.e.,
K™ corresponding to K is claiming the
identity A. Therefore, by Credit2, any
credit for the secret information K™ cor-
rectly goes to the claimed identity A.
Message 1, as the only protocol message
is not related to any authentication of the
participating principals. Hence the proto-
col may be considered as “authentication
free”. However, if we consider message 2
as a part of the protocol, then it cannot
be said to be authentication free. For the
message reveals the included message on-
ly when a recipient party is really the au-
thentic principal B. In this regard, Proto-
col 4 might be more closely related not to
Credit2 but to Creditl.

N. ldentity and Key

In the last section, we investigated re-
sponsibility and credit with respect to a
principal and his message M. When we
regard a short-term public key K or short-
term private key K~ as the message M,
we can see an interesting duality between
responsibility and credit, and their rela-
tion to entity authentication. To make
their relation more noticeable, we concen-
trate only on “asymmetric” keys and also
will use the following notation.

(X, K A principal X (not authenticated
yet) has claimed K as his own
public key.

(A, K): An authenticated principal A has
claimed K as his own public key.

(X, K’V A principal X (not authenticated
yet) has claimed K as his own
public key, and actually in pos-
session of K™

(A, K™'): An authenticated principal A has
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claimed K as his own public key,
and actually in possession of K1

We shall use this notation to capture
the current status of an entity, say B's
validated belief or information about his
peer entity A and his asymmetric key.

Cryptographic entity authentication should
be based on the assumption that an en-
tity A is truly the owner of his asym-
metric key pair Ks and Ks'. Upon this
assumption, the statement “someone X is
truly A" can be legitimately translated to
a cryptographic statement "X has Ki' "
Authentication protocols are simply a pro-
cedure to validate the cryptographic state-
ment. Therefore, when B runs a protocol
to authenticate A, it is crucial that (enti-
ty. key)-status in B with regard to A
should finally arrive at the belief (A, Ka')
after the protocol run.

Responsibility and credit can also be
analyzed along a similar line of reasoning
if we limit ourselves to a consideration of
only the keys K and K™ instead of the
public or secret message M as appeared in
the previous sections. The responsibility
and credit as described Section 3 can be
described using the notation introduced
above, as follows.

Responsibility. Responsibility of a princi-
pal A to a principal B for a short-term
public key K is justified if and only if B
can be assured of (A K).

Credit2. A protocol establishes due credit
of an applicant X for a short-term public
key K if and only if B can validate the
belief (X. K™) and X claimed an identity.

Now, it becomes clear that responsi-
bility and credit have a duality in the
sense that responsibility requires the vali-
dation of the claimed identity, whereas
credit requires the validation of the claim-

ed public key K.

Consequently, if a protocol satisfies
both responsibility and credit, it means
that both the claimed identity and the
public key K are correctly validated. In
other words, the wvalidated belief of B
should be (A, K™). This, in turn. means
that a principal A has been correctly au-
thenticated (that is, his peer B validated
the belief (A, Ki')), and also that A is
the true owner of the short-term private
key K which he claimed using the rela-
tive public key K. Hence, we have the fol-
lowing conclusion.

Responsibility and Credit. Successful au-
thentication of a principal A and the key
confirmation for a short-term private key
K of A is assured if and only if both re-
sponsibility and credit of A are correctly
established for the use of K™ at the same
time(namely, the belief (A, K™) are cor-
rectly validated).

Now we may interpret the essential
premise (A,K4') for entity authentication
to be a state where both responsibility
and credit of the entity A for his long-
term public key Ka are validated. In this
respect, responsibility and credit can be
said to be a dual facets of authentication.
When it comes to a short-term public key
K, however, credit establishment bears no
relation to the authentication of the en-
tity who claimed K. As described in the
previous section, credit may not require
authentication of the credit giver either if
some assumption is justified.

V. Conclusion

We reviewed Abadi’s novel notions, re-
sponsibility and credit, trying to capture
an interesting features of them. Responsi-
bility and credit of a principal A should
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inevitably be related to a certain message
or information M. The information M may
or may not be a secret message for re-
sponsibility, whereas it should be a secret
message for credit. Responsibility of a
principal A for a message M inevitably re-
quires authentication of A, and giving
credit for M to a principal X is justified
only when X proves his possession of M.
If we consider a short-term private key
K™ as a special case of M, then credit is
related to a sort of “authentication-free”
key confirmation: that is, a confirmation
that a principal X, whose identity is not
authenticated, is in possession of K. In
fact, this kind of key confirmation is not
sufficient for the establishment of credit:
a stronger confidence is required, which
may be called a sort of “entity authentica-
tion-free” or "pure’ key authentication.'™
For an unauthenticated principal X may
claim a short-term public key Kas his own
key, which actually belongs to another
unauthenticated principal Y. Entity au-
thentication-free key authentication ad-
dresses exactly this concern. If we accept
this terminology. then we may describe
that responsibility and credit are justified
by entity authentication and (pure) key
authentication, respectively. As for credit
establishment with responsibility not re-
quired, the required security protocol may
be dramatically simplified as is the case
with Protocol 3, its modified version, and
Protocol 4.

Responsibility and especially credit
come in several flavours, as we explored
in previous sections, depending on what
kind of information we regard as M. It
may be a correct answer in a competition,
a short-term private key, or even a long-
term private key. As to the long-term
asymmetric key, responsibility and credit
turn out to be an exact dual notions of

entity authentication. For the case of a
short-term asymmetric key, responsibility
and credit still shows a duality between
them, but credit bears no relation to en-
tity authentication of the principal who
claimed the short-term key. When it
comes to a secret message other than a
key, then duality seems to be hardly jus-
tified; and under some environment, cred-
it does not require entity authentication
of neither principals of the applicant and
the credit giver.

Credit looks more productive because it
insinuates a possibility of entirely anony-
mous world for its being relatively free
from entity authentication as discussed in
the description of Protocol 3 in Section 3.
Of course. several points remain to be
settled; for example, how to do with re-
sponsibility for such an anonymous world.
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