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ABSTRACT

In these days, there are various uses of Linux such as small embedded systems, routers, and huge servers, because Linux
gives several advantages to system developers by allowing to use the open source code of the Linux kernel. On the other
hand, the open source nature of the Linux kemel gives a bad influence on system security. If someone wants to exploit
Linux-based systems, the attacker can easily do it by finding vulnerabilities of their Linux kernel sources. There are many
kinds of existing methods for finding source-level vulnerabilities of softwares, but they are not suitable for finding
source-level vulnerabilities of the Linux kernel which has an enormous amount of source code. In this paper, we propose the
Onion mechanism as a methodology of finding source-level vulnerabilities of Linux kernel variables. The Onion mechanism
is made up of two steps. The first step is to select variables that may be vulnerable by using pattern matching mechanism
and the second step is to inspect vulnerability of each selected variable by constructing and analyzing the system call trees.
We also evaluate our proposed methodology by applying it to two well-known source-level vulnerabilities.

Keywords : Linux Kernel, Vulnerability, Source-Level Discovery Methodology
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