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ABSTRACT

Recently, the malicious e-mail worm-viruses have been widely spreaded over the Internet. If the recipient opens the e-mail
attachment or an e-mail itself that contains the worm-virus, the worm-virus can be activated and then cause a tremendous
damage to the system by propagating itself to everyone on the mailing list in the user’s e-mail package. In this paper, we have
designed and implemented two methods blocking e-mail worm-viruses. In the first method, each e-mail is transmitted only by
sender activity such as the click of <send> button on a mail client application. In the second one, we insert the two modules
into the sender side, where the one module transforms a recipient’s address depending on a predefined rule only in time of
pushing <send> button and the other converts the address reversely with the former module whenever an e-mail is sent. The
latter method also supports a polymorphism model in order to cope with the new types of e-mail worm-viras attacks. The two
methods are designed not to work for the e-mail viruses. There is no additional function on the receiver’s side of the e-mail
system. Experimental results show that the proposed methods can screen the e-mail worm-viruses efficiently with a low overhead.

Keywords : e-mY ¥-vfo]e]e-mail worm-virus), A3} H(user activity), Tt} (polymorphism), ¥ E-HE(ransformation
module), -2 & E(restoration module)
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