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ABSTRACT

As the usage of XML documents increases the requirement of security for XML documents js growing. Especially it is
very important to solve the problem of access control to XML object which shares in the environment where various users
connect to each others. In this paper, we propose the access control model and mechanism which is combined with role
hierarchy in the RBAC and hierarchical key derivation/assign method for the access to XML object. So we implement the
access control mechanism by including hierarchical key derivation method. The technique, we proposed, gives not only the
benefit in management which RBAC provides in access control to XML objects, but also it can help derive a lower layer

key from the higher layer user’s. This feature decrease the number of keys managed in each role hierarchy in comparison
with previous methods.
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<PaNa="Alice">

<Personal>
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<Year>1980</Year>
<Month>12</Month>
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</Personal>

<Medical>
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<Prescription> Chemo medicine </Prescription>
<Bill> 500,000 </Bill>
</Medical>
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</Patient>
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</Personal> 3.3 214t (Operation)
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<AccountableTo/> Z\j%xﬂoi E’_‘%_lfﬂl/ﬂ oxi/“‘%‘ :‘83& Oz‘ 3"]'73’% %5}
</stagernto> of AT s Ad el FaAks @ B3
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