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ABSTRACT

This attack requires an oracle which on receipt of a ciphertext, decrypts it and replies to the sender whether the padding
is VALID or INVALID. In this paper we extend these attacks to other kinds of modes of operation for block ciphers.
Specifically, we apply the padding oracle attacks to multiple modes of operation with various padding schemes. As a results
of this paper, 12 out of total 36 double modes and 22 out of total 216 triple modes are vulnerable to the padding oracle
attacks. It means that the 12 double modes and the 22 wiple modes exposed to these types of attacks do not offer the
better security than single modes.

Keywords : Block Ciphers, Modes of Operations, Padding Oracle Attacks
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