A Study of Memory Information Collection and Analysis in a view of
Digital Forensic in Window System
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ABSTRACT

In this paper, we examine general digital evidence collection process which is according to RFC3227 documentf1], and
establish specific steps for memory information collection. Besides, we include memory dump process to existing digital
evidence collection process, and examine privacy information through dumping real user’s memory and collecting pagefile
which is part of virtual memory system. Especially, we discovered sensitive data which is like password and userID that
exist in the half of pagefiles. Moreover, we suggest each analysis technique and computer forensic process for memory
information and virtual memory.
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