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ABSTRACT

In this paper, we propose a new access control security architecture for supporting flexibility in Secure Operating
Systems. By adding virtual access control system layer to the proposed security architecture, various access control models
such as MAC, DAC, and RBAC can be applied to Secure Operating Systems easily. The proposed security architecture is
designed to overcome the problem of Linux system’s base access control system. A policy manager can compose various
security models flexibly and apply them to Operating Systems dynamically. Also, the proposed architecture is composed of 3
modules such as access control enforcement, access control decision, and security control. And access control models are
abstracted to hierarchy structure by virtual access control system. And, we present the notation of policy conflict and its
resolution method by applying various access control model.
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a3 10 7 A2EA Aade] FAX8T
29l vacs_policy_ops$} vacs_policy_t& ebd
Aot 8z ¥ 11& W AIFARARE
access decision 2Eisjo] A8 RAFr} BIFR}
2EANA 7 "di‘%ﬂl/‘lf—%f’—] access_decision
Ao AT AHEsle] 529 HEEA “ﬂﬂ‘fl'&—"fl
access_decision ¥5% ’9_33?5}"4 AE2AAE ¥
o}, A AZEAA2He access_decision 1151
Holae 715 F5E AHse HoR Fds
9en MAX POLICY 3+ 7Fegke]l A
H25A A g3l el

¥ 12& MACEES AHZHA S access_
decision@9] 78 & RAE). insmod 3
& Al LKM 2EEZ 49 MACRES #A
Yol 281 M AIEA AaH P‘}E—?"ﬂl
vacs_policy_listell 3=, MACEE9| access_
decision®¥4% vacs_policy_ops AETES] ops
H40] access_decision WwlHed] AAEC],

struct vacs_policy ops {
int (*init_policy) (void);
int (*release_policy) (void);
decision_t (*access_decision) {struct rm t *rm);

i

struct vacs_policy t {

int id;
char name (MAX_POLICY NAME];
int weight;

struct vacs_policy ops *ops;

decision_t access_decision{struct m t *rm) |
decision t decision = D_DENY;
struct policy t *policy = NULL;

policy = MAX_POLICY (vacs_policy_list):
if (policy != NULL)

decision = policy->ops—>access_decision (rm);

return decision;

a3 11. access_decision&s

I3 10, F2 MEF=E

decision_t access_decision(struct rm_t *rm) {
decision_t d = D_DENY;

if (!verify(rm->s, rm~>0, rm->a))
return (D_UNDEFINED) ;

if (dominates(rm->s, rm->0) &&
action map (rm->a, READ))
return (D_GRANT) ;

if (dominates (rm->o0, rm->s) &&
action_map (rm—>a, WRITE))
return (D_GRANT) ;

return d;

a8 12. MAC 2E9| access_decision &%
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decision t access decision(struct rm t *rm) {
decision t d = D_DENY;
struct security context_t ssc;
. void *ret = NULL;

if (!verify(rm->s, rm->o0, rm->a))
return (D_UNDEFINED) ;
ssc.role = assigned_roles_to_subject (rm->s);

ret = roles has_permission{ssc.role, rm->o,
rm->a);

if (ret != NULL)
return (D_GRANT);

return d;
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1. AlgaA

AgeA4L Hey 25~ (Fedora Core 3)8A
< <" Xeon(TM) CPU 3.06GHz, 1GB RAM
Wre] 512KB 749 Fast Ethernet® zZ&
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2. Imbench Ms 24

lmbench =7l 93 d% A4 v+ % 59
E 63 2} % 59 A2® T AY AHE By
mejaiel wola BlEa Bk Ao AL
e Agks Heltze AFE AY 3dEd me
0.14%~36.09%% A5 Az} 2Asld, SEL-
inux %= Agkd Rolrze) w3} 5549 1%
~33%2] AxAs} v} B sl 2 gxas)
£ 24l PIPE®] Adg&9] A% /&4_11] 59 Aol
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Holw], ofrlel MAC, RBAC, ¥ MAC+RBAC

L

L

oA

;ﬂs}ﬂ A ol AYPE 8 P s
£ Z2a9e MACTH w#HFe] RBACTH
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gk, dubd o2 MACH#UZo] RBACHAUEZER
o} Aol £ Yl AL 9ulsiA] dert AY
Aol 3 AAE H4sx] g g F2Y
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H 5. Imbench AAHIE MY Hol

ch(us)
29 A5A A A9 2 dee pxdag x| LT TR
HeE g2 2613 +MAC | wRBAC | TMAC
simple syscall 01314 (%L;:) (‘:v,leﬁf) (3..1333:) (2:1;:)
simple stat 17653 (:):71:?) (ls';?;) (Is'.z;(;?) (Il;::;)
simple openfeloso 21328 (126.3::;) (22;33542;)_ (12 3.55227;) (326?25955)
Select on 10 fd's 056675 (‘(’)‘jg‘:) (‘:‘;‘:} mi) (04233";)
v | o | oz | o | om |
Signal handler installation 0.518¢ ((())Sll;;) (?)?l:) (([))55%)[;) 8?3:)
Singal handier overhead 16052 (13;;;7) (;i’;%%l) (11'.3%):) (17'.;?;)
Protoetion faul 0766 (?.,61?;) 8’.323:) :.;:;z) (2'.;11;?)
| v | o | e
oo oo | 20 | e | e | o
s« | vasen | | e e
:::i!‘:;::ﬂ‘:‘l;:x 49589KB/s | 48300KB/s | 49882KB/s 49257](3/5 49075KB/s

# 6 lmbench.=7E o] &3] 647]¢] =2
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252 79 2.6.139 AYdgh/E5a Ad 2.6.13
o] A * 100 o A4Rztolch AA-E A4317]
BE Add Tz HYrE 2903 AH5Aske &
2%vitoln], MAC AAL AL 3% 3.9%~

16.5%, RBAC #HA& AL3} A 4.17%~
17.3%. MAC+RBAC #A&& Agq AS
4.66% ~21.4%% el =3k dlolg] A2



68 FA8 A25AE AT B LIAANE 9T F2LFA By72
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Ad 252 AT G dAUFES A A
souldal, A4EE A BE4S YA
MR Sl

E 6. Imbench HEYAE A9x| A% Ho}
(Z2MA8] I = 64)

B9 (ps)
Data Segment
Sizd 0K &K 8K 16K 32K 64K
281k
@52 7d 2613 4.10 7.00 901 1241 1821 3044
AP P2 4.15(1.2) | 7.01(0.1) | 9.19(1.9) | 12.44(0.2) | 18.36(0.8) } 30.45(0.03)

AL TZ + MAC 4.78(16.5) | 7.45(6.4) | 9.850.3) | 12.90(39) | 1926(5.7) | 3165397
Atd 72 + RBAC 4.81(17.3) | 7.58(82) | 9.88(9.6) | 12.97(4.5) | 19.43(6.6) | 31.11(4.4M)

AL FE + MAC
+ RBAC

4.98(214) | 7.649.1) 19.98(10.7) | 13.21(6.4) | 19.56(7.4) | 31.86(4.66)

Agxoz Ad FEE okt YZEAYA
£ 52 A FHoE AL 5 e Al
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7b wAske 2ol v a3 deld AadE
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H2E ¥2 Ad TZ T= T= +MAC

26.13 + MAC | + RBAC | +RBAC

RE 3/687 3687 | 3/687 3/687 3/687
NPTL o1 o1 o1 o1 o

b HPER) 055 055 /55 /55 055
Direct 10 0728 028 028 028 028
wzE #e 021 021 01 0721 0721
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fﬂﬁf o3 o | o o3 o
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madivse02, ioperm02, fentl23 ol A|x="E
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