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ABSTRACT

This paper deals with an effective algorithm aimed at improving the port scan detection in an intrusion
detection system (IDS). In particular, a detection correlation algorithm is proposed to maximize the detection
capability in the network-based IDS whereby the "misuse” is flagged for analysis to establish intrusion profile in
relation to the overall port scan detection process. In addition, we establish an appropriate system maintenance
policy for port scan detection as preprocessor for improved port scan in IDS, thereby achieving minimum false
positive in the misuse detection engine while enhancing the system performance.
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