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ABSTRACT

RFID technology is evaluated as one of core technologies for ubiquitous environment, because of its various
characteristics which barcode systems don’t have. However, RFID systems have consumer’s privacy infringement problems,
such like information leakage and location tracing. We need RFID privacy protection protocols, that satisfy three essential
security requirements; confidentiality, indistinguishability and forward security, in order to protect consumer's privacy
perfectly. The most secure protocol, that satisfies all of the three essential security requirements, among existing protocols,
is the hash-chain based protocol that Ohkubo proposed. Unfortunately this protocol has a big disadvantage that it takes
very long time to identify a tag in the back-end server. In this paper, we propose a scheme to keep security just as it is
and to reduce computation time for identifying a tag in back-end server. The proposed scheme shows the results that the
identification time in back-end server is reduced considerably compared to the original scheme of Ohkubo protocol.
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