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ABSTRACT

Although the cryptographic algorithms in IC chip such as smart card are secure against mathematical analysis
attack, they are susceptible to side channel attacks in real implementation. In this paper, we analyze the security of
smart card using a developed experimental tool which can perform power analysis attacks and fault insertion attacks.
As a result, raw smart card implemented SEED and ARIA without any countermeasure is vulnerable against
differential power analysis(DPA) attack. However, in fault attack about voltage and clock on RSA with CRT, the
card is secure due to its physical countermeasures.

Keywords : Fault Insertion Attacks, Differential Power Analysis(DPA), Side Channel Attack
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