BHRRE2THNH
%16 % 5558, 2006. 10

53 Zelx Y¢S 91 OMA DRM =Zd|99)=29) 8%

Extending the OMA DRM Framework for Supporting an Active Content

Hoo-Jong Kim," % Eun-Su Jung,"" Jae-Bong Lim?*

'SK Telecom, 2Kookmin University

2 o

P A BA BE L2 A o1F FAEAA o, $ GIEIL Y $HER A HA A
A2ES) WE A5l HQSh B B4 WA, M AR A, AF J15e] e Al olF Bl we
S22 54 AL FA] AT F2 eto] Sl AFHA UL OF 9L A T4 ONY ZHEE 29

® wre ogwoa OMA DRM v20¢] %73t 7]%5¢| cfsia] Asiich. OMAE Erbed DRME §13 37 E5¢
Mebsiz gl $lg Foloh BeoR SE8 Zaxe] B dai arlsta, S5 Hzs} 58 2dze|
Aolol i Ariateh 554 2U2E w2s Ash] 9% OMA 7]4 DRM ZaAYH =S Ak, 2 Z99)
gaole 92 ¥¥ 43E I3 DCF 4%, Tl 253 7] Vo), Y 222 AT A APV TS
ok A9 Ashe AT WS $o QEE BEY £ ot AR 8 W $5Y 2922 A9 4 9
+¢ o} Frh 2 Y9zt oF ¥ WS Ad A ZolAT, Fe AL, A% B, A AFE o

HE A48 4 oo,

ABSTRACT

With the rapid growth of the wireless Internet communication, a new generation of mobile devices have made possible
the broad distribution of mobile digital contents, such as image, music, video, games and applications over the wireless
Internet. Mobile devices are rapidly becoming the major means to extend communication channels without copy protection,
usage rule controlling and authentication. As a result, mobile digital contents may be illegally altered, copied and distributed
among unauthorized mobile devices.

In this paper, we take a look at Open Mobile Alliance (OMA) DRM v2.0 in general, its purpose and function. The
OMA is uniquely the focal point for development of an open standard for mobile DRM. Next, we introduces features for an
active content and illustrates the difference between an active content and an inactive content. Enabling fast rendering of an
active content, we propose an OMA-based DRM framework. This framework include the following: 1) Extending DCF
Header for supporting an selective encryption, 2) Content encryption key management, 3) Rendering API for an active
content. Experimental results show that the proposed framework is able to render an active content fast enough to satisfy
Quality of Experience. This framework has been proposed for a mobile device environment, but it is also applicable to other
devices, such as portable media players, set-top boxes, or personal computer.

Keywords : Digital Rights Management, Active Contents, Open Mobile Alliance
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