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ABSTRACT

It is known to be hard to apply cryptographic one-way functions to the recognition system using bio-information
directly. As one of the solutions about that problem, there is a permutation transformation scheme, However, they did
not show any algorithmic behavior or any performance analysis of the transformation by experiment. In this paper,
by showing the recognition ratio of the transformed scheme by experiment, we prove that that scheme is sound.
Also, we adopt their transformation to LDA(Linear Discriminant Analysis) to show the experimental results. In the
negative side, we introduce a new type of attack against the permutation transformation schemes. Finally, we briefly
mention a generalization of the permutation transformation for countermeasure of the attack at the end of this paper.
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