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ABSTRACT

A file system is an evidence resource of cyber crime in computer forensics. Therefore the methods of recovering
the file system and searching important information have been offered. However, the methods for finding a
malicious file in free blocks or slack spaces have not been suggested. In this paper, we propose an investigation
method to find a maliciously executable fragmented file. After estimating if a file is executable with a machine code
rate, we conclude it could be malicious by comparing a similarity of instruction sequences. To examine instruction
sequences, we also propose a method of profiling malicious files using HMM and a method of comparing the
continued scores. As the results, we could exactly pick out the malicious execution files, such as buffer overflow
attack program, at fitting threshold level.
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A meodd o e 2 zzodse 54
gohed E44e] @ Ao Adch & BF
Ae HuenEes 24 2219 2 4 A
o HMM$& 531 & 47274 @b o)3A 3
%2 HMM dolele Alssele] wslomEes
34 Z2adA) ohdAE s Fa% 24}
9 Zelth

HMM #4¢ o] 913 AHgse A2 bl
He olg2e) Heelolt e, o4%e Hael
o) e YT wold 1 %S BF § ofold
o% AH4Y A4 HMM o ¥abh U 2 Ao
2 e ool el HMM s ofgel ol 4%
2 Beolol oy ERAlel BesA =N =

[

o okl

=




88 AAE Bz A A 2E FAIRE

o8¢ ool sl YA g A7

opcode
A

qoid=y

L=

(28 6] gdo iz 2F Y

AY el R WA R AL AHEHe
oj Q&g Pole] WE4E A= (rank) THE A
23l Ao}, o] AN HE 2o A}
43k FYE NEHE FAsle] dlolelujo] A3}
g, HMM9] 853318 Solx oJAEe 43
AAxe EAL A BRe] A8 oL o
330194 el el HMMelA AR5 w3e)

F=(opcode)F ALt 2HEL ki EA3)
Zl“‘ Bz 2l tlokgt ojAlEe Wl E vk
e} Adsted g 3] Z=E 2] ¥ o]
o (29 6] o WE ERE 4% Yany
& 3 FE

AYIcs BFsl7] A deolee] d4Ey
ztgjo] A3Ps]ejof gl ol & A& dlolelE AT
2EY HulollA] qiYe] 75 EHOR IS &
of stv} 257 <919 IHWHE A 27|
£ zAssch AAl e Aelze shdAelm
2 Z3% A7E felA W3] 2] JE A F A}
o]=ql 258 7|Fo2 FsHct W IZ=
Mg 307048 54 Z7HAAARGA T Agddo|E
A+ & W3yl gz SAAZHE AdEe], 258 |
Hol T qlAwy] =712 A sl deby A
o AHEE A" fARES S5k dlee Himv]
£ 2570 292 AMEsige)

£ =FdMe dasyds 53l A UESv)
L 2470 AR Adgsigdch A=E 24
N oAl wael= AAA, ADD, AND,
CALL, CMP, DEC, IMUL, INC, JC,
JMP, JNC, JNZ, JZ, LEA, MOV, OR,
OUTSB, POP, POPAD, PUSH, RET,
SUB, TEST, z=lxz XOR°]‘3]' o] 99 WT4
7b e o QB WS 25WA R R
A @lﬁli A= ﬂﬂ} olzh& /sbin o}el¢]
gtlol dg He] NEsE ARl 2570 A9
e 3L ndF)

[ryu@wargame test]$ ./rank

Usage: ./rank dir_name size of M out_filename
dir name: Directory name that contains files
to be read

size of M: Size of M

[ryu@wargame test]$ ./rank /sbin 25

output filename : rank_idx.sbin.25

Working: /sbin is directory
/sbin/rdump, fd:4, size:643552
/sbin/rdump

Working: FilelInfo :
Working: filename :

HMM B}

]
“Baum-Welch uEvaluaﬁon"\,‘

Algorithm ./
e

—

i b \
opcode sequence /,—"—\ @9“1 ljiOCLd“I;
bl o Islsls]= (foroand procedur\
. Compute PQ

(a8 7) HMM ==z meia]

B =i (a¥ )3 2 Az mel g3
Aol digt zesdxys a3l AAE g
oA FE3 B3] AW2(opcode sequence)
+ HMM 35 el wet 2= 22 A3 (for-
ward procedure)s} W= Z2AA(back-
ward procedure)® AAH Y& HMM T4 &
E(1, A, B)ol Baum-Welch ¢3g|&22
F7} sk A wHEge e Zagdde] iy
o} olgA AAH HE HMM 7A &5 F34
A" HMM ZE3dz =},

4.2 O{dE2| HHO AlRAQ FAIT Hlm

HHe] A PAE Tastdldydt HMM 24
ole] & A4l oA Il 45 wdElr] HsiA
= AT A BAF At H 2o} A elF oo}
ghel, HMM 29 Alfx do]e] 8 Ag-slo] p
jﬂ7]'%k(score) o QollA] 14}el2] EFEGOE FAIE

F vepdch, 2 =¥elds FrRte] 09 g
% zaadyd mdd ZAlsA el =g st
sk, &b, HMM2 &E3s 7|vte g sta gl
i B FFAZE FAE sta dgd mdoj=)
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(a) chmod &0

(b} BoF 32 Z21#

=
T
!
!

MSL

input sequence

(23 9

Yt Z2 730 Z2

T 25 7FeAE gol x¥sta gt} (29 8]
gl X dlolelAl F shuel Hd fAIEE
ulas) £ Zlelch (2 8)elA B & slRol B
o] M3 E gz we] AFdrd w}?— H7lzkel
1ol 772 57t Ads] B8 & + Atk F
Hrlgkol vt HARLE RS Wﬁ}—- AE A
Ado] "oid utel gict.

o
9

input sequence

(23 8) WA AIFL0) ohst RALT Foieh Hlw

8 dolElzt fARE BAE ZHRAE ik,
2 Abelols FEE AFa BAo] &A1 Aol
ol#d B4 HMM 3h&nAolr Z2ujdy =
do] AAs el FoF 9L T ot ol
EAo] ZEAshe RES ]E’-ff_“/}‘%i Ago] T
BHANE 4& 5 S ALE dadd. B =%
e @Y HrtEc A48 Hrigle] AlzEst
o oy st fAlEckn wAEs Yol
A4E FoE 23¥E o Ao HESEE st
&, H7igtel 0ol 77k A7t 94422 el
a 34E 4x9 AFE2 ZHol(MSL. Matched
Sequence Length)& A&t} 2|3 o] Zo)
7} A7 g ol delw ==ualsjdEl dlofele} {Al
shoba @A g

(¥ 9)& FHe] Adxd A% HMM F713k
< 7juke g gAGET 2 3% MSL @ 714
A v A3 g =Zelv, chmod Pl BoF

MSL

input seguence

=z MSL Afo| v|m

e ERd) 34 Z2ads APda da
stk (2® 9)(b)ellA AgFEol MSLel 14
ol H#e] Qla Fkell 22 el MSLE A=
vpAle F-Eel MSLel 16 F#el st (2
(@)t (¥ 9(b)e T2 Rzt HAds]
oh2A yepdot. o3t Al o3t MSLE <t

A zzadd T o] Jhede & 5 At

BR 8y s

—e— Normal Files
—n— BOF Files

average of MSL

@ 3 @

o

o1 0.2 0.3 04 05 0.6 0.7 08
threshold value

(33 10) MSLe| "Hazt |

MSLe] tzeaxs 7EE 4 e A=t
2 5 gleAE Hlsty A8 dARE 2] ¥
3], /bin elfel Sle= FHdEe] W MSLF
BoF 34 xzadggd fid MSLE ofz{d Hx
Esto] wlaste] Bgioh (2¥ 10]2 AAAQ 3
A= BoF T4 A&l dsle] dAgS WA
" MSLE A% Asteltt. dAIgte] 0.7 o4
X 23]8 AAstde] MSLe]l v Azledl, o]
A A A9 7)o qFE ] "ol F

Fie Fdol i’ MSL B3t Al /4 w
< FEE dAge] 0.30 ~ 0.55% Mo, 0.4
dxol4 MSL gtol 7F¢ Ael7h & & 4 siet

o

petcl



90 AAE Fd 2744 7)Ao

A= SAEE 08T A9 Y $AY Ui

a7

01 02 03 04 05 06 07 08

threshoki

(T3 11) LAIZ| e Matmlel MSL #at

(28 11)elXM= /bin HHAe] olHe] A3}
4 1070l ¥t MSL e WsE 2ojEd. a3
1194 = Ak 0.45 A=7A= MSL W37t
719 dob7b 0.59 HiE G443 e 4
Atk & AAAL Fdolzte gAGe] 0.50]%0]
i opAudst TR olEe A=y At
Ehd & S BAFETt ol w2t MSL #& +
3] AF Arigkel AE A dARL 042 &
ek o 2R ohdAE WAy A%
AMAY MSL 32 10 ~ 152 Ro)AW, QAR
°] 0.3¢ W¥e ¥ 7Fsd 1022 A3t A

(% 2) MSLoll @2 oty M#utel EfX|o| ik FPL TP

$39 057k M AL Aoz

HO0{ & &E Opcode index Opcode.ldx

[s 2 s =2 8 n 18 ¢

-

Hle |

M

M 8 - J
< \

D0l YAA0IZ ) &9

5 AR & oY

BIscore

(23 12) ooy ==
4.3 ool Aldmelo| st BX| M5

B =rdllie 49y ZoE AAE] sl HMM
71%-& ol&3lsdct. ot Hde =4 BoF(HH
2MZ2 )9 2 FH/EE FEER 3l T2
ol AL asigch. 7l2Adel T2aels] 7
42 BoFEA AxdAte] e WHAE F5317
v odre] 928 Axde Frd 458 2y
S st 2dd s} (29 12)& 494 =
F WA 9% A FF FH 7R Aad
Za A 55w F3F Ao},

o {d uf

MSL 8 10 12 14
A% FP TP FP TP FP TP FP TP
0.10 0.18 022 0.00 0.11 0.00 0.11 0.00 0.00
0.15 0.18 0.67 0.00 033 0.00 0.11 0.00 0.11
0.20 022 1.00 0.00 0.78 0.00 044 0.00 033
025 022 1.00 0.00 0.78 0.00 0.44 0.00 033
0.30 036 1.00 0.00 1.00 0.00 0.89 0.00 078
0.35 037 1.00 0.00 1.00 0.00 0.89 0.00 0.78
0.40 0.46 1.00 0.00 1.00 0.00 0.89 0.00 0.89
045 0.55 1.00 0.20 1.00 0.12 0.89 0.08 0.89
0.50 0.82 1.00 048 1.00 0.29 1.00 020 1.00
0.55 0.82 1.00 082 1.00 0.64 1.00 0.55 1.00
0.60 0.88 1.00 0.91 1.00 091 1.00 073 1.00
0.65 0.98 1.00 098 1.00 091 1.00 0.88 1.00
0.70 1.00 1.00 1.00 1.00 0.98 1.00 093 1.00
075 1.00 1.00 1.00 1.00 1.00 1.00 0.98 1.00
0.80 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
0.85 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00




MR GHIGE (2006. 12) 91

E =Fo Agd A= #d2E /bin HHE
28] 97/ A, 9709 BoF ¥4 T=2do|
o, Age] A4 BoF 34 Z2a#d 2d oy
F25 FHe] 54, ¥ WEZS FHo 24, 1
gy FY~ER] FAo] 2R 7] vlAEe dut
Aoz AMgEE Fzolrt Ay dgzzo of
g g d8lH BoF 34 Z2addM TAE
o2 At e HlolH R AMg-slgT) o] FA
4% HMM Z23elS o]&3te MSL & |
ZAA7H A Aes A3 ugkd (R 2)e
MSL #2& 8, 10, 12, 148 A&3lo] oAy
g2zl AH#eZ FP(False Positive)9t TP
(True Positive)® Z&E zleoljtd. TP7} 14
WSS "Rl ®3, FP7E 0dl 7MAes%
Lehgo] FolEr) oA AHF Ao Jehd A
g JAge] 0.3~0.4¢l2 MSL7F 102 o A&
el /1 A JeRrdtH((E 2)9 3% ¥ #F
Z). o]zl AE ulgtod HMME o]43le o
Hol Alde RS FA%e WA L2 27hd 9
o] epateldAE Aalsle o] A=lE o
4 et

v.gd B

£ =EelAe AFH Tdde zAste] FAH
A FAY A glo] FAAARE Aabehe W
ELF Aggele] 8 7484 ojite] e
zo] BAE o]l o)Al st zzho] Az
o ARRAAE Az, FEd 27 ddeA o
ol FE& &3] oA FA 2o
A E Adehe wEE A stk AFE o
3 A 9Jste db=A] e AR wleley
WyE Aeigtele] oy A FAES
A o] #As] SlME TRt AHE &
She AL dlofele] BEo] Apajelr)t 2t Al
T e 4 deole #3d uE A 2
2 "A 2AF A A= e AA 2
d oA Agndes AAHeR Faepr]
< Alkskct.
AEe wgegol Z=rt fARsiths A 24
€ e dF F=E AR wluste Wy
z A

[}
ol WS £ zEs) Rk

=

£ AR el e} Bl
) golt whel wet welxw, A

P
B oo o o o

'{T}-M
- |

25 dF $AF ASE wol AR AHEdrle
ol AAAA FHo] AFHH. LR FA
Al g ARSI A ASA S AR
& Sk £ =Eedxe oAE B =9 v
& Ak W AEe] W ALY F
A vl S At

£ Eidde SAE g 27b0] oA Aty
QAE Al felA F oA AAE i
wA st 27h el W 2718 7 v F
¥l &S ARl 2 2ol AR E FAR
ot AgE S B AR Ale) FRARE
42 ARy Adsd Rg Bwdse Vo=
AA BlEE 15%~25%F Az o] A¥=
7} wrke AE & F st o] Al =t A
HAd2 wAe] =w, o 2o 9 HMM
zeadd Hgste] 2 Jrge o oy

& WAt HMM 3¢ s3] 93 9
Y dlelelz ot e e XJ2E AL
o, HMM$S EH=-94= =2A)A¢ Baum-
Welch <me]&Fe 2Hgste] S8 st
ol AAZ FHA A el dF HMM =23
& ol&st] A A3 oA Fdel AT AF
HAEE fafsiidnt, £ =FodlAM A8 oA A
£ BoF 34 =23},

AR FEe] AdA fAtE AA wgeE
HMM #7kt& AR 7obe e AstA ok
o & =T AR WS HMM %713kl 4
oz oARdst dAdte wEE WE o
MSL& Z7M1712, MSLel 94% ghuch 74
o) ebdsfddelztn Ak Aol ol B
RS Eol7] A4 o AL gz APY
Az, HMM 371kl g 4A%RE 0.3 ~ 0.4
2 AdAsty MSL 232 7|E8 1022 s o
7P Adsel 58 ¢ 5 Al

Aokl 49A = EF WL AAEAY &
A doleel4 Ad e AdfiF-E Fp3e X
T EdE At oA dolelE AMH We
A SR AHgrbsstel, EAbE delHu F2 &
A AAdA FA B5E 2 AUz A
d EEYETE ALE S gl Ao ddsEd
et £ mgelx A" e F3ke] A
AdelF FE3T e gdolut Y=zl & Fot
3L SjA S FANE o] F Edste AxAM ¥
T HeleE #48t] Al A2 AT + IS
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CEF A VIR oE 383k o
He rdy #AHE T3l AR FE A
< B AAls AlsA R EAE We 3
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