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ABSTRACT

In this paper, we show that the status certificate-based encryption (SCBE) scheme proposed at ICISC 2004 and the
certificateless signature (CLS) scheme proposed at EUC workshops 2006 are insecure. Both schemes are claimed that
an adversary has no advantage if it controls only one of two participants making a cryptographic key such as a decryption
key in SCBE or a signing key in CLS. But we will show that an adversary considered in the security model of each
scheme can generate a valid cryptographic key by replacing the public key of a user.
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