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ABSTRACT

Vuillaume-Okeya presented unsigned recoding methods for protecting modular exponentiations against side channel
attacks, which are suitable for tamper-resistant implementations of RSA or DSA which does not benefit from cheap
inversions. The proposed method was using a signed representation with digits set {1,2,---,2°~ 1}, where 0 is absent.
This recoding method was designed to be computed only from the right-to-left, i.e., it is necessary to finish the recoding
and to store the recoded string before starting the left-to-right evaluation stage.

This paper describes new recoding methods for producing SPA-resistant unsigned representations which are scanned
from left to right contrary to the previous ones. Our contributions are as follows; (1) SPA-resistant unsigned left-to-right
recoding with general width-w, (2) special case when w=1, i.e., unsigned binary representation using the digit set
{1,2}, (3) SPA-resistant unsigned lefi-to-right Comb recoding, (4) extension to unsigned radix-r left-to-right recoding
secure against SPA. Hence, these lefi-to-right methods are suitable for implementing on memory limited devices such
as smartcards and sensor nodes
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Left-to-Right binary method

n—1

INPUT k= Y,k2 , base g
i=0

OUTPUT ¢*

L. Qlol«.

2. For i=n—2 to 0 by -1 do :
2.1. Qo] =(Qlo])*.

22.If f,=1 then Qlo]=Ql0] + ¢

3. Return @Q[o}.

Right-to-Left binary method

n—=1
INPUT k= Y, k2 , base g
i=0

OUTPUT ¢*

L. Qlo]«y, Q1]
2. For i=0 to n—1 by 1 do :
2.1. If k; =1 then Q[1]<qlo] -

2.2. Qol—(Qlol)?
3. Return @Q[1].
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Recoding 1. Unsigned Right-to-Left recoding

INPUT (n+2)-bit exponent K = (10k,_, - ky)s,
with width w;
OUTPUT Recoded exponent (u, - uy);

1. 0; v0;.
2. while i<n—w do :
2.1 welkyy oy k)=
2.2. if u; <0 then uu, +2%; v-1; else w0;
23, w0, <0 it w
3. if i<n then
31wk

n—1 k)=
3.2. if u, <0 then ujeu, +2"7% y1;
else v0;
3.3,y <0 u
4. u,<2-7;

return (u, -+ up);

(—0;
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Algorithm 1.SPA-resistant Exponentiate based on
Recoding 1.

INPUT :

(n+2)-bit  exponent K =(10k,_, - k,),,with
width w, base g;

OUTPUT : c¢=4",

1. Pre-computation:
- gltleg;
- for 4 from 2 to 2” step 2 do:
glil—gli/2]? gli+1]—glil*g;
2. Recoding:
recoding k with Recoding 1;
n—1 c—glu, |;
3. Evaluation:
3.1. while i>0 do:
3.1 ek
3.1.2.if u, >0 then c—c*glu,);
3.1.3. i—i—1;
4. Return ¢
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22. [EF=[B]+(@2"-1) (2<j<8).
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23, [F=2;

24. [FA=[B] (5<j<2).
qkek , =59 A$ =R deth

e 1. Adehes 2l2d WS A435E A4 7
29| g3} 22y © A o] Fd3it

Zm) Recoding 1 W9 3ol webA Adshe
spgo] 712 g5t AR ol 2L 9T 4 3
7,4 ()& FE g & 5 sk

o R[]« 2ol

22 07 12 239ty 71Agd) 8] 2 Right-to-Left
2 289 A% (Bl=0 (HENE 1, <z<t,—1)0]
g R dEx grolalw &g ofdle} 22 Alo] AF
Lig=d

ty

3, [B1=20]1 thE B2

Y B2
i=t
=((B1-D o 2+ Z (Bl+2¢—1) » 2¥
wlre — 4
ey j=z+l ]
+ v -2“”+Z [B] 2 e (1)
=1 i=h Tg]q

aeg 2y § A% gt 2l2d A 25 fel
&5 44 F9E 5 Aok

24k E dg) aFe® Ytk aF F

Recoding 2.
Unsigned Left-to-Right recoding

1818

INPUT ¥ =B
OUTPUT

Recoded exponent [E¢ Y, [E',[E";

1. Start—d—1;
2. while Start=0 do :

2.1. End«the first index ¢(<Start)
such that [Bf =2 from the left-to
-right direction from Start,

If there is not ¢ until index O,

then let End<—1;

2.2. Zero— the first index z(>End)
such that [B7]=0 from the right-to
-left direction from End;

If there is not z between Start—1

to End+1 then Zero<—NULL;

2.3. if Zero=NULL, then
for j=(Starf) down to (End+1){

(F1{B] };

2.4. else if Zero =NULL, then
24.1. [B®r )[BT -1,

2.4.2. if (End+1 < Zero<Start-1),
then for j=(Start-1) down to
(Zero+1) {[E)<[B)+(2* -1)};

2.4.3. [EF—2¥;

2.4.4. if (End+1<Zero <Start-1)

then for j=(Zero-1) down to
(End+1){ [Bl<(B] };
2.5. Start<End;

9]e] 2lzd Wy dwelZeg e Recod-
ing 2¢} Zt}

Aeksl= Recoding 2 o]43hd 9EF 277 w
o A$ 272 00+ 040 0yl 10+ 0yl &k Fro] 1A
= aga]—f’— A3, o] W ye{1,2,--,2¢}olch. ZAE ¥
Alg 272} o] 4% A ik AR A}
A4 %Alt Algorithm 13} S84 438 =k 2
2] 7 Recoding 2% [E]E AAsks &A7t Aes o
Ab 2hA)9} £ Lefi-to-Right WHake]7] wj&el 2=z
o DA} Aad dak BAE i) dAR FHA
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Recoding 3.
Unsigned Binary Left-to-Right recoding

INPUT

(n+2)-bit exponent K =(k, ., k), with
k ,,=1 and k, =0;

OUTPUT Recoded exponent (e, -+ ¢,)

where e,& {1,2};

1. Find the first index z from the least sig-
nificant bit such that k, =0;
2. fm;
3. while =0 do :
3.1. while j> 2 do:
3.1.1. if k;=0 then e<1;
3.1.2. else if k; =1 then e<2;
3.2. while j< 2z do:
3.2.1. if j==z then e<2;
3.2.2. else if j<z then e<k;
33, j——1;

n -1
Z (k+1)2 +2 « 2"+Zk2f

1

I
+

Fi

M:

k2 + ( E 242 - 22)+Ek2’

1 j=z+1

k2 (@) +2k21
1

k]gl e (3)

[
+

J

M* img

j=0

A 2. 955 =717 1Y A9 o E 73] £
23 e 2} k=(1,0,1,0,0,1) o] H]E Fto] 0]
He Azt wlES YAV geoldh aER
TeP =102+t 2+42.2040 0YS 0] &3]
W K =(0+1,1+1,0+1,0+2.1+0) 2 u}E 4 9o}

el Ak wh S dpeiZ o 2 e Reco-
ding 35} Zt}.

Recoding 3-& o443 A¢e AiHe dadFeE
el Algorithm 29F e}, o] @, Algorithm 2+
lukdlel $1w$- =7]9) wel A9 X4 dAke) vt
F7}A 2 Algorithm 13H= 2] =24 %74]54 A5
Aat HAE shte] SA R EHA T o Qlrk 5,
glzy Al A g w2 AR A 47] o
ol A7 Fke| Felerh



28 SPAY ek & Unsigned Left-to-Right 2129 W4

Algorithm 2.
SPA-resistant Exponentiate based on Recoding 3.

INPUT

(n+2)-bit exponent k¥ = (10k,_, -~ ky)s,
base g;

OUTPUT c=4";

1. Pre-computation:
- glil—g and g[2]—¢*;
- Find the first index z from the least
significant bit such that k, =0;
2. Recoding+Evaluation:
2.1. jen;
2.2. while =0 do:
22.1. ek
222, if j>z then
(a) if k;=0 then c—c*g[1];
(b) else if k; =1 then
c—ctgl2];
223, if j<z then
(a) if j=2z then c—c*g[2];
(b) else if j<z then e—c*glk];
224. j——1
2.3. Return ¢;

3.3 Case 3: Unsigned Left-to-Right Comb Z|ZE

2 AdxE 32804 470%F Recoding 3 ¥HH-2-
Al At ubg Foll A AR o] 431 Al

749 A-fAolgln delAl comb HPH| AHLAFIch
comb -8 Lim-Lee" 7} Akl Ae-EE £o
9} 7158 Ao o7 2l

n—1
- AL pE k=Y k29 7o) A3 o)y k&
i=0

0=} 1otk 283 &S Z7|Q we 2 Byl =33,
d= [n/w] ¢|th
- A% b owd-10] HA 0& AR,
k=K~ - VK I KO=FA g} o] |, k99 7
ol dol Ko A WEE p/Ea T
- E =gt kLK.
- Kw—va‘z’“"Kp[q))EZ; o] u]]’
(K, K, Bl =K, 20"Vt K2+ K

Recoding 4.
Unsigned Left-to-Right Comb recoding

INPUT k=(k,_, - k)y;
OUTPUT 5, ,,-5,,5;

1. Find the first index z from the least
significant bit such that k, =0,
2. for i=d—1 down to 0 do:
2.1. for j=w—1 down to 0 do:
t=jd+i;
2.1.1. if t =n—1 then K/<0;
212, if z<t<n—2
(a) if k, =0 then Aj<1;
(b) else if k, =1 then A7<2;
213. if t<z
(a) if =2 then Kl<2;
(b) else if t <z then Kj<k;

22 set B i:=[K”,'~’_l,"',K(1']5

olc}.

7129 comb W& AP AAL @A, BzZ9 2A,
a3 A$d Al AR FAE At comb W
WellA 2lzd DAl 22 bE wdTH dPSE A
g g FHsl wile] YA o Feixl 7 dE A}
43t} comb WHAME 5 =K, KL K] 0%
7359t 28A o A FA A AF date] o
2A 357 dFol SPA FFel| Ftsirl. mebA
B Aol B 54 Akt 2z He] comb
oA x g4 gAsle] 443 5 JdeS RoFEt

" Recoding 4% Recoding 3¢ 2438 Aol

IV. Unsigned Radix-r Left-to-Right 2|25 &1
25 =y

B AdAe MACM Adg 33 ge oA
Lefi-to-Right @]74 ¥lH(Recoding 3)& 7157} r2
E¥(radix-r)d A$2 FA3}] AP

3) comb Hhg-L B2 FE3 AP QA FEE TAHA §

qg 5 Qe
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4.1 Radix-r& 2e{sles 57|

g 7|uke] ks Al 2®l(pairing based crypto
systems)<- tripartite Diffie-Hellmann scheme[m,
ID-based cryptosystemsm, short digital signaturew
A vhekat dsAade A48 5 gl AF7HA
= ol A7Ee] A% APz Qe Hod sut
3 Alzde] 7t dilAel Ak Weil Hleld) w=
Tate #|o1% A4bs} epdFxe] ~ze) FA daben
o] FoiA itk o] QAAEE hF (IAAHY kA
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Recoding S.
Unsigned Radix-r Left-to-Right recoding

INPUT (g n—l"'ao) , with ¢, | =2;
OUTPUT Recoded exponent (u,_, - u,), with
uj€{17274--77‘};

1. Starten—1;

2. while Start>0 do :

2.1. End<the first index ¢(<Start)
such that a, =2 from the [eft-to-
right direction from Start;

If there is not ¢ until index O,
then let End«—-1;

2.2. Zew+« the first index 2(>End)
such that @, =0 from the right-to-
left direction from End;

If there is not z between Start—1
to End+1 then Zero<——NULL;

2.3. if (Zero=NULL), then
for j=(Start) down to (End+1) {

U, };

2.4, else if(Zero =NULL), then
241 U 10y =@ st 13
2.4.2. if (End+l < Zero<Start-1),

for j=(Start-1) down to
(Zero+1) {
u—a;+(»r=1 %
243, U g0
2.44. if (End+1<Zero < Start-1),
for j=(Zero-1) down to
(End+1) {
ua;ts
2.5. Start < End;

4.2 HIoksE Unsigned Radix-r Left-to-Right 2|3

g gn2|E
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Sor = (o, a), % 2o T 5 A2, o]

0, €001, r—1}01c}. o] W goll (" —1)& T3 =
b9, q,_, > 2243 Y 4 Uk 714 2 B
£ oA 31eA AR s S8 kE
¥ sle] 2gez WAl B3, Ayt ARRe ¢ 4

itk o] = f)ajr“h'_, a, = 20]c}. 22)3 veix)
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