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ABSTRACT

The certificate is used to confirm and prove the user’s identity in online finance and stocks business. A user’s public
key is stored in the certificate (for e.g,, SignCert.der) and the private key, corresponding to public key, is stored in
the private key file (for e.g., SignPrikey) after encryption using the password that he/she created for security. In this
paper, we show that the certificate, deleted by the commercial certificate software, can be recovered without limitation
using the commercial forensic tools. In addition, we explain the problem that the private key encryption password
can be detected using the SignCert.der and the SignPrikey in off-line and propose the countermeasure about the problem.
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