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ABSTRACT

Nateon Messenger, which has the most number of users in Korea, supports many services such as E-mail, note,

Cyworld, SMS, etc. In this paper, we will analyse the authentication traffic which is transmitted and received by the
Nateon Messenger. Through performing the replay attack with the authentication information, we will show that an
attacker can be authenticated illegally. Furthermore, we will show that other domestic messengers have similar security
problems.
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51 4:138281 203.252.53.172 255.255.255.255 upp. Source port: €111 pestination port: 6111

32 4.298738 203.252.533.63 211.234.239.102 TCP 3011 > 5004 [ACK] SeqeS0 Ack=S018 wWin=64959 Len=0
53 4.432736 203.252.53.65 211.234.230.102 TCP [TcP segment of 3 reassembled Pou]

54 4.436243 211.234.239.102 203.252.53.65 TCP [Tce segment of a reassembled Pou]

% Frame 56 (1434 bytes on wire, 1434 bytes captured)
# Ethernet II, srci Cisco_a6:98:7f (00:11:93:a6:98:77), DsT:

® Internet Protocol, Src: 211.234.239,102 (211.234.239.102), Dst: 203.252. 53 65 (203.252.53.65)
& Transmission cantral protocal,

Src Port: 5004 (50047, Dst Port: 3011 (32
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ARAoR BT W AL vl 2%
AR §ES AT 5L dole®E 3 AA
% FF U&L B} A3 £4317] $13] Comm-
View Packet Capture T2 13L& AlR-3gch Z&
MD5 2] 3k& 7HAAL AP R A S B3l Hag=EE F
EHAT AMHFE S o] 83t HA=E AEI)
8 A4 == a9 PasswordsproE ©]-4351gTh

4.1 HO|E2 HAIX MFE 34

FAAE volELd] a8k MRS AFAR

File Edit Semngs

Packet §24 -]
0x0000 43 4F 4B 46 20 32 20 28-6E 75 £C 6C 29 20 30 0D  CONF 2 {wall} 0. —
0x0010  OA

Packet #25

0x0000 43 4F 4E 46 20 32 20 32-31 30 30 20 37 3¢ 35 35 CONF 2 2100 7455
0x0010 0D OA& 5B 69 70 6D 6C Z0-75 7Z 6C 5D 0D 0A 33 35 __ [ipml url]l. .35
0x00Z0 55 34 33 63 74 61 62 5F-76 65 72 73 63 6F £ 3D  U:3ctab_wersions
0z0030 32 33 33 OD 0k 33 35 55-34 70 6C 75 67 69 6E 5F  233. . 3SM:plugin_
0z0040 76 65 72 73 63 6F 6F 3D-31 34 38 0D 0i 32 63 7¢  version=l48..3ct
0z00S0 61 62 SF 69 70 €D 6C SF-75 7Z 6C 3D 68 74 74 70  ab_ipml_urlshttp
0x0060 34 2F ZF 6 61 74 65 GF-5E ZE GE 61 74 65 ZE 63 ://mateon.nacs.c 7|

[V 192,168.1,100:259 = 211,234,239, 112:5004 * 120 bytes in # packet(s)  Display bype:
¥ 211,234,239,112/5004 => 192, 168.1, 100:2596 * 32,883 bytes in 28 packet(s [HEX_____ .
Tatal 33,003 bytes in 32 packet(s), Session time: 11 second(s) Mavigation: J ﬂ »py

18l 16, “CONF 2 (NULL) 0.”

=lolx]

Fl\e Edit Semngs
0x0080 6D EC 32 50 ZF 75 70 £4-61 74 £5 FF 74 €9 63 €6 mlZ0fupdete tick 4]
0x0030 65 74 ZE 6 73 70 0D DA-77 £5 62 €D €5 €D £F EF  et.jsp..webmemo
0x0040 7€ €5 72 73 68 &F &E 3D-3% OD DA 0D 04 wversion=3....

|
Packet #37

020000 47 4C 53 B4 Z0 33 20 28-6E 75 &C 6C 2% OD 04 GLET 3 {mull) . .
Packet #3%

020000 47 40 53 B4 70 33 20 31-37 3Z 0D OA 47 4C 53 54 GLET 3 172. GLET
020010 20 33 20 30 Z0 31 26 3E-Z0 E9 20 20 Z0 EA B& BO 30 165 T 0
700020 ED 83 80 20 2D 31 OD 0A-47 4C E3 54 20 3% 20 31 30 -1._CGLST 3

N -

[7 192.166.1,100:259 => 211,234,239, 112:5004 * 120 bytesin 4 packet(s) ~ Diplay type:

¥ 211.234.239,112/5004 => 152, 168.1, 100:2596 * 32,653 bykes in 28 packet(s |HEX

Total 33,003 bytes in 32 packetis), Session time! 11 second(s) Mavigation: J ﬂ 33>

J&l 17, “GLIST 3 (NuLL).”

Tacket #49 =]
020000  4C 45 53 54 20 34 20 OD-DA LIST 4 ..

Packet #50

0z0000  4C 49 53 54 Z0 34 20 30-20 31 35 33 20 31 31 30 LIST 4 0 153 110
020010 31 20 6D A 3Z 33 40 GE-61 74 65 ZE 63 6F €D 20 1 miZ3@nate.com
00020 34 36 34 34 32 20 EC 9E-AS EC 9E AC ED 9B 98 20 46442 Tpd??
0x0030 5B EC 9E AC ED 9 88 SD-4D €F 6D 6F 72 69 65 73 [?ml)Momories
0x0040  ZE 2 2ZE ZE 20 30 31 31-33 31 33 32 3T 36 37 20 .. 0113192267
0x00S0 25 30 30 Z0 31 39 3F 30-30 33 30 31 Z0 3Z 3Z 3 300 13300801 ZZZ
0x00E0 33 3§ 35 33 33 Z0 31 20-31 20 25 30 30 Z0 2§ 30 35539 L 1 300 30
0x0070 30 20 4F OD DA 4C 49 53-54 20 34 20 3L 20 31 35 0 N..LIST & 115 |

[ 152,168.1,100:2596 = > 711,734,239, 112:5004 * 170 bytesin 4 packet(s)  DiSPlay type:
¥ 211,234,239.112:5004 => 192.168.1,100:259% * 32,383 bytes in 28 packet(s |HEX

] J
J2! 18, “LIST 4 "9} XI7HE

Total 33,003 bytes in 32 packet(s), Session time: 11 second(s)
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@ PasswordsPro - [TEST]

BEX

File Edit Miew Tools Service 2

G- - & -

dd | =

&3

User name ] Hash

| Password

Comments | Hash type

[Fnateon_Passwword SadabBelifaiidZel 7d44c3dF 100065

< I
Mask attack.

Hash type For attack: MDS,

Time elapsed from attack start: O days, 00:00:03,

Time remaining: 0 days, 00:00:43,

Tokal passwords quantity: 100000000,

Passwords processed: 6441257 (6.4413%).

fverage speed: 2147086 p,l’s

Current password:
Ready

MDS

Users: 1 Passwords found: O {0.0%)

(33! 19] =AIZ2r THEl 8XiZ| A= HAM

' PasswordsPro - [TEST]

SEX)

File Edit Miew Tools Service 2

EodlR -&a-R- X2 & |be

=

&

User name ] Hash

| Password

Comments ] Hash type

Onatecn_Passward Sadanfel3fa31dzel Fdd44c3dF 1090654

<]

Current password:
Feady

9573425340neaneeyes@lycos.co.kr DS

i)
20:59:53 (11/08/2006) Password "987342340neoneeyes@lycos.co. k" is founc

Users: 1 Passwords found: 1 {100.0%)
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b1234567, ccc000, 5)
L SWISFO] e ZRE Bl o) FoiAA @
O PO
AR ALAEE F190817] 47 7] AeA 9
72e A7NA) G434 HAGS g Fed, 3
@ fa9=g A4S J2E A2SH 44D 2
S 24 7122 ol A§AS] F2 AHEE
® For AA9E 28 7129t 4AE 52 A
#8374 B2z J1FE e 2o
$ 24 EART )Rl H2YE
LBARET Fe Hads
L 9P 0T THY HLNE(E o, aml122
b1234567, ccc000, &)
- 2U/9)2] AR ZE TS o)2oid I

2
>

A IHY AEE Ast ted 22 [ 3
e 7IEoz 43S IR ET [ 3]Y 2FH=2=
54 BAET o] R0l H2AHE H AN 7 BE
EAE AFEE dAHE(SeE HEo] gle HadE
& 29, 6~848 Zold Aad=, Ted Hd
1 sjaH =] th £4o] 7hesttt.

221 3T 2O SE= d¥9Hs FREHY
71EHQ &= g A9 87 27(s Z2a9e 48
o, CPU AHf& 3)oll metA fEH o)A e
A HEHE HA AT dotEe Ade E20] "o
g =230 4% AFEHY ¥4 CPU @ dE

Md

tlo ¢

N

[F 3 H2f=9| HElQt HE Al

No £ 74 B39 & [An% 3 3% % 24 Az
1|22 10 6 1,000,000 A0 o 22
2 |27 10 7 10,000,000 2] ¢ 5%
3 |23 10 8 100,000,000 Ao} o 502
4 | 20 10 10 10,000,000,000 | &t oF 147+ 30%
5 |- Ad2(ERL 1| 245 26010 | 6 2,600,000 20 ¢ 32
6 |- G2 1| 27 6 26010 | 7 26,000,000 Ay o 12%
7 |- daER 1| 247 2610 | 8 260,000,000 2y o 28
8 | AXNEA 2 || £A 4 26 || 10 6 6,760,000 A ¢ 3%
9 |- A2(ER 2 || 2745 26010 | 7 67,600,000 Ao < 31%
10 | - AAE)ER 2 | 7 6 2610 | 8 676,000,000 Ao oF 5% 10%
11 |- G283 || £ 3 2610 | 6 17,576,000 A &7 2
12 |- AAER 3 || 27 4 %6010 | 7 175,760,000 Ao o 1% 30
13 |- GAE)ER 3 || 4 5 26010 | 8 1,757,600,000 A ¢ 158 30%
14 | - G223} 26 6 308,915,776 Ao oF 2% 30%
15 | - GA2(W)EA 26 7 8,031,810,176 A o 147 108
16 |+ GA()EA 26 8 208,827,064,576 Ao oF 19 1047
17 | - 9227, 4uEd - 52 6 19,770,609,664 A 247F 308
18 | odre oot HSEE RSN 52 7 1,028,071,702,528 A} 69 2047
19 | TERx, JylFTE d5E4 TAEE 5 8 53,459,728,531,456 Ao} o 280Y
20 g, (BRI SRR A | L 62 6 56,800,235,584 At oF 747
2VE.06301300, Hpd SFRE 2% | | 62 7 3521,614,606,208 |  HT} ok 209 34|13
22 WepEA, HUER, L b, 62 8 218,340,105,584,896 Ag) ok 1,1209
23 | VB8Ex, HUEA, A, E<EA3RA) | 9% 6 689,869,781,056 | i ok 3Y 1547
249] (BbE ), gq];;é}‘,ﬂ_g_z% ﬁ_f‘?}(wﬂ)ﬁ%‘g 94 7 64,847,759,419,264 A ¢ 3709
25 | VBRSE A}, MR}, 34l SERH3RA) 94 8 6,095,689,385,410,816 10,0002 o]4
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