BHRESESHXE
$B17% $H2%, 2007. 4

HEFJAE FHIER] HIAAE 8
Authenticated IGMP*

Z8 M gy
f=E i)

Authenticated IGMP for Controlling Access to Multicast Distribution Tree

Hyun-sun Kang,” Chang-Seop Park'

"Dankook University
o of
- =

¥ =FddA= IGMP(Internet group management protocol)s Hw3}A AME-3rega] HHAslE DoS(Denial-of
Service) Ao 25 €] HENAE B ER)E BEs] 8 IGMPY Btdd 758 g7 028 AR A2Ale
719 A3l [P e AE ofFe]A0]41Y] AdA H4-& 93 A 5 W E 39} vj=x 2 7
© 2, CP(Content Provider), NSP(Network Service Provider), 5 #¥(group member)ol] tgt A & 79} 34 ot
A7) e REAEY Y (bootstrapping)S A3 7] He7y =T AA sk

ABSTRACT

Receiver access control scheme is proposed to protect multicast distribution tree from DoS(Denial-of Service) attack
induced by unauthorized use of IGMP(Internet group management protocol), by extending the security-related
functionality of IGMP. Based on a specific network and business model adopted for commercial deployment of IP
multicast applications, key management scheme is also presented for bootstrapping the proposed access control as well
as accounting and billing for CP(Content Provider), NSP(Network Service Provider), and group members.
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Query Interval®] i=m-14 F<F AHYlA A&
(S, G)=(CP, maddr)?| 7}d¥ ™, group index j=19]
General Query Intervaldl| 7% 1, -3 2 Join
Group "N A% Querier2 X}

Join(S, G), TSuostt, MAC(Kuosn1), Access_Ticket

Join(S, G)&= Join Group® T3 Heiv|eie 4§
224, 53], S& CPE AHAo] Hi, G& maddrE A4
Ae) A} TSuowt (S, G)oll 714 A Hostio) A3
et ~slzolr}t. MAC(Kuow) = Host;®] 1P F29} &
A Join(S, G)2 TSueu s 714E22 AAHE grolrh. &
2 WAAE 54818, Queriers WA NSPe} 68
Kvrs 7|HEe. 2 ATEA S B35881 Access Ticker
of £ AT Kuesn s TH2ZH MACKnosu )&
ol 4= Qleh w3 dccess Tickerdl IEE] e
channel®] GEZIAE At F (S, 69 (CP,
maddr)7t &4, A dZ2= ] = Querierd] A
Bl ZeAY29 subprefix’t LA, exp AHA|
UHeAE BT, B ZE A} 4BAIR,
Queriers= 3% 25 4By HEFIAE 7% 9]
3 SlEd 2Hsk 394 4 A 94 A4
£ ZE¥ B3] Queriere 4 HEFIAE 18] o
gl A EH HE Agzﬂ 6]-\:].

<channel, (x,, j=1, x,-), {(HOSt1, Krostt, TSHostt, 0/1)}>



10 JEAAE BHjED HI2A 01 A% Authenticated IGMP

A8l E 012 Host;ol 3w A2y AoA] &% 2
QA E vehdit], Holx gy &% Fq 2597}
7] wEel BElANAE 1F (CP, maddr) “Active”
Abglolc}. wkeF Host o] ARl Ae] HEPAE a8
< 9E3H e EE 0128 AAAY TSiwas
Ashe ol AMAFHd H-gslr] HsiAelt) o]
Join Group ARl A& $-F2 Group and Source
Specific Query WA E (28 5)olA B 73} 7bo]
Host, ol A2t 2l

Query(S, G)’ (19 Yi, j’ X_,), AMC(KHOSH)

Query(S, G)= Group and Source Specific Query3}
HA setelele] Ageldt (¥ 2)q] 7Hbsle, i =
m-1011 j = 10]t}. o1&1F}t Query WA A= Maximum
Response Time-2 B2 group index, query index$} 7
& A General Query Interval?] *}e)E Host; ol A
)7 A EHolr] &, Hosti ©|&% Query
W22 o] Swt8}R] =), o)A, Host; 2 tha-o] A
ABE A&}

Kriosty, (niny=1), (i=m-1,33), Po, TSQuerier, Access_Ticket

59 (2% 2)9} #e| Hosty’t General Query
Interval i = 04 o 5U% 2F (S, Gl AZHe=
7t o, A2 25w P T8 AT} (S,
Gyl A e R 23,

w3t Host, 2 FA9 group index$} query index7}
X3 S WA E AE) o)A, (S, Gl W7t
AR e o3t 2o] A€t

<channel, (x0j=3,%), {(Hosti, Kuosi, TSuos1, 0/1),
(Hostz, Kuos2, TSuose2, 0/1)}>

4.5 HEPHAE 5 |

General Query PIAX7F RuiA o, Query ¥ A2} 7}
A E e whA g ke g o2 A 7R e A$r)
olck,. A WA A $(case 1)¥ Querier’} A2 m
General Query Interval S A2317) 93 73-%oltt. ¢
9g A9g y, e 7|9ke 2 A2 hash chain y;, =
h(y), for j=1, 2, 3, -, m& AA5}3, hash chain®| F
E 3} o Maximum Response Time¥} & o}& Hzg}
el g3 @A AAAME "ok

Host
i
‘z.g ; Qlfzr er
Join 6roup
J0in(5,6), TSpaer MAC(Kyy,), Access_Ticket

Ack tod,

g t to Join
Query(5.6), (i, yi, J. X;), MAC(Kyyq)

Host

Querier
b4
~ =g

|¢-——e— General Query
H

Membership Report
Report(S.6). (j. x;)

< case 1> Query(* *), TS querie,. (0. Yo). Sig(Sq)
Ly < case 2> Query(**), TS querier. (i, ¥2). Sig(Sq)
< case 3> Query(*,*), (i, y;)

Host Querier
N =
*&v Leave 6roup

Leave(S,6), TSy e MAC(KH”,!)

Group and Source Specific Query
Query(S,6), TsQuerier' MAC(KHmZ)
Query(S.6), TSqueriers MAC(Kigsr,)

QUZI‘Y(S,G), TsQu:rier' MAC(Khoﬂw_l)

Membership Report
Report(5.6), TSupsy, ;. MAC(Kr, )

(18] 5) 2I5HE IGMP =258

Query(*, *), TSquerier, (0, y0), Sig(So)

TSquerier= Query AR 9] freshnessE 3 Zolm,
Query(*, *)& General Query$} I3 Felv]e] 59
Aol ag s XA 4l A, B 72 25w
© PoE o143 A& #3 F, selg & (0,
yoI} 22 e ARE A3

5 WA 7 9(case 2)= Maximum Response TimeS}
7¥o| General QuerySt B3t 29| wefv|gE WA
317] $g Aol o8 B9, #hef A By A oF
qulel a7 FURRIHE,
Response Times T2 m General Query Interval®)
AZ& A7) FA] F7HA A gt o’ WA wgt
Querier?] HAAMH LR H3E 4 9}

Querier=  Maximum

Que’y(*, *)7 TSQuerier, (19 yi)’ Slg(SQ)

it A General Query Intervaloll ™3 query in-
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dexolth wA1A] $=41 Al, 2 25+ AFH F
yia®) yi2 7| e g ANF Kyt dAs=AE HA
g}, =3k A7e el Agsld, 1FAW S query
B2e & WAL (-1, yu)S (G, y)2 AL

A WA A9 (case 3)E HEIAE TFo] ojAid]
o] AR E A7) $1% A¥AQ General Query
AR 7goltt. o] g, 2k 1FWHE query in-
dex9} query hash value”} F-E3HA| & 7 A}8ha, index
9} hash values AEF oz FATC)

Que’y(*a *)7 (l$ yl)

General Query WAIAE 44181515 @, Host7} o1l
2] Report HAAZ $538l7] Aol Hoste of¥) 2% (S,
&)l 7RI, (S, G)oll W A eo]ri(delay tim-
er)&! Max_Response_Times (0, Max_Response_Time)
HslolA A%E s 5% e 4

Repori(S, G), (j, x), where j=2, 3, -, n

elo]w]7} st ", Host: Report WA A& Querier
2 YW1, 84 group hash value$} group hash index
£ 7JAZTE Report YA A W8 x & 7O R hix)E
A &, Queriers FA18132 QH x.0] A(x)et Y
HAE ZARgdet gk #elell 4F8h, Queriers 3
AE BA, & je BE xS 2 gAIC

4.6 HEPIAE OF EE|

7k Host7} (S, G)E 2E3chd, &9 Leave
Group "IAAE Querier® A 43}

Leave(S, G), TStost, MAC(KHost)

Queriere (S, G)yoll T3 Abell AR A Hosts &l
3137, Host®] IP 549} 34 Leave(S, G), TSuowms 7]
who 2 AR MAC(Kuow) S Bz}, whef =halef A
F8b, Querierss #*8} 3% Host®] AtelAinel
AN EE 0/12.2 WAdT 19X g Hie o
A HAAE =g3) B (S, Gl Y BE 2B
E9] AenEs] 0/12.2 AAEHY, HEAHAE TFS
“Idle” A2 HAE T o-g3hs BEFAE B
At} wkek exp7t A7) Aol 2FHIL (S, G)el
A71el-g 98 A%, ARE Join Group NAAE $4
&3, Gk WAA} s, 1EE e e ES}

oHAl 012 AAE Aelch

282 a5 W7} Leave Group PIAAE HE3HA]
A3 BAHE (S, OF GE Yty 7pA AL 28
o, Wk (S, 6)e) PHR Y 2E W7} Leave Group v
AAE Agsia gEgE, FAMeR 2EF aF
e Abeiu|ESL Ad 012 A= Q7] dE
o, o)X= F W] General Query Interval 53t 3|
3 Audez Bggd =S {11l gy
Queriers HEINAE EHH o] g AA3]
A3 Group and Source Specific Query WA A E HF
glok g}, (28 5)ellA 2} Ze], Hostyo] Leave Group
HAA g F (S, 6F gHst 7HE8kAL L =
{ Hosty, Hosts, -+, Hosty }-& Querier7} F-A18}1 9le
S, Y &F 3 aFddzta AL 2 F M
= { Hosty, Hosts, '+, Hosty. }<& FAH 2R (S, G)F
2Eg 25w e, dg AdguEs 43
012 A= glckz 842} 22]®, Querier: FE%
Report W ARAE A8 74 Group and Source
Specific Query AR S L] 7k ZFAHAA 2=
U7 A E(unicast) gt MY ZF 2EWE & o] (S,
G)E 2H 37 &) Mo Y 2FU 2 HE]9
Report "X A& A$HA ¢l 25, Queriers L
ox] M& AtAige) s8R %k Hostw s &% 59 1F
drlo]7] W&o Report WIAAE AEFE Holm, (S,
G)oll Aolx 4o aFwrl EANgE 29l
Queriers= 1ENH7} SASEZ Group and Source
Specific Query M|A1A S Host oA 4312 b=t
Z. Group and Source Specific Query "|A1X|2] T2
EAL AR Ag glo] HEF 2FWHE e 7o)
ohe}, (S, G7F HA13] &% FAVME AAs] A%
o]},

V. 41 =9
5.1 =g Query HIAIXIOH CHEE QMM

A Bl Q2% General Query WIAAE HelF 2
Espy] 9 A v Querierst ZTEFME 7
ol 3t 4% 2F7] 714 MACE A8k 7
otk ZEIIE AHEEle el AR A8 B OF
Well Al & §HY General Query WARXE X<
Rolek. #A)ak, A8l A9 2= 1578 7]
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g, $3 P55 & 5 9ok &, 429 Query
A2 E $A 4 glok weba) 28] 74k MAC
< A28 Query HAA ] HE Ao gE sl
Al egek o2 w2 Query WIAAwh FA A
AAH she whAo] alReh, AL He g ol s}
£ & AR Q18 DoS A6l =29 4% 9o}
= ARl EAgeh FAATL Query AR ol A
o2 qdele] 24| dlolelE FRsla, MEylez
A&H o2 e a8 drim speal g WA
7b frASHA] edchy sl s, aEWWE 3 A9
o] gals % Aoz A A7k Awely] W
ojc}. o]} e FAHE sty B EFoM:
Query PIAX| 8] Q128 )48 query hash chain®] A}
< Algkstalet. 7 query hash chain®] FEZ-E Query
stetolel e} A Querierel] <J3) AARAT 7] wjEol,
o]¢{ 2]+ query hash valuel 4] A<le] Lubsf <4
22 QI3 MACoI} AAAHeZ By Par} ¢
t}. query hash valuet= Querier?] A %% 9% o
3] a9 eel e G S Frh 24 2FEE AR
<+ query hash chain®] A€ o, AAMHoE B
H Query H=telel S A8t AR} sh|ut, mhek
#A query hash chaing $h313] AH8-817] Aol Query
gepale) & A Dot & AN IS General
Query Intervaldl 2ok & Query Wl XA = w3l &
Aoz B FEojof gt}

b

Que’y(*: *)a TSQuerier, (l’ yi), Slg(SQ)

ols} & AL FAAL VA Query interval®)
query index®} hash value (i, y) & Z27] w0 9]
A g8 DoS FHo| Erlssich Wby, 74 154
e AHE 3] "ol 9A o, y)7t FEIA A
Absflol et Host7} (S, G)oll 7H3]8t3, Querier® 5]
tHt 2L $9 WARAE wethn JH Al

Que'y(sa G), (l: Vi, j, xj), WC(KHost)

Host7} Queriere]l ¢j8l A4 = query hash
chain®] $EZ yo& 7HX| 2 A gdrizlE, MAC Fo)
fraslcld query hash value y, & 8¢ 4 ok
Kuost= Queriers} Host AH41wko] &3 g17) wfj#o]c},
Join Group " A|A|el] Y&t S Group and Source
Specific Query WAX| o= HA General Query
Interval®| Y3 group hash index9} &7l group hash

value7} E3HE| oo} g} 13| 90w, Queriere] &}
& 3= group hash valuet: 79} 3\A9 727}
2 ¢ gl7] d&el Querierr} £33l P58 £ x 9]
t}. wtF Group and Source Specific Query WAA|7}
group hash value®} A9 group index ;& E 314
W=tk 7R 8kA) e Querierst U919] Host 258
Join Group WAA| A& of the3) 7k o) X% A
39, Hosts thd General Query Interval $9F
G+1, x) WAL (ret], xpen)S ASE Folm, o] &
8 3334 el o B2 group hash value® ¥
Zolct,

Que’y(S’ G)’ (l, Vi, j+e)’ MC(KHost)

&A=}, eF group hash value?} Group and Source
Specific Query WA Ao E3Hchd, group hash chain
o I $4°22 Querierel] 93t o)2iF THL
A 4 A ek

5.2 IZF Join / Leave HIAIX[O| CHEt CHEA

MG = {(§), G1), (S2, G2), '} & B AHH Aoiix]
25 3 2elaE 2§ Adeletn sk, HG,
1,2, 3, - F (S, Gl 7817 Ad e g A
goletx skl FAA} & Huyleg f2e e
MEE EQFL $91A1717] fllA, & A2 des)
£E IF (S, 6) € MG 7RIsh7] sl fag
Access_Ticker®F S+ 238t Join Group WA A|E PR 817
A Kuoa?t 3100k T}, wheb] $-53 Access Ticket
$olE DoS 342 #7bssic). @, TA} Ay
ZEF9zE 2 o33} 22 Join Group WIAAE #
Sk 7P8ER, Hosts ABY AbelA (8, G)¢] #t
=t 2gHel L, (S, G)F gEITIT ZHAEAL

Join(S, @), TSuost, MAC(Kuost), Access_Ticket

Queriere AR Ao 2 o33l HeldAE =z
Ao & FEE Zolth o] w, A g An
Yo B oA Edfgo] 908 + 9= F=F vA]A]
£ 7|4 & DoS ¥4& AEF AHelot A%, a3
VA A] ol TSos FFEHRIE1E E3s}3 §17] o) ol A
2 A2 9] AR sl (8, 6)9 w7t
2] e g, Queriers TSnsrs TEE (S, G)Y A
HARE FA gk
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o1 jol e} |G > 0% APsiaL ek A
HGoll 2850 Sl BE 15987} 447 A 2
2 Leave Group WIAAE AR <+ dohd, (5, Gyt
B e AE EdgE Ak Aol 3lR|9, o]
& DoS ¥4 HGoll E3Fs]o] 9l HostY Kiow S
na29 E7bssi

Leave(S, G), TSHost, MAC(Kyos)

5.3 Host2| SAIFO! 7t

Host’} [HG)| > 021 KB 49 (8, Gyl 7131 &
dok 7pskAL (S, Gt AT ElAE B
2 ofn] AEyleR 44187 )] H¥ell, Hosti= (5,
G2 HAACl 719l glolx &Y Edge 2
& Qleh #ARE, Wk HGY RE 189wy} gEs)
9, A ol HENAE EHHE Hostr} HAH o2
(S, Gyl 711 & wi7ka) Aoz g o)) ot
2hx, 289wy} A& o2 HEsAE uAE 5
Als7] fsiAE WAl 7lele] vkl s,

5.4 HostQ SA|XQI EtE|

$1219] Host+ Leave Group WIAA18] $41 glo] &
Ao e F 5 glod, ohg9 F A9} e &
k. A WA, Host7} 4B A (S, G)9] =kA]e o
ez, BAH g dE3tiy 7Pd sk} Querier
© 2E G 5 7] Qe gelaE Edge
o)) = F W 2] General Query Intervalo] A'g w7}
A #g rdleg x&xog feldn} = WA, o
™ Host7} HAH o2 HEFJAE 18-S @3y, 2
¥ = o} Host7} HAH 2 9E3 H$-5 7148}
2} o]ol 2hE 739 Queriers Aol ¥ Group and
Source Specific Query WMAA|ell & -S4l Reporr
A7} FAHA dow HEHNAE YL FA
et o qlekh uba, 2k Reporr WA R[7} A=,
HEAE B 4684 Ad A} 7Ho] A}k
A & etk

Group and Source Specific Query WA A& Hoste}
Querier7} 3% 7]Ql Kuouoll 7]4k3}0] /P40 2 <)
ok ok & 7Rdl 2Eu 7t A By Abol] T 9
1 gl Repor WIAAE SEsly] Slafd, oxsl

Group and Source Specific Query A A& AT &
enz wE agdst 43 25706 7wk o
FUFE AL 5 gl 5.0 A] AF8 R o)
A5E AalA A S AMEshe A ®3 DoS 34
ol WkAF 4= gl7] W&o A FslA] ¢k

tHelAlE, (5, 69 &% FU aFUHZIE
Report WAAE $41817] A7 ZEEojo} k=
Group and Source Specific Query WAIA| =& A4k
o wE (S, 6)8 &% $9 1EUNY el s, o]
F o™ Host7} Leave Group YWAAE £41 % (S, G)
£ 2E g /AR w3 vE FAHLE (5, 6OF
2 g aFeka 7bg Al wHeF Queriery}h A B
AellA] &5 3l dololes 2FUE Ad-E 5 gl
9, {w-vywhe] 52 24 3] Group and Source
Specific Query MAAE A1 ¥, s 259wy
E] Report WIAA & 42418 4 Q18 Aolch. Reporr 4]
A& A817] A F /NS Group and Source Specific
Query MIAIXE $AF FEL (v} {(w-v)(w-1)}0]
oh. odubge2  Queriert  {vw} {(w-1)/(w-1)}
{(w-i+2)/ (w-i+2)} - {(w-v) (w-i+1)} 2] GEZ i(>2) 7§
Group and Source Specific Query WAAE 441 &
Report A2 $AIE ¢ olv). weld], A4S Growp
and Source Specific Query WIAX|2] 71iA = e
Zro] AAd % Q.

o 0|

oy (WU S vy vy
BD=1-(Xol)+ 3 (Ly2=h

4o
( w—i+2 X w~z'+1)

(23 612 #19] A& 7[ke g g A3l Axz

A, $%E Group and Source Specific Query AR

viw

(3% 6) Group and Source Specific Query
olA|X] 2] Z{cHx]
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o 1A A7 (vw)e] BTl A & 5 ik
(ww)7} Z7FP A% Group and Source Specific
Query WIAIR) 2] a7} HAA LR F71eh, wel 44
sk A9 FEEe & 5 sdrk (2™ 6)lAd £ A
zbo], Queriers Report WIAAIE F41817] &) 1ot
A ¥R & Group and Source Specific Query WA
AE o2 g} & (vw)7} 0.4 0131 b, 1] =
£ 2789 Group and Source Specific Query ®A|A]0]
W st

5.5 A2t H7EH

CP7} Elsl~E 25| 3t group hash chain
$ AT o, dEA2E A9 717t group hash
chain®] Zol& 3 x| 4 qJt}. 4 & £, General
Query Interval®] 2%-0|3 HEFNAE A|Ao] 342 &
ot #]%-= e}, hash chain®] o] n& 90(=180/2)+a2
AL} o AA A AR A17EE 2| Host7h A
Byle] HejA 2B TFel 7S A AZHAE
T3t ofFolch A7 HEF2E Ao &l A&
3 o), Hostt group hash chaino] £33 JZFE|AS
& 5 slck delvil~E 2o 4 2Fdne He
22 e A& A& st General Query
Intervaldl] 93] 319 group hash valueE AH-3}7]
-2l Querier7} ZFWHERE 43 group hash
valueZ A BY 2| HeF|2E B0 R Qla AT
VEHZ gis Fa4E F8le 247 2 5 Qlch
CP+ NSP7} $A)8he= W EHA J2rE AHEjteR
4 BZYAE 7Agsly] dEel, CPe A 27 ulE
E9% Aol wel NSpel|Al Al &aof gk},

NSPE Y 425} 2L 7183 UEHZ A
2ol dial Hostell Al F7& 4~ gt} HE|FAAE ]
2 dF9 F7PHA Aulzol7] dEdd, NSP+ HE
AN2E Mu]2E 873 = HostollAl 37144l 859
A5 A} AR, NSP7F AAA 02 Hesf2E
HENZ H2S T olt)Y(Ethernet) 22 W EH
2 vltele] Ffroll sl Hostoll Al 7371 42 &
o} & el AEYl v|tjeje) 3 Hostrb F W,
Querier= BEFIAE d]o)El 28 (datagram)S- A B Y]
02 kg AR 1 25, A B o2 HostE:
L Q% glolx HEALE do|HaydE FAY 5 3l
o} o)2jgt FA ol gt A At S FAAL (9)eA

AF% AT} o] Querier7t BEFAE Hole|29E&
A Bzt 2 FH el dfa] 22 ofA] hsgsle A
o]

o} &xluh, 1 WS Querierell YA AXLA e
S AN}, ARA 2 CPrb SE23A oA Host
2HE Ay 879 4F-E NSPlA AFete Aol
el o]t

5.6 HZalet ANY b=

Querierel] thgt wlze] Q78S A ARyl 3t
FA a2FW e g HFuelch 7 Helsl2E aF
(S, G= &9 dlolel & Al sjof et

channel, (xo0,),%;), {list of pairs (Host\,Ktiost, TSHost,0/1)}

B()7F 1288 E &4 ghe A sk A7) =3 128
v|Egts 7HEAE wE ABYY (S, Gl 7Hlse
2F9H ] fetm s, HENAE 2Fl s 2
26+(16+2+16)-w(4+16+16+1) = 60+37w HEo]E7} B
£3}c}, query hash chain y. E3 Querierd] &8 #
AR}, General Query Interval®] 120%0)31 m=180
olgkx 7}A&}AL I thE, Queriere case 12} Query
A28 A = 6Xz2dulel Mg 2l g FE
Querier’} case 29} case 39 Query WIAIAE Y3 2
23 & AP fdide TS FEAQ wbe]
k. b yooll A y7bA 9 ZE 8513k AAsle
Ao, thE s DA yu - ARSI m-1HS A
W fATTE ALFeRN 35 Anlste Aelth
ukef mo] 2 grolebd ¥ Y BT wlAgA et o
qke 2, T} intermediate hash value(e.g. y10, 20, **s
yis0 when m=180)7} #l2] A4k AAE A Querier A
A p & A4 A% FEI) wme Yodo] F3EL
ol Helch webAl, F71 W22 16« (mic) o] E
= gusdol s, y, & A A% A o2 413
dol L} = T4 9549 intermediate
query hash index®] Ze)& Jebdth. Zt Join Group
m) A=) ol 3l Querier= IS Access_Ticket B33}
9} MAC(Knos) A4HE 13 T2 MAC 2bgie] 4238
g}, Leave Group WA Al Al Queriers -4 L
F 4 539 9T KuwrE HAT F, MAC(Kuow)
S A% MAC A4S 438t} 319, Hostoll Wigt
vxe] Q7L 71qigt HeEAE 2Fl Hg AR
[1=3

[e]
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[Z 1) Memory and Computation Overheads for a
Multicast group

Memory General Join Leave

(bytes) Query Group | Group

2 MAC

.| (60+37w)+ | (¢/2) Hash +| 1 Dec +
Querier | Yewmic) | [1 Sigl* | 1 MAC E“ET)
230
(d/2) Hash +
Host g 'Jzn/d) [ Vet | 1 MAC | 1 MAC
[1 Sig]" : Query(casel™ case2)ol gt A+

[1 Ver]™ : Query(casel 3} case2)ol] g A= &kel

E(T) : Group and Source Specific Query
HAIA] 7] A)

Hash=hash operation, MAC=MAC operation

Dec=decryption operation,

channel, Kuos, (1, Xu, J), (i, i), Po, Access_Ticket

query hash chain® 4], intermediate group hash
value 52 (1, xn, j) WA FAZE $ Q) A& B4,
n=1000]2 F702] <1432 intermediate group hash
index 7+ &} d=5U W, x5, x15,%20, '+, X1000] 7] A
Ab=| a1 AR s)4i ke el wetA], group hash chainel]
A3} 16 - (wd) vlo] =7} F8 e},

PoE $13F 128110 E9} FA| channel& 93 261}0]
E, Access_Ticker& 1% 420H}0] B, TSy & 18 168}
°|E, (i, y)& 1% 18u}e| Ev} Fosdlcty 7pAE o,
Hoste 7118 Wel2E 286 e 742 16 -
(n/dy+2308}0] E wWlme2]E HHafof gk (X 1]
IGMP 8 | A]%] 2] A, Host2t Querierel] g} v
wejo} A4t 7S Vel

5.7 J|1& J1¥1te] Hlw

(£ 2] & =2l AR 7|43 A ohokst &
Z FAAL H2A e A HAdE ebdc
ANBEAE A 2 FWH el 7 vl A2 Al
o7t A Bl FARA ol dlg FAoF Qs ¥
dag del2E Edige] Byl 44]9 3l
t}. DoS 42 Querier = IE9HE B33 o
Eg Aol did 34 dsuiale B3

AHge e fErbssich 510 AFe A

(2 2] 7I& $AHA H2H07|gnte] Bl

Authenticati | Replay DoS Prot?ctlo Di K.eg' .
on method | Attack Attack | 1B for [Distributio
Query |n Method
1
%2% None insecure | insecure | No None
(53 MAC secure secure No Token
(6] | signature | insecure | insecure No Token
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