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ABSTRACT

USIM(UMTS Subscriber Identity Module) technology that accept 3GPP(3rd Generation Partnership Project) standards
for information security supports security function in 3GPP. Supported security functions of USIM are confidentiality
of user identity, mutual authentication and key agreement between end user and network, confidentiality of user data
and data integrity. It is very important technology in wireless network. It makes secure environment that user and
service provider can use securely mobile service in network. In this paper, design and implementation USIM security
module that supports common network access method and authentication protocol in 3GPP and WLAN(Wireless LAN)
and AAA (3A-Authentication Authorization Accounting) server system based RADIUS.
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[USIM] [FileSystem] Check PIN

[INTERFACE] GetPinNumber() Called..
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Data)

[USIM] 69 82 i.

[USIM] Data Info : [==>> APDU Request
Data)

[USIM] 00 %0 00 00 08 N
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P2=[00], Lc=[00], Le=[08]
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Success]
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NAS-Port-Type = Wireless-802.11
NAS-Port = 505
NAS-IP-Address = 129.254.219.73
NAS-Identifier = "NGMT1"

auth: type "EAP"
Processing the authenticate section
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26 to 129.254.219.73:1645
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= 0x00000000000000000000000000000000
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