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ABSTRACT

In connectionless packet network, if a sender encrypts packets by block chaining mode and send it to receiver, the
receiver should decrypt packets in encrypted order that is not received order. Therefore, the performance and efficiency
are lowered for crypto communication system. To solve this problem, we propose packet encryption scheme for
connectionless packet network that can decrypt the packets independently, even if the received order of packets are
changed or packets are missed. The scheme makes new I[V(Initial Vector) using IV that created by key exchange process
and salt that made by random number.

We propose extended Cryptoki API that added packet encryption/decryption functions and mechanism for improving
convenience and performance. We implement the scheme and get result that the performance increased about 1.5~15.6

times compare with in case of implementing using Cryptoki API in the test environment.
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- salt = random number

- NewlV = IV xor (0's padding || salt)

- CipherText = Esgnewv(PlainText)
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AR Sz,
- salt || CipherText
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- NewlV = IV xor (0's padding || salt)

- PlainText = Dgk Newiv(CipherText)
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for i =11t n loop
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salt <- random number;
new IV <- IV xor (0's padding || salt)

send {salt || Ekey, new n{payload(i))}
endloop
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for i =11t n loop
receive{salt || Exe, new w(payioad(i))}
new IV <- IV xor (0's padding || salt)
Doy, New 1Exey. new ipayload(i)))
endloop
4
fellA Abslfule} o] AFle] £ FAof Fa}
Al Huse 5 9lerg Mre —5#7}24%1 Wy g
F7FA Q] Alste] HastA] edck =3 alEl Hzlef of
27} WAt AAE .7F Bk, "IXF‘; A2 A7
£ g3l dFstnz AgzlS AAst] Hsted

1. 2IBRK IV 44)

2KVEE [

2KIVHE

AS-5E ohA] A4S 3R] et

Ak 24 A7 A4S 3 4E 2708 A4
Mz o IVE A9 ¢ud e gale) 499
FsiAl 719 78S fA 4 A ") w2ty
okl 5L 7} $lete] FAA} FAAE
F59 gtayle IVE ARy, AR GageE 59
she R ES AMgslokeich

w

21

I

HZIEAME I8 Cryptoki #F HHUS

B =rolA Aekdt AlgE A0S AAA AR R
2l Cryptoki API®l A-8-31, 538} sk dahe ot
2 o] €8 4 Ut
{

C_FindQObjectsinit;

1V, Key <- C_FindObjects;

C FindObjectsFinal;

for i =11t n loop

do &N

salt <- C_generateRandom;
New_ IV <- IV xor (0's padding || salt)
C_CreateObject <- New_IV;
C_Encryptlnit;
C_EncryptUpdate;
C_EncryptFinal;
C _DestroyObject;
send packet;
endloop:
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{
C_FindObjectsinit;
1V, Key <- C_FindObjects;
C_FindObjectsFinal;
for i =
receive packet and extract salt;
New 1V <~ IV xor (0's padding || salt)
C_CreateObject <- New_IV;
C_Decryptinit;

It n loop

C_DecryptUpdate;

C _DecryptFinal,

C _DestroyObject;
endloop:

$1} 3o Cryptoki A-8-3h4 2wt 1v7} 2e}
A7) A&l A2 IV AHE A AA dEL
C_Encryptlnit 4 C_Decryptlnitol AALZ Asle]of
gie}, wheba 2lg3E 2312 Cryptoki APLZ 743}
A $19] loopl] At i Hzletet Fefslofeliin
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stsdch A2 F713 Cryptoki <= C_PacketEncryp
tinit, C_PacketEncryptUpdate, C_PacketEncryptFinal,
C _PacketDecryptlnit, C_PacketDecryptUpdate, C_Pa
cketDecryptFinal oltl,

C_PacketEncryptlnit 4 C_PacketDecryptnit®]
= A (2% 519} 2ol hSessions C_OpenSession
of gty A AR FES Ty, AAUES A
AL £3 3 daEE 2 d3=f A
hKey$} hiv= 7133k o5t A 9 AE k5]
¢ IvE AR dEelth

C_PacketEncryptUpdate™3 33 ulSaltLentg2|
= A e PJEL gE3en 43 A saltE
ADFc}, C_PacketEncryptUpdate®] T4 A9e (o
3 6)7 2t

pPart= ¥ tlole]e] EQIE1E A|A 3|31, ulPartLen
£ HEolg ZolE XA pEncryptedParts= 3.
& A3 w9 TAeE ARSI, pulEncryptedPa
riLene & T 2% AL Hee] I E AA
e} pSalte AAE salvh AAE vinle] ZHE A

CK_DEFINE_FUNCTION(CK_RV, C_PacketEncryptInit){
CK_SESSION _HANDLE hSession,
CK_MECHANISM_PTR pMechanism,

CK_OBJECT _HANDLE hKey,
CK_OBJECT HANDLE hIV

%

CK_DEFINE FUNCTION(CK RV, C_PacketDecryptlnit){
CK_SESSION_HANDLE hSession,
CK_MECHANISM_PTR pMechanism,
CK_OBJECT_HANDLE hKey,
CK_OBJECT_HANDLE hiV

%

(228 B) C PacketEncryptinit, C PacketDecryptinit &5 el

CK_DEFINE_FUNCTION(CK_RYV,
C_PacketEncryptUpdate){

CK_SESSION_HANDLE hSession,
CK_BYTE_PIR pPart,
CK_ULONG ulPartLen,
CK_BYTE _PTR pEncryptedPart,
CK ULONG PTR pulEncryptedPartLen,
CK_BYTE_PTR pSalt,
CK_ULONG uiSaltLen

¥
{3& 6) C PacketEncryptUpdate & 9l

CK_DEFINE_FUNCTION(CK_RY,
C_PacketDecryptUpdate){

CK_SESSION_HANDLE hSession,
CK_BYTE_PTR pSait,
CK_ULONG ulSaltLen,
CK_BYTE PTR pEncryptedPart,
CK_ULONG ulEncryptedPartLen,
CK_BYTE_PIR pPart,
CK_ULONG_PTR pulPartLen

(a2 7) C_PacketDecryptUpdate &5 Ml

8L, wiSalt-Lene A% salt®] 27)7} AAE .
C_PacketDecryptUpdate 33L& salt} ¢3E& 9

Hulol tF F-S B33eln HES AFUct C_Pack

etDecryptUpdated] &=+ A9+w (¥ 713 2t
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CK_DEFINE_FUNCTION(CK_RYV, C_EncryptFinal}{
CK _SESSION_HANDLE hSession

CK_DEFINE_FUNCTION(CK_RY,
C PacketDecryptFinal){
CK_SESSION_HANDLE hSession

},.
(13 8} C PacketEncryptFinal, C PacketDecryptFinal &= 4121

C PacketEncryptFinal®t C_PacketDecryp-tFinal &
F Aele (29 8] 2
el A A7 E P+ 2
of AAE k3 AR 7 AR Aol TR}t
EARA S 53k o AZleic} IvE AN 280}
LB 2 C PacketEncryptUpdate 3-8 WHE 553}
=% thest 2o] 7Y 4 ek
{
C_FindObjectsinit;
1V, Key <- C_FindObjects;
C _FindObjectsFinal;
C_PacketEncryptInit;

for i =1t n loop
C_PacketEncryptUpdate;
send packet;

endloop:

C_PacketEncryptFinal;

M

A9 B35 AR T 2] 79 4+ ek

~

C_FindObjectsinit;

1V, Key <- C_FindObjects;
C _FindObjectsFinal;
C_PacketDecryptinit;

Jor i =

receive packet and extract salt;

1 ton loop

C_PacketDecryptUpdate;
endloop:
C_PacketDecryptFinal;
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