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ABSTRACT

In cryptographic devices like a smart-card whose computing ability and memory are limited, cryptographic algorithms
should be performed efficiently. Scalar multiplication is very important operation in Elliptic Curve Cryptosystems, and
so must be constructed in safety against side channel attack(SCA). But several countermeasures proposed against SCA
are exposed weaknesses by new un-dreamed analysis. ‘Double-and-add always scalar multiplication' algorithm adding
dummy operation being known to secure against SPA is exposed weakness by Doubling Attack. But Doubling Attack
cannot apply to sSABS recoding proposed by Hedabou, that is another countermeasure against SPA. Our paper proposes
new strengthened Doubling Attacks that can break sABS recoding SPA-countermeasure and a detailed method of our

attacks through experimental result.

Al
=

Keywords : #3d &3 sABS 8/=2Y, &y ofd 2z

o

A4 2006 109 30Y; A=Y 20073 29 59 (C1090-0603-0025))
"8 dye FJREANR 2 JREAAFNEL] Ui ITd +t A=}, ZAA A} heeseokkim@cist korea.ac.kr

TAE AdAde] d7EARE FPEY-S" (UTA-2006- ¥ wAA A}, christa@etri.re.kr



116 SABS ¥e9] ~7z 34 4

A

A8

of g N2 g ey 34

.M E

AF7HA Y B s Alag] AAAELS ot
A el EAl9 A2 o] AR AF &
2| E-S At sk dAEL s L kA ol
g dae|EEAE 78 AN =R X $ot
el AR o] svhke Aol dHA L, o] 2FE ¥
= 719 & dobd § = FAd F-A(Side channel
attack)e] 2/4FH. g4 2 FACE A
Z9] 27 (fault insertion attack)™'), X7} 7 (timing
attack), HH A FZ(power analysis attack)’™®, 1
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4312]Z 1. Double-and-add scalar multiplication
43 A point P,
d=(d,_,d,_,..dd,

24 Q=dpr

1. =P,

2. For i=n—2 down to 0 do :

2.1. §=28.

22.1f d,=1, §=5+P

3. Return §
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SPAS] dl-gf ez AHd
Hoj] Abgtgle] tin] &
= ol

o dae]ES HE A

AHdummy operation)&- <83}

<w8]Z& 2. Double-and-add-always scalar multi-
plication
418 A point P,
dz(dn-—ldn-—Z'“
&Y Q=dpP
1. Slo} =
2. For i=n—2 down to 0 do :
2.1. sfo] =25[0].
2.2. Siil=s{oj+P
2.3. Slo]=25ld].
3. Return S[0]
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3.2.2 Signed All-Bits Set(sABS) 2|3Zl

ula 718 dddsisle] A 4 ik P
Hhlo] SPAS] = ohE d-g e AA=Hc

Hedabouol| 23] Alekd v} sABS 224 Hh
& g 7]9] B E gho] 04l ¥ glolx 13} 129
HHEA A Wyolek

4312]Z 3. sABS recoding

8 An odd scalar d=(d,_,,--.d;,d,),
€Y d=(d,_,,d,) d,e{-11}

1. For ; from 1 to n—1 do

1.1 k[Oled, k[1]d, _,, k[2]—d, _,.
1.2 d'i<—k[1—di],d'i_1<—k[2—di].
2. Return d

daelE 3elA e ez Z]Ee 00018 111141 0
°] gt Hel2 AFY 5 Uvhs AL o)gste] Al
= FPgelrh(e] W, 1= -12 dehint) i du
%T 1 W99 sABS 239 Fe ol 3 22t F
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t318]Z 4. Scalar multiplication with sABS recoding
43 A point 2,
d= (dn—xdnﬁ"'dldo)z’ d, =1

&9 Q=dP
1. If( 4 is even) then t=d+1
2. Recoding :
=0, _\t, et ty)y, ', E{-11}

<« record ¢ with sABS recoding

3. §5=P
4. For i=n—2 downto 0
41 §=25
4.2 If(t', =1), then S=S+F

else then S=5—-P
5. If{ 4 is even) then S=5—-P
6. Retum §
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IV. Doubling Attack

SPA°] shdsltty 4l o] Q4ks S’ &
2]& 29] 'Double-and-add always 22} F41 Wi
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input| 1 0 1 0 0 1 0 0 1
0 2p 4P | 10P | 20P | 40P | 82P | 164P| 328P

! P 3P | 5P | 11P | 21P | 41P | 83P | 165P | 329P
0 4P | 8P | 20P | 40P | 80P | 164P | 328P | 656P

F 2P | 6P | 10P | 22P | 42P | 82P | 166P | 330P | 658P
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5.1 Recursive Attack
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n—1
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P @)
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i=u+l

t' =—1 olglw At EU7 o]fE F Y
e oheel 4w A wd

n-1
:( E t'izi*u*l)P

A 3)
=( Y ¢2 v -1)P

i=u+1

A @3 4 3)4 Z ¢2 7 IR dsielE 4

o] ¢'ellA] 217} Zobfiele wE gk ¢, Bk A w
E ZolnZ o] & kb i, ¢, =10]8} 2 oA
P& o, F 9 2 kP (2k+1)POIAL ¢, =—10]2}aL
AAdgE o, F 9 gk kP, (2k—1)PR A9so}d
S et el2i R uhlog Wi 7] 4ol Y HRE
A9l Bl ERE expH o Hohd 4 gr)

5.1.2 Recursive Attacke| |

E Aol A& Recursive Attack] o] & E7] ¢4
g dF Eoid. dxEdE 49 ¥ @ <8
(101010011), 2k Fepd @A 264 ¢ =1111111119]

et 2 A9 ol A REE g3 Ylvka s sl
ol A B EE ol MY FEIch (A Ul ARY
HIE ZF: 111=(11),,) $A AR 124 oAl o
A B EE FE3}1 1P 2*11+1)PE 18 o A
#Hatn oAl WA v EE A S Tl date] o
ofuh=A] vk 7ol #elgich
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input | 1 1 1 1 1 1 1

22P | 66P | 110P | 242P | 462P
11P | 11P
33P | 55P | 121P | 231P|473P

46P | 138P | 230P | 506P

23P || 23P

69P | 115P | 253P | 483P

r

& Zuj date] dojubx] Wgky] wjiol] AR
(2¥11-1)PZ oJ¥ ztoZ A3 oA WA v EE A
A 11pe} 2 Ful odate] Qdojhe the Ee) 7t
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input | 1 1 1 1 1 1 1

22P | 66P | 110P | 242P | 462P
11P || 11P
33P | 55P | 121P | 231P | 473P

42P | 126P | 210P | 462P
21P | 21P
63P | 105P | 231P | 441P

SsHA v E7F 191 A& A7) dEel, A9 oA A
9 BE g 210] "k (A ¥ EE AN o ]
4R e A o] 9l weki FHHeR
A4y #E @21+ 1)PE YolA 2 Aol o] 4T
# 21pe} A A HIEE AFE 7 Tl d4ke]
dolut=A] Fols) 2 o5 ¥ ESQ] A WA wES
o3t Zo] &3kt

input [ 1] 1 1 1 1 1 1 1 1

882P | 1806P

903p
1806P

21P || 21P
1785P

43P || 43P

1849p

A A Ml=g AFA e Tl kel Yobd
71 Wl i3 A HIEE 12 ol 4 Sich o]
@ o AR 2gek 4 Q4] W 7] d
of B AuF AAAFH @A By 4 9o

5.2 Initializing Attack

sABS 2]z 3t dl¢ 27} i3 Recursive
Attack>- ¥ 7] d& 98| ERE X o2 oo}
W 34 v o HA g, Hd F e §Y gt
< 4ol ¥ 719 7} Bl E & dobd 4= 9t} sABS
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F 709 o e o] &she ubd, she) o 3k o]

$3)e] W= ke Jobd 4 e TA Weleh. o B
A wge 3elE 49 WA 41004 49 g Pl o)
3 PolA 2p2e Ful ddte] te AnE BAA}
47 BE 4 stk Akge o4t

521 ey o =3

Initializing Attack-> Recursive Attack™} v]5=§} u}
Hoz aopiizl vlE 7] 48] A5 A HIEE 4
g W, I o HES £AAHE Ydollie FHo]
h. o] 34 Wel diF 7|2 olelol= FAR} A
et 1Y gt zpel dal dohlE = vl EZFRS AL
ol P7t SA 3k, ads HIES] AR S o
PollA] 2P2 8] F ul date] viehdA Fhe Aol ¥
AAZL ¢22]F 404 sABS BjZY 3t ' A9
E ot gt gt T R AT FHA S o,
t, 5 124 3ok, 24 494 4 Fhol zpYd

e FAY 59 g

W oi=ed 974
s=(ST v o 4 1aPel, o) Gl P} BT 3

i=u+l

n-1
& 7HA & 2AYY k= Y ¢ 2ol @

i=u+l

ok o] ) o3 A ()9} o) Aesd Hrk
z=(2k+1)"'mod #£ @

#E © BT 3 A 28604 ) A9 order
i)

¥FF4 FIPS 186-2, SECG, WTLS, ISO/IEC
15946-4° vtelole eFd 349 orders ¢ 24 4 6g
(g prime)®] Heo| B & 2k+12 2, g9} A ZAo0]A}wt
ged(2k+1,6¢) =34 4= l7] W&o, 4249 order
7} 6¢d A5 (2k+1)7te] EAEA] o= A EA
gk AT o] AL & 2k+1=3t%1 AL
2%—1=3t—29 2 39 g} opjEm
ged(2k—1,6¢) =1°] ) wWebA gad(2k+1,4E) = 1Y
A%, ¢, 5 10] obd -12 oAt 22, DA 40
A 3ol 2Py o, i=ud W7A] WS 8%
58 g 5=( %) r2 - —1)epolm, o] Fol P}

i=u+1

-~

=
=

n-—1
%%!?]’ ﬁ—% 7]—%]7“ (L‘"_é"‘ ézéfﬂ'ﬂ}' k= E t'i2i~u-—1

i=u+l

olzha e of Wl xS A (5)9 Zo] A=shd Hch
z={2k—1)"'mod #£ *)
5.2.2 Initializing Attack2| |

2 A A £ Initializing Attack?] o]8] & §71 ¢
A Zhdgt dE Boli) $4 dmEFE 4004 AlE
3t elliptic curved] order’} 73¢]2tx 7FQ&kRL. H]Q
7] g% A& B (101010011),2k 3 ghebsd wHA26)A)
212y e ¢ =1111111110] Hch FHA7} ¢ A
vl Aol vl ES &3 glckw A s e, o HA B E
F 124 A53e A58 o BAY 2833
vl JHe) BE o 1111=(11),,, 23" 'mod 73 =54)

=
—_
—
—
[
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input 1 1
35P | 67P | 26P | 14P | 66P
70P | 13P | 7P | 33P | 47P

54P || 54P

oA A Bl EoA pellA] 2PE Tl Qdite] WA
A k7] WEell 124 oAl WA B E 3 ol 5
WA, A9 oA A vlE gk 210] Hh 9A WA
H|ES SAH 08 doplly] S8 124 1 3tE ol
o, 93 gk 2PAA 2E (2*21+1) 'mod #E=172
A=Eg 5= 9lch

input 1 1 1 1 1 1 1 1 1
34P | 29P | 24P | 9P | 57P | 2P

17 || 17P
S51P | 12P | 41P [ 65P | P | 58P

PollA] 2P9] Sl dato] o4 W) wlEslA) 42
goerz o Ha WEE 16 e Jobd & ek
1R WS a9 A v EVE 402 A}
| SRS sget $4 A4 WY Aol @ a8
obd 4 slv.

VI & Zat A HE

£ Al A FAEY AAdA-A H4-8
$18] Doubling Attack™} £ =FollA #Algtsl= F 714



BB

=5 (2007. 4) 121
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FA ] eRAFA Ak Z91E A%} Bel] tha] 249
dAtzt 2B9] d4ltellA FUF HFsge] b=,
A=BE 39¥ & gle 8¢ T4 Xz ek
£ 7ol AAE site

Ag A7l A AN

(a) 2%t AD| I3 The B

8

(b} Yo Bl Lkzh b= s

(23 1) =gt A, Boll ohet =4

Ao 238AY AaZet FA dibA QA dA F
o odAbe] AHaERE HE ¢ vk, ¥]E7 A
AREE 41 e FHAE Recursive AttackS ©|
£, £AH0E A9 W WA B ES 47 S8 F E
HE AN Fol A WA JF g ol WA Tl o
Abo] ofifs HEF F wiAl ol o] A WA T
Aate] dejuhs F-1-& FAAH LR Roh) 13-& )
g} ZAPH LR Bop I Ful) dale] AlztE e &
2ae A4S A Y(align) 49 3 7sst
o] AER 7 e Ful A4t oA e Tl
Abo] detex|e Heke b e AL 53
3 & 5 9tk

$4 A3 #874-& PIC microcontrollerd]4] o] 2014
o AY 2739 Aoz s GF(2Ye 2he ellTA
Aol 4] affine coordinate® sABS 3o Aze} F4
A4 PBEE P 2ES PICchipel E3rh

2 F /i TAE P, P 7wl ko] digt
HYE 506), 50) (1 <j<ny)ehi Fopd ohge] §

mlo

2 Lo

T 2 AT 5

DS, 5) = 338,05,

Diff(S,, ) @55 & Axdle] e ks 43
& oo} e daks 3 e THI] AT d5
24 o8 dad i 2 ghe] 3A vehdrl o] Jepell
A npd 3 Tl date] dojvbe AA FHE v
e #d d8e gt B 22 Ful] dile] dejut
A FAAL A 4 9)ow HEZR affine coor-
dinateo|A] 7 HE BF Aol® § HL A4k A
EEE A3 E gold H, o £UEY il
Aabell At Diff(s,, )9 &5 & o =24 371 9
A n o2 ¥} 2 2k Al "o

AA A n, k& 6500022 3t & £l
Eof tjgh Ful dAks} o2 EQ1Eo) oyt Ful |4t
o] H3& Bol Diff(s,, §)& ALl B AL b
B3l eAPE o, 2 3 (E 1)AY A 2ol
£ Halrk

(E 1) Diff(s, s,)0ll 28t mly 7

Diff(S, S)
P =P 21.982. 19.243. 25.338.
P=P, 71338..  11829.. 86.030..

AR 2zt FA A& GFRYET) v 2 gkl
A o] A7) W Eel| o] Diff(s, S5,) & £ A
A Al grEck gA & xolE d g lernz o &
A3 FEE ¢ S o ¥k
Initializing attack®] 74-$-% ¥]53t HPH o2 FA0)
APeed = 9leh F, Y ZUAE poll digt A 5
£+ 9 F o] AY sYolr AL Full ikl gt
Syukg 3l vE7)Y & v EE doply] AT =
A3 ol EQIE zpol| Y3 vl wsluz} sk Fol o
Abell gt H3¥ 5, & ol %, A- o Diff(s, 5) &
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