FHREZGHXE
BI78 2%, 2007. 4

24 AN YEQINAL A2 1% mafo|uw A

s HIE 2FY MR Y RPHANNCRE W

Meristn M7|HBE] 288 KT

Source-Location Privacy in Wireless Sensor Networks

Song-Woo Lee,” Young-Hoon Park,' Ju-Hyung Son,’ Seung-Woo Seo,"
Yu Kang,? Jin-Gi Choe,? Ho-Gun Moon?
'School of EECS at Seoul National University, KT

2 o

B EpaAE AX MELZAY 22 97 ZeleliAE AT 9T B E AL L wgel AT ol
3 AEE BAch A4 AENZAAL 22 AR A LA A= Ao uﬂ«oﬂ 28] 927k k97
REE sk Z0] U FRebch 22 AN MEQZAE IS 55 9 36 B8 ATl vlsl 22 9% 22}

o|H Alo] Tt AT o} wlFslrt t2o] QE| I Ad-Hoc WEY T A 229 HA-S AFsl7] $3 7|4 E0]
o] A=, o] NHEL A AFrHal AN WEY I Histx] 9] o] A vEHAL B4
ge Al AT V1Yol &7Erh B R wx A vEYaHdA Yehd 4 9l Eavesdropper?] f3&
Global Eavesdropper} Compromising Eavesdropper 2.2 79313, ¢|2|3} Eavesdropper] f3 < we} 429 =4
< AFY & e A2 7S Adsiddt 2oy =22 e 2d S o4 Ak yye] AlFsle
A 4= B3yt o 7éajr, Adshs 7S AFE A9 28R4 $ S Ao 229 A AR E,
A8 A% Aej7t £xg] 34 HEE Foled F8¢ 8498 Bk

ABSTRACT

This paper proposes a new scheme to provide the location privacy of sources in Wireless Sensor Networks (WSNs).
Because the geographical location of a source sensor reveals contextual information on an ‘event' in WSN, anonymizing
the source location is an important issue. Despite abundant research efforts, however, about data confidentiality and
authentication in WSN, privacy issues have not been researched well so far. Moreover, many schemes providing the
anonymity of communication parties in Internet and Ad-hoc networks are not appropriate for WSN environments where
sensors are very resource limited and messages are forwarded in a hop-by-hop manner through wireless channel. In
this paper, we first categorize the type of eavesdroppers for WSN as Global Eavesdropper and Compromising
Eavesdropper. Then we propose a novel scheme which provides the anonymity of a source according to the types
of eavesdroppers. Furthermore, we analyze the degree of anonymity of WSN using the entropy-based modeling method.
As a result, we show that the proposed scheme improves the degree of anonymity compared to a method without
any provision of anonymity and also show that the transmission range plays a key role to hide the location of source
Sensors.
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