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ABSTRACT

Due to the increasing use of Internet and spread of ubiquitous environment, the security of private information became
an important issue. For this reason, many suggestions have been made in order to protect the privacy of users. In
the study of authentication system using a smart card which is one of the methods for protecting private information,
the main idea is to offer user anonymity. In 2004, Das et al. suggested an authentication system that guarantees anonymity
by using a dynamic ID for the first time. However, this scheme couldn't guarantee complete anonymity as the identity
of the user became revealed at log-in phase. In 2005, Chien at al. suggested a authentication system that guarantees
anonymity, but this was only safe to the outsider(attacker). In this paper, we propose a scheme that enables the mutual
authentication between the user and the server by using a smart card. For the protection of the user privacy, we suggest
an efficient user authentication system that guarantees perfect anonymity to both the outsider and remote server.

Keywords : Privacy, Smart Card, Anonymity, Mutual Authentication
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