HHRRAES RN
817 % $B25%, 2007. 4

ZUESUE ATl fF 78 AP By

s

A Ed0EE dsF ESE
dousin JESUSST FEEEHTL

Security Analysis on the Implementation Vulnerabilities of I-PIN

Younsung Choi, Yunho Lee, Seungjoo Kim, Dongho Won'

Information Security Group, School of Information and Communication Engineering, Sungkyunkwan University

o ok
ped =

o

SEN e 7|3 ohfe} Wizt okl X sale] AlIstel-S- ofs] ARE-E L glct. #ul ofzl FulEEH
F= e Slae| Eoff FUVIRIE & of A5 o2 g7 Aok alE| At A Qle] FRI5EM B9 o] Fo]
s} oy FAZL ARl wel, A REARY Ao oA HA sy FUSFHIL dAsdE E3E PN
(Internet Personal Identification Number) A8} 2=5 Alg] o)t} old] & =Fox& A £ 34 5709 I-PIN Au] A
& +Msle o) Z7ke 7 HGHo) 3 dolicl a2ly AAR 34 719 A I-PIN AH]AE o) &shs 1770
Foo]AE M &, I.PIN Mu|ae] AAZ FAHE setsts 2o g AL A A%

fr v
Faz)

©

ABSTRACT

A resident registration number is used to confirm and prove his‘her identity in a government/non-governmental agency.
It is a essential requirement to become the registered member on internet website in Korea. It is serious problem that
the resident registration number and name are outflowed in internet and misused by others. So the MIC(Ministry of
Information and Communication) in Korea plans and operates the identification system using I-PIN that integrate 5
alternative methods of resident registration number. In this paper, we analyze the problem about the method of 5 I-PIN
services and show the security analysis on the implementation vulnerabilities of I-PIN services. we also analyze 17
websites that provides identification system using I-PIN. Finally, we analyze the overall problem of I-PIN service and
propose the countermeasure about the problem.
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