BHRAERPERNR
8517 % B3, 2007. 6

RCS ¥ AlEHolAS H¥ Hybrid Y WY

2EAN'Y uxis | x=qiQl, HAS, YS7
stetcistn HEEAICNE

A Hybrid Modeling Method for RCS Worm Simulation

Jung Sik Kim' ¥, Jin Ho Park, Jae Ik Cho, Kyoung Ho Choi, Eul Gyu Im
Hanyany University

o =13
- =

JE A A A&7t F7EsEA Qe Yol gt A7 Aol 18k Hle) e Y& dTee | A}
Z wo] A3 W F2 shie AlEde]Addld, e vEantdlx Fatate 48 Aol dhe wlel: A%,
A4 To FA7} A} o) B “Lvr*ﬂ]/\i“ = <lefyl ¥, £3) RCS(Random Constant Spreading) ——"é-.%
Ze 98 AEHA & o sl BAAE 29, 3849 AEHe)Ade] el TE 3= hybrid 293 uhd& Aok
3tlet. & =l Akl hybrid 292 epidemic EEH fA4 2dg AMSRE 2dE) vEY 39 AR vEY=9)
AFE T3 AEH) S FAINEE s on], o2 qlale] YubyQl mdy Fpye] Bl W 3 Az AP
A0 AR EYZE o] &3t FAHLZ AAGE FullolEY 4 A ek =3, 3 U Aol i S 2
B YEHIZERE AAAY AR} HA UEAIZTE AFHL ARE 25 4S5 Uk 283 £ =4 E RCS
EAE e 99 & F54 2= Yo g AL Slsle] hybrid 239 AP HFh

ABSTRACT

Internet becomes more and more popular, and most companies and institutes use web services for e-business and
many other purposes. With the explosion of Internet, the occurrence of cyber terrorism has grown very rapidly. Simulation
is one of the most widely used method to study internet worms. But, it is quite challenging to simulate very large-scale
worm attacks because of various reasons. In this paper, we propose a hybrid modeling method for RCS(Random Constant
Spreading) worm simulation. The proposed hybrid model simulates worm attacks by synchronizing modeling network
and packet network. So, this model will be both detailed enough to generate realistic packet traffic, and efficient enough
to model a worm spreading through the Internet. Moreover, our model have the capability of dynamic updates of the
modeling parameters. Finally, we simulate the hybrid model with the CodeRed worm to show validity of our proposed
model for RCS worm simulation.
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