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ABSTRACT

To protect personal information when releasing data, a general privacy-protecting technique is the removal of all
the explicit identifiers, such as names and social security numbers. De-identifying data, however, provides no guarantee
of anonymity because released information can be linked to publicly available information to identify them and to
infer information that was not intended for release. In recent years, two emerging concepts in personal information
protection are k-anonymity and ¢ -diversity, which guarantees privacy against homogeneity and background knowledge
attacks. While these solutions are signigicant in static data environment, they are insufficient in dynamic environments
because of vulnerability to inference. Specially, the problem appeared in record deletion is to deconstruct the k-anonymity
and £-diversity. In this paper, we present an approach to securely anonymizing a continuously changeable dataset
in an efficient manner while assuring high data quality.
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A q 13 q 29 FAFTEZA = 13XXX & lev-
el=1o|t}, gt AW SAolA HAFERA} kTe P
%, level=1°]t}. WabA, Lev(q 1, q 2)=2°|t} 2
' © 2 zipcode AN q 13} q 39 HATEFRA
XTE 13XXX &, level=101 A &A o419 4
ZERA k& FA] poluE level=lolt) wahA],
Level(q 1,q 3)=29]c}.

4.2.3 Kinship

ol Aell4] $A] Uuks AZe #dS r|Eog &
AREAE S-S 715 Algsisich AT Level
o2 AREAE A3 s F3le EAlHo)
adrk. 422749 A AAAY q 29 q 3F o=
q*-block®} & 3EA] Zholl &4 duksle] Asp=
At oy q 29§93 9= zipcode9t A &
A 25 g dAY dutsiy) ® wkd, q 39 e A
S5 AHEAALS & A Qus) =901, zipeode
£A EHelA q 3 F A duisp) HAd ¥ A4
$ 25 leve] go] Z7) diio] 3R dHolEe) Axu
AL AT P& ol g} g o)Al vsed
AA "ol & AREA FrlaEe e & A3z
Aol A e xrel dulst she Aol YHistl
Qg HuEAe] 7pab A& AQofr}.

T S e A A S Al $4 gast
AZelMe] 7 AEE 43 Kinshipe]th.

(A4 6) Kinship: £33t AlZA 2 A9 &
= B9 HATEZAHleast common ancestor; LCA)
=& czt 8k Ast co W Hols} B9} Cof #d
zpole] §& A9l BAo[ 9] kinship ©]2} 313 kin(A,B)
olg} o). w3 o] & q*-block(EE T8
£) q1 q2oll s o] F A Atel?] kinship
q*-block((E= FEE2)9] £4 2479 kinshipgte] ¥
ozl A eigict.

Kinship(bl, b2) = Z kin(A;’l,A;’z)

i=1l,.,n
bl¥} b2: g*-block ®x FE&EE
Ajbl S} Ajb2: b1T} b29) jHA) &4

AFE AE oA Asjud, q 15} q 28 ele
745 kin{q_1, q_2)=39! ¥4, kin(q 1, q_3)=4°|t}. w}
2hx, FEA9l ¥ Al q 27 It (3 8)3) 22
ol 2%t gq*-block merge ql_gdo] AAEH ] wlE
et

4.2.149] Level 34& WA 3le olf& d& B2
7 o2l 3 Aoial g*-blockd] D T qua-
si-identifier 439] &4 sl #H-g A= Aol
oh 2 F, I AR SR FeA] 7)Ee] duks) Ed
A AR P Fo] Yuksl 7)Y 24 Hd g
& &A%l Kinship £4-& %3 quasi-identifier2)
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(£ 8] o124 q29| gE 2

ZIP k! b
13XXX P ulojg 2
13XXX P 737
13XXX P 747
13XXX P Fid
13XXX P wpole) 2
13XXX P MR
13XXX P Al

5
w
114
0k
=]
Jor
o
]
J

HI
n
]
40

{8t BHHL(split)

AHA] AN A sEEEe] A7) A9 T 3A
& Asjugich AGAQ fEE5e YA R <3 A
A9l 4 A S Peid, dgsid o]l gl=
EE BEo| Pl & 4 ik =7, e ZAe
quasi-identifier?] UuFEHE AbE] =A 7] ool
HEEAT wEy S7ig aepd, 3 3 3R
BEo] E(split)o] 713 AL HEsld 24 o
AKsplityE F3 F¢& & dev) ook ¥HE ¥
g*-block T#= & 2173 £41 gho] 221} a9 dlo]
Elo] 2tA-S FAAT)7] H8l F e g*-block &2
F&3c} Byuno| AT A4 H|okAEHE o] &
Lis=3

g*-block Qi¢l Qjl&} Qj2 2 H= HH
-diversity £7AHE WE3A] oderid FEel o3
FA At wetA] 2AQACE Qi YY)
Aol 2-diversity &7AFHE: wh53le A-$ollwt it
+ $33)

A

4.4 g2E

(28 6)& AMA| BAolA wlolEwjo] A w3} of
FeZel). dy2EL A F REoE ud 5 9l
t}.

A WA e dE3E wo]EL 77ke] g*-block
& F&3 = AltKline 13-22).

F A DAl g AHE Fse Aotk ¢
A

1 #HZ=7} AhalE E-E9] k-anonymity9} £ -diversity
514 v HEEEAA] X5 ool &

At
=
=

23

o} ZEEEo] opd Aol Aol EAI7L HAs)
2| 937] dEol daelE 24FMHF st o]
BojlA AHA] A4k wtdste d4ke £83d B&E
29 gl el 3 F2340] 75 A9
73k e AR wrel AR FeESe]
k-anonymity %t 9|4 Aol el % #2234
o] ¥715317] W ¥ Level?} Kinship& 3 38 A
S vl2 AAT 4= 9chkline 27-30). K-anonymity2}
2 -diversity®] SFAFFS Hutdt A9 A€ HIac
of Q7ket AU 2L SA%E Ad d2=E 27
3= g*-blocks} I EHA] BE A5 FETAHC 75
317] W&ol AAZCE 1] F A g*-blockES ¢]
£3led Leveld AlAtste] 714 & Level 3k Hehd
g*-blockS-% CandidatePartner2 A&tk 1 o&
Kinshipg A4lsted 7F4 A& Kinship #*& Ze
q*-block-E-& MergePartner 2 A 3hc}. s&8-23) 3hy
g g Aot UmA] g*-blocks T3 o83}
g ol &S A A4 A SR

8le] «lAe] A4 HEHOoZ MergePartnerel| &
q*-block-Z shtoltt stA|9t quasi-identifier®] <7}
wolz) 1 dlolel ] oFo] HAH Leveld} Kinship2 £
A HA o] g ANE Folw B4vle At vhe
9t} o] Aol vl Ed o] S AMEE= 7o
ute} 3 ANE AAsleiof et 919 A4l A4
ojmstel HolES& F8 it st} e A
7} zipcode & ©14-3 A& §& A A B4
o] 9 A F zipcodeZ} A A AHEHL AAE Y
A2 AAse Aol HolEe] &4= S fe
g Zolc}. mebA], |2l 7} quasi-identifierdl] -$-41
NS A3ta ¥ A7 E4d AS A4Sl o
g} syl AA AP HolEE HE PH A=
AR sof gt o] U4-& £ =F2 odF HYE Hlo
vl Wil 5 972 38z gich

V.4 B

HAAAANA o= Z4F dolHE2 BYSlol 4
U=t ARAZE WS 3 Q). AR A F7HA] A7 )
ole] =& 7S Hlolel A Aol §le A
o 73S A AAR, A H2s ARSI AAe) 9
g FH B4 wlele 3} 71 el Hit A7
£ "lH] 3,



78 ehA g dlolelo] 2 BAA A4 Al B3 dolH I3 #A 7Y
1} Input: Dimmension Table &R dukst ASAH
2 AT /e o]
3 Did HAAE H2ee 3= ID
4 | OutPut: 3<=¥-F0] x2]% Anonymized Table
5 Qid /i q*-block®] block ID number
6 BQ /| F&E29] block ID number
7 CandidatePartner /1 Fx8 3 Ae] block ID
8 MergePartner /1 3 A9 block ID
9 numQB /I q*-blockd %
10 maxLevel=0
11 minKinship=10000
12 DelSensAttr /AR Hl=Zee] Rzt £A7
13 | /7 271: Anonymized Tableol4] g*-block &
14 Table AttSet := {SELECT DISTINCT (quasi-identifier) FROM AT}
15 mmQB = {AttSet®] #F =9 2}
16 for i:=1 to numQB do
17 Table q i = {SELECT * FROM AttSet(i)}
18 if (q_iel @== ID7} Didgl Az=r} £A)
19 BQ =i
20 DELETE FROM ¢_i WHERE ID = Did
21 end if
22 end for
23 | /A 2 g A 2y
24 if ( ¢ BQ is k-anonymous & Il-diverse) then return AT
25 else
26 if(q_BQ is l-diverse and NOT k-anonymous) then
27 I 2R A7 BEs
28 Level(q BQ, q_i)7} #<} 9] listE CandidatePartners] 43
29 CandidatePartenrol] 31+ iS % Kinship(q BQ,q i)7} #4:3) i MergePartners] 4
30 else if (@_BQ is not l-diverse) then
31 I 2EAZ AA 8
32 DelSensAtitr7} gl #2=7F 24181 q i & Level{q BQ, q i)7} Hdlal i9listE
33 CandidatePartnerol] 4]
CandidatePartenrdl] 1= iS5 % Kinship(q BQ,q_i)7} #44] iZ MergePartnerel] 44
34 end if
35 end if
36 /I Merge
37 INSERT INTO q_MergePartner SELECT * FROM q_BQ
38 Anonymize q_MergePartner
39
40 | // re-Generate AnonymizedTable
41 DELETE FROM AT
42 for i:=1 to numQB except i=BQ do
43 AT := SELECT * FROM ¢ i
44 DROP g i
45 end for

(a2l 6) A SFolAel st Yn2(E

dlole] vdsl 7H(dl, k-anonymity, £ -diversity) H3E shed AW o AR (k, )] FuAe
< 729 28 FHEA, 1 FEY FES o= 7Z1& Tol FE HES 1k T2 1/2 DF A= A
AL, V27 F4B a7t sk welrt o]s) otk F71E BA(splity S AME-3he F3-2 AHAlH] 9
22 g Abg] @) AtAl B 029 &S 3 8 Hz=e $7F FEU S o st rlEeE #
£ Ze] By & EFolrk B =FolM Iy g FE FHEY 34 JEVk FL 1/ PEFE /A
(merge) S A3 53-8 AHAE £ Hlzoo o3 o A PHYE o k T2 210} AT sk,
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2k &2 20)7 YS9 dlolele] A FA(data qual-
ity)E F73h= Aol

£ =FdAe g2z Aol g8 dAgE st
71%l $usl= dlole Aol Wt Al Az
st #h o2 st o3 AREAS 23 4
A Hgte g &4 gulst AlZ Hdy) ZHEE )
Wk 2 3h= Leveld Kinship &4 715-& A|eksisich.

AR A3 At 84 5A-e2 durince
dubA <l dlojeule] 2~ 4] FA A= Wit HIc
AFY/AFA7L o) Foizlt), ol FAQl X 7)Y
of tidt A7} Pesie) =3, 7|29 us) e
shte] szt & Alste] Arel BiE fAL A
22 33 glck zEv wiE 37, -2 wiEEE o]
Bl 54 (E &0, A2 dloeislo] el wde} o
2] #l2=rt 3 Altell gt diele] Al FAelA9
s} 7= Besiol =3, 2l 3 2L fu
el AFE Al N 94X HEE Hed=
7oz &45 R4 2R AbdlA UARE
B3se Jgeze] $4-¢ g 5 g

HIE

e
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