HEREBREH X
HB17 % $B45%, 2007. 8

3o g ALY oF

28", 2M8 YA 0N LB HYSF
'SRyEEsEEY, JunEE, SHSA YK

o
& A 13

Advanced Multi-Pass Fast Correlation Attack on Stream Ciphers

Seok-hie Hong? , Jae-chul Sung®, Sang-jin Le€?,
Hae-ryong Park’, Kil-soo Chun'

Hyun Kim'"

'Korea Information Security Agency(KISA),
2Genter for Information Security Technologies(CIST), *University of Seoul

o ok
P =

714 B 24 A2 28 i oY n& AR AL W AHE 34 updo|t}, Tl 2d A
AL e EAS Aotz FAo A ATk £ EFelME o)A A A %% oz
Q1 e B737) 98 A8 gele Aa} WA T} Fast Walsh Transform& o143 Chose So] A3 74 A2
AN Zhang So] AN tFE A2 T A% FAWL AT oF A2 25 4R TAE A o] FAVELS
7] Alekd 24 ZHEs} PIAR .‘i’—q LFSR(Linear Feedback Shift Registe)?] 27| AHel 3t 5 4% F3&3ht,
Zhang $o] At Fuct 7 AZeld & W EHE o] BT & F 9] Bt H&A9 F70] 753 It

fac)

ABSTRACT

In a known plaintext scenario, fast correlation attack is very powerful attack on stream ciphers. Most of fast correlation
attacks consider the cryptographic problem as the suitable decoding problem. In this paper, we introduce advanced
multi-pass fast correlation attack which is based on the fast correlation attack, which uses parity check equation and
Fast Walsh Transform, proposed by Chose et al. and the Multi-pass fast correlation attack proposed by Zhang et al.
We guess some bits of initial states of the target LFSR with the same method as previously proposed methods, but

we can get one more bits at each passes and we will recover the initial states more efficiently.
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