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ABSTRACT

The ubiquitous and autonomic computing environments is open and dynamic providing the universal wireless access through
seamless integration of software and system architectures. The ubiquitous computing have to offer the user-centric pervasive
services according to the wireless access. Therefore the roaming services with the predefined security associations among all
of the mobile devices in various networks is especially complex and difficult. Furthermore, there has been little study of security
coordination for realistic autonomic system capable of authenticating users with different kinds of user interfaces, efficient
context modeling with user profiles on Smart Cards, and providing pervasive access service by setting roaming agreements
with a variety of wireless network operators. This paper proposes a Roaming Coordinator-based security management framework
that supports the capability of interoperator roaming with the pervasive security services among the push service based network
domains. Compared to traditional mobile systems in which a Universal Subscriber Identity Module(USIM) is dedicated to one
service domain only, our proposed system with Roaming Coordinator is more open, secure, and easy to update for security
services throughout the different network domains such as public wireless local area networks (PWLANS), 3G cellular networks
and wireless metropolitan area networks (WMANS).
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Bz} o] Qgste] FARc 1)1 o) xTv) o
A~ Egle g o] (Macro-mobility)& 73-$-9llA]
+ 29 Frlole] 18]3 AAA ZEA(Proxy)EF
AAA AW Eo] 3l AUF FAS F2E. o
B4 AskE AT eWF =g Haskab] Y3 AAA
£ $% Ad2E AP ZTIEZS o83 F
PLMN(Public Land Mobile Network)2] AAA A<}
AAA ZEA] Zho] whE bl 2r-& 7hEsiA et
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. IBS BB .
WEL=ETI
Eym
o mw
Xz Ay
3G WEY (D)
l@m& ’é —— @ PIEWRl BB
A EET!
gEge \A\ GSN{GGSN)
2o = S0
3 29 Mo
() EHE
) é T . O 2 e
/ CEELG] AAA MiA
/V WMAN ¥ amp HOS As
"—’ﬁ =g ACILIOIEY PRDEES
== (Z2X) SEX X, BT oMY HElA
ols4sH SE(VLB gEx
< 3G UHERZA * RADIUS 33 ord
cufe L AAA
é @ o W may
HI0IERI0l GSN{GGSN})
———— —~ R ASUEXI AEH0IL
(AES AEHYEST OEMOIA

HLR : Home Location Register

AuC : Authentication Center

(U)SIM : (Universal) Subscriber Identity Module
GGSN: Gateway GSN (GPRS Support Node)
CGW : Charging Gateway

HSS : Home Subscriber Server

PLMN : Public Land Mobile Network

VLR : Visitor Location Register

§87 : signaling system no. 7

LBS : Location Based Service

GMLC : Gateway Mobile Location Center
CGF : Charging Collection Function

IMS : IP Multimedia System

Le: 2|5 AIBTIS 2HIY RAX| QIEI(21% QB BIOI2)2He] SIEHOI A

WriWb : IR B IO 2 Q27 3G/ F= 8 PLMN 2t AAA

CIB 8 Haoie QIHHOIA

Ws/Wc : 3G AAA EE A%} 3G AAA At 20 48l QIEIHIOIA0I XIS, WriWb2 22 D18 JI3
D'IGr™: 3G AAA AHISLHLR 2t MY HE S Da3tI| /S ARsHe SEHLl QBB OIL

o=

P

(28 3) ol WEYIoMe] H

29 Ichilolg dAel 3 : A4 7B 74
822 71 29 Fojdleleld] A AZE 71 d
7 2023} 3bo] w1 S ERFO2 o3t
3 9lc) ukg e ulEge] FAFTL BAAEE 4
g 7 Ag #Aolrt. gty mlEdedME AdF
S 53 uhE R 29E o)F T EA AT
o]Ex=9} AAA FAZS ABAES e 27 I
o]e] S E@gict 27 23 (Roaming Request)S 3¢
& 3o 2w FrjdlolgE o]F k=] 2] ZEsldl

aLE
o

A

olE J= Jigt Heot 29 #al =YY

& H71R ¥ AAA AY2E A5 st YEY
A QEsjol s BEL o8 20 3ol A Ay
Bo] 7R Qe ZEA AAA P9 43 24
& SaEy) % Y Ao~ 2§ ¥k B =
oA FAEE T Ak 45 F4she VEda
ol o2 AT W ENAE AT A $S AF
|42 29 €2 E(Roaming Context) €] 5|o]29}
27 zdoleielde 2% A4 Alol(Roaming
Decision Control)°|t}.
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olel(Naming)™®} F2 g3 (Addressing) 39 : A}
42 ID= 3GPP o W} NAIWNetwork Access
Identification) Edfle] 7]ukgic}. W3], IMSI
(International Mobile Subscriber Identity)= 2% Ft]
vojefell o] AR} IDEH ARt

o] Xt AA 9 : 29 Ao 7|5 2ud A
HI2AY] o] redix 23s Ak et dAH
22 A Agrez s, 29 A 2EL 94 3
o] FdAA ERFLR AFE webA o]F k=
9 nlEgo] AZE AYE M AR AL A,
YA oz 4A3] A= At 29 Ir|vjoleist
vlasa 2vtEFtEs Q2g T840l

29tEFLE 7|4k A% &9 : 27 Z:ojvleld A
48 9% o]% kt+ UICC(Universal IC Card) 2]
Hrl(AvtEFIE 2ur]e vlolaR 4AZE YJus=
ZFo] gAl=EY Q= BFE AAEN FEHE A
A7)} UICC Boj7le 915 ARE 97) $)8) UMTS
£ SIM 7t=e} AFE 288 jhck ARAL gl AL
A2 B5% 229UE T AnETIEE o)A
o2 M2} XZHAH MR} QlF My 2e]] AHE 4
et

4.2, 29 IC|HOIEE &t FI| MHjA

97k B2 E o]FFA-FTF AN M ESY
FolAY 24 FZejdlojele dE S YA M|
(LBS: Location Based Service)$} -2 #7} Anjaz
He] BrhAQ 5L AFE 4 ode A ek A
LR o] F U EH A Au]xe] dBEo 2y 974k
Au2rt ofssit. o] 5-5Al-FE AR v EY A
AA AR F 7R ZE ]2y ssd Aok
3G ol5EA VEHACM $A  Au]2(Location
Service)= GMLC(Gateway Mobile Location Center)
1} MLC(Mobile Location Center) "ol &8]doz
THEo] A}, 22y 27 Zrjvole= GMLC UE s
olazRE F7t S|AEHEF AL 5 gk ey
A o]F ko] FAUE AHEIAE o o]F 9 ¢
e olEk=d & wWelxly FAH AP(Access
Point)?] MAC F4ol 7|42 £ §tagtou} APelA]
9 AxE Fx AYgezy AAFE 4 gl

O] FEALFHFAN dF WEHIAAN v2YA
zdo) dxg A4 vl o] FEA AR AFTEHE
T Aizlet 2He] dAF A st FAA
HEYAE §Lafof Tk w2bA Ak 27 I
olele] AFUE ARt BHE HLshe Ao
8% Aojr}.

=3 29 Fyelse Bole] H4HR) 4L o F
gAlojAdol MujaollAe] Aok AMEAl 93] K
o tiaj] o] ol7] W&ol 7171wk} A A5
sfopat gl M dwbH o2 ¥ 3G ARAE 27
FOUolE & Afsta T Aoz 7P
wetA o Hr) AMElA TR B2Y ZodlelEE
243 AR RE ALY Anj2ol] 7181gE AHEAL
A 2714 AuAF AFE £ Qi) o]n] Az
EAshe olg} & Aula 5HE A2 FHolofrt
ARo g Fo77] ARA Heigl}. uheir] 27 =]
ele Y] £/H8E AZQAE Aadloz 249 F
23 G5 7)%5 Fol ol =g 2r] Frfulole{ 9]
25AE A A aet 71 29 A3 Y
e 7ol ulakal & Zolt}. vkl 2\ Frivojes}
TE5o2 o] folFid A2 ¥} Mu 2 FF
2450 Aoz z4le] 4l 494 S 7] dEe]
.

4.3, otEEt 29 m2EE(Secure Roaming
Protocol) 7|Ht2] USIM

B ERdA Akshe Bt ZHdY =] A W
£39 29 QAL 2L F83) o) 8 PAERE 7
Z3}7] 93l 71 SIM 7]4ke] o] F5A-FFFAE 2
o gitute] ohle}l P 2w TIEF sHi
UsiMe] 52t & Haldh fuidels AF49 874
A B e o] 5AF Bt 2 AR 53] 94
A& Hetl e dlc 2 ¥(Vertical Handover) Z2E&
Z29] Aol Fa35ith o|9} 2L 2R)S 4% B A
Z ¢ v|(Handover) T2EZ-2 A& o}& 9 vE
Azl Aol olFshe AHEALE & Aolot Art
71 87 v 29 AMulzol F8. FAY shis o
A F=on Fof Mot AXEE FA] Hake] F4]
Aol mgsh=rle]rt

AdubA<l SIM 7|uke] Age) ARl 27|l ezt
o] Aofi7} Sk 2 SIM sh=/2]n, Eajolwe} the)
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N=E HoIE 28
AR E Xi g 23
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AAA HHAE By
] AAA BEIAE
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(28 4)lA9] dolA AE =]l 7k Bt 2HS
AL WAx] DS T2EZS voFc) At =
2882 2 Ijvelee 1A 28 Ao As
o] AgolA] AEALE 8 2rlS 913 AlAdY 9FE
A% A AzHe AT E AE Feth 1 464
HolE dAlE A Fashe ZHdA 29 Zrdle]
B Alo)o] Azats-g Yepdch $41 ol == AR
£ APE A 3lm B4 38}= AR(Access Router)E Al
g} thEo 2 ARICIA AR2ES] 842 dAf9 =
") Zolvlolel oA vpech o]2d 2] FcivlelE=
AR27} © 2 =Hlel] $1A]= A& A Sofrt
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o] AAA AYAE A4S YOI =F 3t} o]9f 2

ol =
-

= ol&
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Fxo Aol wet 27 Zr]vofE2 A3}l
B o) Exr A delx, 29 IrjdeleldA 5
(Association) A3}l g S AR & A4t ¢
d Al alZFo] AFsHA =4 29 Itfvlole2E olF
re2ry 29 Q3 WA 7t 2y 73
A 71 4 §7] il ol =2ty 2R A%
w A5 54 Azk Wl wkx] E3hE 28] Fovlo|H
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3 Hot AdreS 24 Fojvlele7]# Y IS F
& 71& AAA T23] QAW e} TEAE Bl v
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V. HAE H= 78t o{E2|AHo]Me o
5.1. A|AH 25
B =2 Aekd Bt =HYYaE 7)E 2 T
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Zelo|gl B Rt zbAadlHA] wrl obAshA Bt



ERRER e

=k (2007, 8) 125

8 5 .
(b) USB QIEIHIOIAD} HHE USIM EI2 2E0 A

{c) ZHIE HOIBHAM 28 Xe) Aey

(38 5) EIAEH=0|A QE ofxlof] 7|2t USIM

ZAY2EE A=Y § JUEE 2oErt ey USIM
o] Z3tE|elo} 3}7] wloll USIM-S AHE-3HA] o+ 7]
Z FZ2 AW =k WMANHIA 7 F37] o2 3-8
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Tt AR Y27 AA s sFeAE
AZsaal Pt

e (2 6)2 AE Bl 2] TREE Y Ty
dN=ZY TS RoFa, ol e Al E AR T
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W2 Jepd), Alokd 228 9 =99 as o
B EAEHEE 78T, AL 23] A8 g
£ AEgelAd He= Ttk AAZ a3 564
HZo] 21 Irjvlole & B3 Bot 21 2] Hx
Ewsel gl FAelMY Bt AdAE A5S
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22 0S 7|4k Mie} A &Ae] 7153 RADIUS
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738 4 9l FreeRADIUS!'® #lo|na]e) S $4)3)
o Ag3}gict. o714 AP+ Lucent Orinoco 802.11b
AR vMENZ AefFolx sleE T3 WEY 1M
500MHz 252 08 7]Hkel A Lﬂ_ﬂi Jelso] 2 7}
= zzlo|HE AP R Fa & 9EE =glo)y
£ A48T Bek 29 B4 AL Fsisich 18lw

o]F kv 2 FAW WEYA EfHe)x sleg}
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TS AHEEh o]F x=o FHEL HEd I
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T A AF AEE 53] A8 33 s
USIM AlE#Hele el HZ2 4 441FX HE
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ZE AA 27 Muls 2RA g3 AL4EE B
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USIM epl BEdld 73 7hg 29 A=Ey
TCP/IP &L 328]E T 2449} 31.28 KByte] A}
)=o) yubriel AvtEFIEe} TaMo] QIR FHs}
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(E 2) HAE Hi=olMel Ms 53 o}
A=) 5 AvEe A
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UMTS-FA13 gel UMTS =dl2dol EAP-SIM <1&2 $& FAA W= AN 3,313ms
- 2 UMTS Edlaldl4 odZ 7|9 USIMT} 29 Zr]ylo]e] s 53 F43
UMTS-5Al=H dzen xAAz 1,153ms
Egt=sl 2L dAE o]83te AR ZEalUES 29 A" Bk 2 ol dAYUESE Y FHuo]
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