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ABSTRACT

According to augmentation about interesting and demanding of privacy over the rest few years, researches that provide
anonymity have been conducted in a number of applications. The ad hoc routing with providing anonymity protects
privacy of nodes and also restricts collecting network information to malicious one. Until recently, quite a number
of anonymous routing protocols have been proposed, many of them, however, do not make allowance for authentication.
Thus, they should be able to have vulnerabilities which are not only modifying packet data illegally but also DoS(denial
of service) attack. In this paper, we propose routing protocol with providing both anonymity and authentication in
the mobile ad hoc network such as MANET, VANET, and more. This scheme supports all of the anonymity properties
which should be provided in Ad Hoc network. In addition, based on the group signature, authentication is also provided
for nodes and packets during route discovery phase. Finally, route discovery includes key-agreement between source
and destination in order to transfer data securely.
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