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ABSTRACT

Numerous types of models have been developed in recent years in response to the cyber threat posed by worms
in order to analyze their propagation and predict their spread. Some of the most important ones involve mathematical
modeling techniques such as Epidemic, AAWP (Analytical Active Worm Propagation Modeling) and LAAWP (Local
AAWP). However, most models have several inherent limitations. For instance, they target worms that employ random
scanning in the entire IPv4 network and fail to consider the effects of countermeasures, making it difficult to analyze
the extent of damage done by them and the effects of countermeasures in a specific network. This paper extends the
equations and parameters of AAWP and LAAWP and suggests ALAAWP (Advanced LAAWP), a new worm simulation

technique that rectifies the drawbacks of existing models.
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