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ABSTRACT

AAA protocol is an information protection technology which systematically provides authentication, authorization
and accounting function not only in the existing wire network but also in the rapidly developing wireless network,
various services and protocol. Nowadays, standardization of the various application services is in progress with the
purpose of AAA standardization for the mobile user in the wireless network. And various researches are being conducted
for using AAA in the roaming service and mobile IPv6 network between heterogeneous networks. In this paper uses
OTP and ID-based ticket for user authentication in the mobile device under the ubiquitous environment, and service
is seamlessly provided even though the mobile device moves from the home network to the foreign network. In addition,
with the ticket renewed from the foreign network, the overhead of the home authentication server can be reduced,

and provides anonymity of service through the anonymity ID.
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e o e e s i i e o et e

7 @ AT, = OTP,,,

\mmn-Sigﬂmlmum.Llfmm,h(&ﬂ 1501

OTR,,1OTR,
Su = m”mr,,,
Hyy =87

Xy =g ® 5,
Via = S+ Ho ™™

SKypy = PW @ ATy ® X, @ Ty
D ey, = T2 ey @ AT
Ticketye, =

Byl Tkt ]

(2" 5) Y HEHIMe] B B oA

AT, ., _ Tew
X1 =g D811, Vi1 =841 0 11511
SI(new = ‘PW@A':rnewe)"xvz#lGB I/i-(-l

Ugnony,, ZZDUA..M,,@ATMW

Ticket, ., = IDygam
, SignAAAH[E?UA"W , Lifetime, h{X, 1Y, )]

EKUAMF[Ticket]

A

~

*Step 4. A9 a5 A Q% AuelA At
< g Bus} 3l QAU HAE Y5/ 1§
AR HAF g A 7 HARE 7=
a3} sted ARgAjelA gt
B in | Ticket Ticket_Renewal_Res] (12)

-
L

new’

V. HRH A 24

Ak wpAle] TR EZLS 2104 AFF AT
Al 32k8] ZA | gk LAl Be] BAsta,
Ao o2 784S ¥4 oL 2

« 7| A (Confidentiality) : S0l AH&5= dlele=

23 AA o] #RIE = glefof e}, wlolE ]
X9} B, 3, o], e FA AZ A E
MY EAel| diste] FAAL AR A doF &
o} AREAbe} F QIF ABAleld] FRT WA

(KSy_ gaam)» AFEAMSY A QAT AeAtololl

%

& AAINKS ) gaur), AR} Aul2 A2 A
ojo AHE-EE= AAFN(SK)EA 78S AlFeet.
T2 X(Integrity) : BA AN AdHE wolEHe
ZF7ke| 9z, A 2 Wz HA doked g 5
dolok gt Ak WAl E ] qh(X1Y;)FH
ID7|8t OTPE AZ¢o2H AgHct

s1=(Authentication) : AJH|2F o]-&3}uA} L=
AR SR AR me AR Y] 547} g
3] galslz, o AAL] AlFe] AAle] ohd AR AL
£Alehe AL AEY 5 ojok ek At v elA
£ OTPs} ID7ME €S o]4314 A3t
o1& M A9} AT(Authentication Time)s
XOR QAbslo] AMALE Z5d 4 9lrh

A2 (Access Control) : HH3}A] -2 AHA=
Mu|AE o] 47 4= glojof ek APEA

0]z 90
o2

20
3

e AeADe] HAL ST 4 g0 AR |
A¢ ASAA 2R ASAL Au2E APRE 5

et

<] % A (Anonymity) : AHEAR7} o437 Au]2e] of
A A 32471 & 5 Glefol gk # At v elA
£ AR Do ATE XOR Q4Hste] o9 IDE
st ElAe E3H3c) o) 24 AMgAl7} ot
AU AE AR & ¢ §lon, ARARY o
AJo] BAET)

=3 ZH(Bavesdropping Attack) : $A4l Aoy
A diolelE Al 39 FAA A =22 < 9
7] diel 23 A A7 Hax e Al 32t
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dolel S 53tz vl e 52 5 =S otelAgel 5L ek AMgARel Aulx AlgA
ok ek Ak WM E HAANE 53} 3t Apele] BA1E & F 9len, A AF A F7}
=4 AR E kst A F% d4719) gt FhRthe Aol sl
AA4E FA[Replay Attack) : 4 Foll AdEHE ol <3 F M A MA=L /A
HolElE A 327} Y53l HAAE AAFHeR Ao thE B84 BAl mE 384 B R
A AF e AL 4L glolok ek OTP, ¥ 15} zhch, Ak Ao F B4l 357} 718 ATl
3t Aol 23Ele AT EAY FEAZLE A HE B AL |E ATE S5 AF HAEA
A% FAo2RE A AFG o)A =t Aok WAL Q1% wA E Aul o]
e gAY 2 FA(Password Guessing Attack) : &, R vENT QAF, €A Al DAZRA AL
EA Fo A s qAAE A5 H2H=F Hol7] W olct. 27 Q1% F4x 7|E WAl ¥
2231 AS gololditt HAYs AF 7S A 8 13 7rasiglon], 53t A4t F FN7 A
21 AZdA AR e AMET Qe 71l AZ M 9] Qditolr] w)Fell ARERLe] Al
Ak whAlel A AAH =S F5317] A AR Qere ) AA] etk A5S A4S ARSAL S
o P72 34 298 23 4 gk a2 A9) daters vebd Aold, 24718 A A%
olAkhs £A|9 oleigel 2Asle 2= A% WS 57t F7HE wet o] F7ach
Z23}7) oAl sl A2He 5 FHLRNE
Sk 2
214 32 (Impersonation Attack) : #| 37} 23t
AHAAY AZehe AL Tolof gich Ak WA
OTPZ AH3te] A% W7 g & A2 §
AL & 4 gov, 72 WA ¢3s % AF A
He] Auoz Q) A FHoR e FA.
E§A(Efficiency) : 2 WL HA S Ao
A A% Ad 2 ARE BLAL 5 e, 9%
vEINA B AAE Fite F UF Au

L odr

VI 2B ¥ g% AT 4g

eyl 2 W EHS] W fulHE L B9 =
ol ape} HZ 2uped vjule]ag o]t TRt
AuAF AlFHRs wiele] Bol A3 gle, 41
W=z 540z s ZetoluA] xF 5o ual
Fope] slutet AT ik

wzha £ Ak A fulFe s BN et
tule] 25 AMEHe AM8AL U152 s OTPS ID
oHHAES Fo] BEAE ATU A Byl 71 HAE Aste, & Ml EG e ¥ VEda
A A7)E QAo 28Xk F7beh v & 2 o]53ltitE EAE o83 Aulag BN
Q= AW Q=L QAR A7k v]al wlu|sk) A4 vk 4= ok EFF 9 F V|EY A Ele] &

A5l 2 BAD 7o) Gk, aeht AF A ¥ S A9 FEAZe) YRATRIE F AF

(1) EAlof| ijE 284 EAME (S : ChEF| eS8l oM, P @ B7HF| 223t AN, n XA 2AS Ao )
D74k ID7|uke] ARgAl A% II_)7IHJ-‘4 R
A2 = ] (2] uhy (8] 7] 3 w4 (10]

= A A 33 3 3 4 3 11 3

7] AF N N ) 3

=4 g4 3 3 3 3 33 2 3
. N N N S:7 3

o o & . . .

tast A4l S:3 3 S:3 3 S:2 3 P23

4 A4k 13 L 13 13

Agg A4t 4 3| 2 3 5 3 4 3]
BH9] e 174 1 74 27 nt+2 7}
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(E 2) Mok 24 B F (0 : HMZ, 88 A BEE X : HBZ 2, ot¥six| ¥
D714k ID7]4ke] AMgA} QA 11_3713&91 Ak 94
gz wa (2] uka] (8] 7} =& wkAl (10]
X O O o]
24 o % . : Rkl
g 2 qs H|2 7] B 7|/ A A7 /A7)
O Q O @]
F44
FAH 244 AT EAA FAA AT BN FAA A 43
A @] O @]
AAAQ AFS
A% A gt Q1Fol e ol ~ole o] )
7\}-%-5]1: H] é%k‘%%_} 3]]_/_\_.‘4__ RLArN “H——‘r']—— LIAY OTP/EVi
X O O @]
A o 210 w22 al
MR glel B2 o Q2L WA B AL APIAS AT BE S US
A3 skt
o)A X X L X A
oluiddel giFt zAEk gl o9 ID Dy, )
X o J o o
=334 AT =) A 347} AR E HSai wnlzre S 7 24 98
a2 3271 WA E H5siriete vLgs £5 € 5 9
Q @] Q @]
A% 34
EfQJ A Bl Z g4 A2l gy A OTP/AT/Lifetime
A A O @]
Aafls 35 34 o N T I EREE R A
A2A= 354 | A= | Gasa 24 ofei el 27
A (] O @]
A 24 M =E2 Y| el i A o A el 0z Aue A
7V )85 A o2 &4 A
X A A A
A Aedgds 5715y AF 7l
& 3} o BE =) v A+ 2 _\_'-;l_
‘_Z‘-llo 2‘“ [ A% —éu}E?}Eoﬂ 3‘% A]—-g-zl-i’] %E]/‘j X—]%} ‘;H 0?] S 7“'1" LX‘“

Au 2 FTeA] 43 g
o enjsl=g 24 4 od, 4% DE
£ o] 4% o AR} oW Au|aE

of tgt dgAE BAste Wt

shiet.

o]¢} Zo] 7]k B WAE o] e 2H v ESY

53

A5

14 AAlEl] F A% A8

A5 %13

AH) A

bk

o 34

2014 ol Faked sle] B4l 948 Folz st

o
E—'ﬁ'/‘é = ::x{.o

Fle s B3

4 Qlch a2y A QA A A
7} Z7Vte) wel R4719 Agrt S71s] Wil
93 A3t h7] D7 A
Ao g 771 osie, gF 7 Al B4

Azl

2 49e 5 ASWPE TE A 28

p R4

@ AR Age] Aelst Wag Aoz Alndt.
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