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ABSTRACT

A honeypot is a security resource whose value lies in being attack. It collects data regarding the attack strategies
and tools of hackers. However, the honeypot is normally located at a single point, and the possibility is small that
a hacker will attack it. Unused ports-based decoy systems which gather data about hackers activities have been developed
to complement honeypots. However, the systems have some problems to be deployed in actual environment. In this
paper, we propose an agent-based system which enhances shortcomings of the unused ports-based decoy systems. It
makes honeypot gather more information regarding hacker activities and protects clients from attacks. Moreover, the
proposed system can increase the chance of tracking hackers activities without wasting additional IP addresses and

computer hardwares.
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static asmlinkage int sec_sys_execve()

filename=getname((char *) regs.ebx);

if(strstr(filename, "/bin/sh")) &&

\(stremp(current->session, psid)))
return 0;

(33 6) ofolFE Hord B0l A% Y 8SS
o 7 28 A=

Estes g W] 48 A 5E Fselrh A
o] Alzdl #HHL Ay A E execve AI2H
2 48 355 Hev, 9 exeove AW T F
42 (23 6 WAR e dATezH E4A
ol 4 F5-& %L 4 gl [ 6]9 filenameS H
A S Aad e g FAabde] AR
Zo]n, current->sessione A ZZA| 29 A4 ID
o)tk 710l A currents A W) A ZRAX A
2 el task struct FRA ] EQIE HFE
ehdith psid & ool E2] A4 IDE e, oo
AE7) AE g Ad BEo] FAISH Hek AY B
E ok AAY 24 g 4 Z2ay Age T
7] 1814, FA A= Hee] 4 Zeadelw ¥
A A 229 AA D 7} o] ES AA
Dol FAds ol 2 AL FALR Fse] 4 =
2AA AHL FA g Y, 4 =GP ol o
2 B T2 A o7 RS Al A
& 4 qleh

4.8 LN 22| BE

o] Es} e 0] LEE A4S o] = T
e AASL FURez teldEs] e
ssto] Aulasks XE WHE9 IP F4E Yolol
gt} w3l ool ES} ARE FAo] wEA WS-8}
AeAE AzE AauA7t A& eR AFE oo}
g} MUAL d590 B 5As 23 o8] 994
Aol ot Hae) Aavie} sudle Pk Y
ol gt ARE A U AR fde HY
g TSR YRS 1P Fae Aux 2E W
3, AXY 29 AA ARE T3t oA H2] 2
22 Vs Ax s oA sdg d93 2 F

23] 91 GUIE AT shiA =209
22 Lo|3HA 3t} webd Belake 2L HYR
o] #uylel] F71sAY, U P F& H AM|A
e W3S $48 4% GUIE 53 94 AR
& glon godAA 5 vt A2 T4 Aad
A H49¢ 44 5 4 stk

49 GOINE a2 2=

JOIAE FHe] LEL dojAE o] 4%
Aol W do)RNEY 2713 L Q0| EF Pt
dolAE Fe) BES do|NEY 273 8L A
& o 3G oo A ES} A2H Felo|d 2] +9AA
Z282 A5l U SFAA} HAH e
IP 49 Aulx ZES AQFo2H oo]dEI Y
Fo] LEZ A 5 glA P} dlo)HES] 2713
23 W AR e A qdleleg A% WA A
1y} @] glen de|HE ] RES FAE
vl A pel wjuAzt g #HTe AladA sde
WS v} whd F2 viHoe] opd A4, o] BE
& ool EdA HZe AmdA Uug Agse o
oJAMES AR FTA Y 5 A Bk
410 EAMl BE

EA BEL oo]AEs} vjyzzk] B A Al
& g3sls mEolt) ojHE Ay EE 2T =
718 4 olo]AE qHlolE ZE2 qdlel= el
293 WAA A5 Y AF S 5, 713
ol 21 el ZEo) 3t 21 v AE A]E 53
Lis=3

V.7 2N 4 A

(28 71& U #elg A4 Gul 71 YA
=2 vepgd, duA feizke 28 15 53
the] HYRe 2AAA FFHl wel F=Fg £ 9l
., Ee] Rl $3AA 5T I D 29
AA7E AAD AU 55 2 F U YA A
2 FURE 1A 7€ HURE A 2 5
A7) 1% Aejso|xw A AFch A2E 3



126 oojHE

7te 24 AR 7 Alzd] A 2 79

Fle() EdME) SiewdY) ManagaQdD Senitet® Helpd)
Dwid - R 1
i',"nm-—“' Roneypots nfarastion
e ¥ Ader, | Put Number S Pl
Hindaws B NGED@ N Beeuments 308 smm’
< >
. Rerove
P Addsess r TR
Purt Mursber CERLT Mz DecoyPort 7 < Changs
P e L
s Fle 5 hig Mede € Lo Modo
5ot Stgustre |
oanes) |
L

(3% 7) sS4 MR p2iE A% ofuX QlElzolA

2L 2715 YA E gl EdEE P Fa9
vﬂﬂ«l AL 43l 1 LEWS, ool B 9
) A8 AuA sl AR
7129 HUEHo|Y FAXE A2dqE 37
7} A B3E F ifconfig FHE S AR
o} IP F4art #e)=7] w-gol elvte]A =T glrk=
AMLS o 4= glek AgE A2 o] 5 £7]7] A3
dlolg] Wz 7)%5-& AFert dolel ¥z 750l ¢
& ASlE 32 D7} 794 el EE TANS

] ifconfig HH-& F8 =l 32 D7} (2¥
819) & Avte} zFo] %] :?LL\E D3l 31°]"4
AT oo]AEE 3 4 RES AT 5
Awpel o] HYRe| S2E DS a"—’r°]°‘i_‘f_4 2~
E IDE W3] 479 siAE goeldEs 1 o
£ AWE dAEA] R

HA7L 58] dlo|WES] EAE AHalL H%g
g o] 43 4 = FAL FYY Aol A2d B
gt BEo] o]F Ak} Alxg] Bel RES Bl 7|
5 AL S84 AAZ do]RES ¥ HRE F
7o) o]RojAo} x|t dlo|HEE M ¥ EZS
v 2 229 FAbge gy A8 Y Aol
& Agske met 2R 7S o] 43 FES
A7) Wil dloldES] HYHE Hol 4 F= FH
< aplole oF-go] ek ol FAZ A = F
Zol Hokt Trag At 2N $HE 5
Pajgion, o] uf Ajxwl Hel BEe] A F= FAE
AdaleAe) 55 dorgith [2¥ 91& A2H
el mEo| AAEHA] & Al A Z= FH0
o]lZo)AL WE e, (2™ 101 Al=d Mok
gl AXE F &9 4 = FAo] AdHe B

!

ral
«r-cl 2.4.18-14 on as i686
foLin: Rcker

Password:
Last Jogin: Mom fug 21 17:56: 25 from
mm-mm Rackerls ss

lmumyot Imt]i lfmnt
Etherae Wl;m

] Hat Lisex
!emlzlw-umui
lnsu

{ sackerBhonerpot Backerls sa
Pasaeord:

womm: MR LG

flrootSikcuplorex Jrooris

oah Bon keg 2% l?%:&tm

lrmlmt Zroot)E ifcomtis
<3 Limk omn herset m“r B

T1Ch

= ncnw.z‘ﬁm« errors:( overrues: i
> :a ckets: 128707 errorsio

colligionsi0 tyanenelen 10D

K krtes: THa9% (16943 ¥») ulmm:umuetcszm)
Interrurt 5 Rase address:Ox2400

o Link encap:local Loopdack
net adar:127.0.0.1 MNask

255 Byski255.255.255.0
metri ,.l

trame:Ql
0 carrier:d

255.0.0

NI 16436 m:w )

1297 errors:0 dropped:0 overres trame:C
™ nts 1297 errors:0 aropped:0 overrans:Q carrierto
col usloas 0 txeuenelen:l

XE hytes:i33406 (130.2 XB) TX dytes:I3RO06 (130.2 Xb)

(22 8) dlo|MES] T

3 oEo| oft LT Fo BE



FEIREAOTES (2007 10) 127
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