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ABSTRACT

We have come a long way in the information age. Thanks to the advancement of such technologies as the internet, we
have discovered new ways to convey information on a broader scope. However, negative aspects exist as is with anything
else. These may include invasion of privacy over the web, or identity theft over the internet. What is more alarming is that
malwares so called ‘maliciouscodes’ are rapidly spreading. Its intent is very destructive which can result in hacking, phishing
and as aforementioned, one of the most dishubing problems on the net, invasion of privacy.

This thesis describes the technology of how you can effectively analyze and detect these kind of malicious codes. We
propose sequencial hybrid analysis for API calls that are hooked inside user-mode and kemel-level of Windows. This research
explains how we can cope with malicious code more efficiently by abstracting malicious function signature and hiding attribute.

Keywords : API(Application Programming Interface) Call, Native API, Malware detection
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Notepad 0.181818 | 0.007905 | 0.038462 | 0.552807 Synflood 0.454545 0 9E-05 0.024545
Outlook 0.545455 | 0.048387 | 0.000575 | 0.151684 winnuke 0.454545)0.023585)0.038462 | 4.123235
Radmin 0454545 | 0.04 {0.000332 | 0.060345 _
(£ 10) 2=YEE HMFS AMz=o FMEL
Solitare 0.363636 | 0.004444 | 0.013889 | 0.224467
EAS Al [ A2 A3 | S | A
Telnet 0.363636 | 0.010791 | 0.0181 | 0.71025 Sl ki
Acrobat Reader | 0.545455 | 0 |0.000218 | 0.071346 | A4
V3 0.363636 | 0.004144 | 0.000654 | 0.00986
AhnSpy 0.454545 | 0 |0.000478 | 0.130364 | A4}
Winword 0.545455 | 0.013453 | 0.001281 | 0.093996 ALETP 0454545 | 0 1 0.001081 | 0294818 | A
Wmplayer 0.545455 | 0.009921 | 0.000667 | 0.036107 Telnet 0.363636 | 0 | 0.0181 |3.949087 | AAF
Visual studio | 0.545455 | 0.001992 | 0.002786 | 0.030259 CMD 0363636 | 0 | 0.027778 | 6.060648 | 0}
) 0 | 0.00441 |0.962181 | AA¥
Vmware 0.545455 | 0.000732 | 0.001246 | 0.00497 Deamon 0363636 °°
Drwatson 0.363636 | 0 | 0.003469 | 0.756872 | A AF
Netmeeting | 0.545455 | 0.003501 | 0.002046 | 0.039061 — -
Win-trojan/xema | 0.545455 | 0 | 0.01791 | 5.861459 |37
MSACCESS | 0.545455 | 0.000886 | 0.002756 | 0.013317 Win32/Zhelatin.worm | 0.545455 | 0 | 0.014085 | 4.60964 |7
Quicktimeplayer | 0.363636 | 0.001846 | 0.018349 | 0.123201 Win32/ircbot.-worm | 0.545455 | 0 | 0.023256 | 7.61106 | &2
Starcraft 0.090909 | 0.003001 | 0.000426 | 0.001161 Win32/Kelvir.worm | 0.727273 | 0 | 0.038835 | 16.94618 | 273
packed weight value(PWV) = 0.06 Win32/Netsky.worm | 0.454545 | 0 | 0.042735 | 11.65498 | &4
HEHFD) = HhnativeZE5 * F Feal WE(GF null=PWV) Win-trojan/Bagle | 0.545455 | 0 | 0.018519 | 6.060768 | &2

* 3 2native-3£*10,000
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