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Analysis on Vulnerability of Secure USB Flash Drive and Development
Protection Profile based on Common Criteria Version 3.1°
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ABSTRACT

The USB flash drive is common used for portable storage. That is able to store large data and transfer data quickly
and carry simply. But when you lose your USB flash drive without any security function in use, all stored data will
be exposed. So the new USB flash drive supported security function was invented to compensate for the problem.
In this paper, we analyze vulnerability of 6 control access program for secure USB flash drives. And we show that
exposed password on communication between secure USB flash drive and PC. Also we show the vulnerability of
misapplication for initialization. Further we develop a protection profile for secure USB flash drive based on the common
criteria version 3.1. Finally, we examine possible threat of 6 secure USB flash drives and supports of security objectives
which derived from protection profile.
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