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ABSTRACT

Biometrics-based user authentication has several advantages over traditional password-based systems for standalone
authentication applications. This is also true for new authentication architectures known as crypto-biometric systems,
where cryptography and biometrics are merged to achieve high security and user convenience at the same time. Recently,
a cryptographic construct, called fuzzy vault, has been proposed for crypto-biometric systems. This construct aims to
secure critical data(e.g., sccret key) with the fingerprint data in a way that only the authorized user can access the
secret by providing the valid fingerprint, and some implementations results for fingerprint have been reported. However,
the previous results had some limitation of the provided security due to the limited numbers of chaff data for hiding
real fingerprint data. In this paper, we propose an approach to provide both the automatic alignment of fingerprint
data and higher sccurity by using a 3D geometric hash table. Based on the experimental results, we confirm that the
proposed approach of using the 3D geometric hash table with the idea of the fuzzy vault can perform the fingerprint
verification securely even with more chaff data included.
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