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ABSTRACT

Single Sign-On is an authentication scheme that enables a user to authenticate once and then to access to the resources
of multiple software systems without re-authentication. As web services are being integrated into a single groupware,
more web sites are adopting for user convenience. However, these Single Sign-On services are very dependent upon
the cookies and thus, simple eavesdropping enables attackers to hiject the user's session. Even worse, the attacker who
hijacked one session can move to another site through the Single Sign-On. In this paper, we show the vulnerabilities

of the top ranked sites regarding this point of view and also propose a way to protect a user's session.
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cursor :hand” onclick="GoToHaksa( " ¥a37ee3B3a7aafbecaddhcSead21agacebe2363FIcFudusd
sece"../../images/main/banner_00k.gif~ width-"200" height="a8" border= 8 ></a></t

21-->

" onclick="window.open( ‘http:// /gradu_config.asprid-ha37ee383a7sy
src="../../lmages/main/banner_010.gif" width="200" height="40" border="8"></a></t

onclick="window.open(‘http:// /sugang/sSU_51@81/Lec_Time_Searc!
sre='._/._/images/main/banner_008.gif" width="200" height="48" border="80"></a></

nd” anclick="GoTeTime()" >
sre="._/._/images/main/banner_G08.gif" width="208" height="1E" border="0"></a></t

onclick="GoToElectrichttend(’ 4a37ee383a74hf decoddbcSean21a8acene?363F3cFL3LBALDF
src="../../inages/main/banner 018 gif" width="208" height= 50" border— 0 5</a></

B

(28 18). 178 22 7Hl= SSO EE

£ main.right.menus[1] - H2%

EREY BEEY M) BOIY)Y R

fum:txnn EnYnEaumnlt!(SSIIlnFn)
{

window.open(“http:// 7  portal_LoginProcess1.asp?SSOLagin=" +
>

function GoToFreelalk($SOInfo)
<

window.open( " https:// /eonmon/asp/login/laginProcess_portal.

¥
function GoToHaksSa(SSOINFa)
<

window.open(“nttps:// Zcommon/asp/login/loginProcess_portal

¥
function GoTgFeod(SS0Info)
<

window.open(*https:// /comnon/asp/login/loginProcess_portal.

¥

Function GoToRpms()
{

window_open("http:// oy
b
function GoToLib(SSCInfo) N
<

window.open(*http:// Flogin_p1.asprssoLogin=" +[$SiTaFe] .~
b
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7] wgelch 4 sllo]x] $Jel4] F2tslE Client-Side
Script(e.g. Javascript)x= th3- H|o|A]| & o] 5 & uf o]
A oA W /1 UEL §A AR Y 5
U AHEAe] Aol fA5E e s
°|HE A% 4= 9l F71%& HTTP request/response
el v PO F Ly ]Qﬂ wgel 71EAE 7
N 5 gl o]} 2o OlFr& B E=Fo|A)= okAlgt
AAE FAsR=E 28 dlolelE 9 HebeA oA
I PHEE Sohagiel e P ol
PSS 0]831e] HTTP AbellA] AR&Ate] AL ok
dﬁ}ﬂ] A|8t7) 913k WS ool

o

V. 7| Sw7E S8t oHEst MM 2| J1Y
5.1. @ S20[AE F9| kX3t MM |]A|

dubd oz Q) HepeAoA 4 o)Ay} npH e
E o & dlo|HE 1Z fxsh= uhd-e F5)7)
datcta deigieh AT F7)= HTTP svje] 2%
Ao FEog Fy5AlEr) gl )6 ugs]
o} 22 773 dlo|E S A A slr)o= 28 uho] o}
Yk 7164 #7915 kAl AR s W s
ol dahA F7lel IPE HAshe i, AL 29
=5 A3t F7)el] Ak v, A e 7uk
< T, Y FAAL ATe 98 7919
MACS AA3she vP 52 AA sk x] 9 o]8) 3l uhd
= o|83tietR AR ololuE Foly] 918 &
S3(IP Spoofing)®]
43 FTAe] 7F53lr] Wt ARgAte A4S BEs)
P1eli o8] ¥E3pe [6]el A Fo19) A A7k
a}ﬂl AAFIL SSLE AHESLE R g7 3lgd AT 77)9)
FAAZE wEoll AlFsle Au| el Mgkl A4
2 BE AREALee] B4l Aol SSLE A Lahe
Hjg-e] FAR A43)7] o A7} ook

AREARE] AR ks A5 whE e Ty
g FFH APIE BoAE ARl BabeAd|
ActiveXE Ax|sto] ALgatele] 712 A3ty o
& dlolelE 33} st whae el Qe o
2E2z|dto] A3 7153 ActiveXt AT ¥ )
2 wE57] g Zerl @es]) 22EE Client
Side Scriptell B]#lA] BT tAslclT B 4 lA|ut
AREAR] RS 7S Aldstng 384 0] T uhy

r‘o

PO )
r[o g,'o

= ofr}.

ActiveXE AHS3HA| 34 ) BEle-A | dlole &
A FHA FAl5h W] EAdci A e} A
7ke] 4 BebeA Al Hashe A7 S0 Hapg-
A 33Ae} B& LR EFS AAF Ao 7sE A
olch 1 Hehp-Ao dlole & B A Ml dloll
5 FE A i A F 7EA] abge] sl #l
olAI7F viHAH S E & FAF 9 BeheA e 59
g DOM(Document Object Model) W< (el Eof,
window.name"' )& "]‘%‘3}5 o] 313, olAe] Al
dshe WHE F 7P gt ahelela & 5 9tk
ATk B} Alo]E R °]%§~_} AT o]5d Aol EeME
o] Me4-E I ¢ 7] wEel R Hdsln
o glen QS Z2EF YolA o] & siAsof &
Aeloh, = o& whgeze ZFA9 LSO(Local
Shared Objests)!' & ©]-8-3}= ZAojch Ze} A= Flash
Plug-In AA& Q73" o|v] tiy3e] Hele-A
(Macromedia©l| WER 98%)oll4] Ax o] ALEE
NE B el AHoH diy-Ee] HeleAE A s}
7] wEeo] BRAEE FobA thE Plug-Inell v
o] Ariz & 4 9lek AHE 7Fsd LS09) 71 =)
€ 100kBo|"] LSOE Sel|x| o] F7]9} o] Zrl| Qo]
webA] dlole HI-& Agkshe Aol 7hesith

5.2. Challenge-Response HIAI9| MM Q1Z7|H

Alekahs 71 HellA A" AF(TE 2000
A12] CFAE °] 83 ARL)ES o] 43lx, A2}
) Aol 27918 & 9 Diffie-Hellman, RSA 5%
o]4-qk 7] T2 (Key Agreement) E= 7| AL(Key
Transport)s S84 & Awjel §) Helexrt 718 &
H3kctka AR} o2 g FHAS ARgAl 2= 2g) TR
ol RSA 5% o]7] = —%—a—b‘ 322 Z(e.g Naver B3t
2]l 718 FHehe AL A & Aoz A8
ok 8 715 o83t A A=  BelgAs)
HTTP request®d wjvich FH3 79 =gk MAC
(Message Authentication Code)S 3 &Fsl= 7
S 2 HTTP request’} &3 AAAE AZslx, 7
%% HTTP requestel] HaiAwt Au)a Sstale )k

= 58 AR AAE A EA FAE 5 3l
f‘{M MACS AAE FALZRE W3F387) ¢34
+= Challenge-Response LZEZE o]&8fof 3}
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Client Server

OFA={K}| «——1) Exchange K— |K = Key
R = random()
R | = hashikRIDL)

e
7P respore
H Session = {K, R, H}

C =hash(KIR[ID|..) | £—72)
setCookie(C)

T3y
™
st~ | ric==H);

R = random()
C=hash(KRID..)| (KT e f) e hash(lé!RtlDL..)
setCookie(C) , }Ez::imﬁﬁ( k) ,
' Session destroy() -

, } :
CFA: {Cient Side Script or Flash or Actvel)

(32l 20). Challenge-Response Z2EZES A3t HTTP.

Challenge-Response ZZEFS HTTPl A-$3hd
[ 20]°49} Zol HTTP responset> challenge
(Challenge-Response®] challenge), HTTP requesti=
response(Challenge-Response®] response)] 3j&|7} =
t}. ol2llollA] Challenge-Response LZEE-S A43F
HTTPE 23t}

1. AHA7F 21918 & 9, Diffie-Hellman, RSA
5% o] 83 7] F9(Key Agreement) =& 7| H
%(Key Transport)ys 5314 4 e} o] Hz}ls-
A7} 71 K& FH-3ch

2. 9 A+ Random Nonced! RS AAJsta o)A
< HTTP responsecl] Fo} € Beh$-Ad] A43
t}. 9] A7} F4sh= HTTP responsedl|= &
oldE7} Az A

3. 9 BepeA e 9 A7 AEe R T Sl
= 7] K& Hashdl2 2 2732 HTTP request
o ot 1 Anel] A%}

4. 9 vl AAle] ALY R F-f=o] = 7l
KE Hashd 3t} 9] Beb$-A7} 143 Hasht
o] Zciy 4 Behe-Art KE 72 ks A
< gt 722 el AFe Aolx v w2d

Zol 2o Q¢ Asjic

$19} 72+ Challenge-Response®H2] 9] T2 &F-3- o]
439 4 ¥+ Challenge Roll 3 MACS 873}
I o] E FFsle] 87 Au|2d thejM S5l
ol AAE FHLzHE oblsio)

5.3. Rgkste 7I#Q| Hot MulA

43e] AAlA Be%e] ZadFA A SSL =
£ INANE o4 TR EZS /fdsta H43le] A}
£219] olo|t]e} HAY == B sk QIAIRE L o] F
o] ALY AL we3] FI)eT Y Ede Ao
dubgolct. F7]eke g MR} AlAdE AF3HH A
A FA Fuh] A Adse YL 1P
Spoofing®| 7Fs¥t FAA | WM = AH8A1] A
4 23 § 9t} Agksls 7Y /A LRNH A
£212] ofolt])e} HAY=e TAHORRE BIFT
Challenge- Response W32 L2 BES ]85t MAC
A% F AAE ] il AdE AR
g At} =3 3R 715 83 o 2
Hekru| gl 7hssich

o AHE AL Al B[ 2E = U4 F, Uz HE-& gk
334313 o]d 3 MACE 3 R$shs 7o
MulasE gl dig 719 2 544 AT

e HTTP requestE 4317 2Ad A18xp7) &4
&= URLS MACe E3ste] Asla A43he
Zo& 84 URLY dg 913

o AHE2F QlEE FHES IHE IIE o83t o
F3lsla o] kil Wid MACS 37 A%3)e]
A2 Adsls g digt 7184 2 724 AT

[E 1]l 2 Ale] EollA] AF38le SSOETFA
s} Alokshe 7149 ek wlwsisich olv] AN F
ql SSOEFAEL olejr]e} FHAYerts HIEa
olew o1 9e] BekMulae AFEA ¢E e AL
2 Ak 98 343 28| 2s) o2 AB|2aES
o] &x e Zrishe Hbad] Bl Au|avtd g
3 Z7 5 vid 3 HAA dvkes Aoz Fold
o} AlgkshE 7S BE gol 7o ¢33ty
= SSL3h= thE A, 2iztgk Arakg Addg o o3
spsh= Aol 78] WiEel 9 AW st F k38t
o 28%E vE =3 /PEA FAF 5 9ol 9 Ay
29 Boke AE3l7] 13 HdE 34 £ ik
Aekshe 71yol 4] Hafg-A] 33hAde] = vhekit B
Shu| g AT 5 sivhke S sk, Adste
7S Al Aol RIZHEE 9 879 Bk
tiksiA &4 4 g ZoE dalgict
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