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ABSTRACT

Security layer of the Cdma2000 1x EV-DO is currently completing standard (C.S0024-A v2.0). Accordingly, a hardware
security devices, that allows to implementation requirement of the security layer described in standard document, is
required to apply security function about data transferred between AT and AN of then Cdma2000 1x EV-DO environment.

This paper represents design of hardware device providing EV-DO security with simulation of the security layer
protocol via the FPGA platform. The SHA-1 hash algorithm for certification and service of packet data, and the AES,
SEED, ARIA algorithms for data encryption are equip in this device. And paper represents implementation of hardware
that applies optionally certification and encryption function after executing key-switch using key-switching algorithm.
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