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ABSTRACT

In this paper, a secure and efficient binding update protocol as well as a handover protocol are proposed in the
generalized hierarchical MIPv6 environment. Contrary to the conventional hierarchical MIPv6 environment where a
foreign network is a small-scaled MAP domain, a large-scaled MAP domain consisting of several MAPs which are
connected hierarchically is considered in the proposed protocol for the mechanism to support fast and secure mobility.

It is also analyzed the security of the proposed protocol under the various attack scenarios.

Keywords ' Hierarchical MIPv6, Fast handover, AAA server, Key management, binary tree
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