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A Study for Rule Integration in Vulnerability Assessment and Intrusion
Detection using Meaning Based Vulnerability Identification Method’
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ABSTRACT

This paper presents vulnerability identification method based on meaning which is making use of the concept of
atomic vulnerability. Also, we are making use of decomposition and specialization processes which were used in
DEVS/SES to get identifiers. This vulnerability representation method is useful for managing and removing vulnerability
in organized way. It is helpful to make a relation between vulnerability assessing and intrusion detection rules in lower
level. The relation enables security manager to response more quickly and conveniently. Especially, this paper shows
a mapping between Nessus plugins and Snort rules using meaning based vulnerability identification method and lists
usages based on three goals that security officer keeps in mind about vulnerability. The contribution of this work is
in suggestion of meaning based vulnerability identification method and showing the cases of its usage for the rule

integration of vulnerability assessment and intrusion detection.

Keywonds . Meaning-based Vulnerability Identification, Vulnerability Assessment, Intrusion Detection, DEVS-formalism
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Atomic Vulnerability : AV = {lav, Qav, dav, Type}
where,
lav = {lav1, lav2, ..., lavn}
Qav = Q(initial state) UQ(final state)
dav ! lav x Q(initial state) —Q(final state)
Type : {Fact, Deterministic, Non-deterministic}

1714, Y Tavell &JaA) Alzslo] ZHe Hok 54
o] B3t Hi= Aolek. o= A28} HePe] AR
o 57 qo] el oF4HE ABE LAY o]
o ubro Hop e Aaue] AAA SHow
Axlel B4 g Ed4 BAHEG A AT

=
N
48 e 1S of

AVl v 37} H;l’/‘ﬁ 5}+= Deterministic

9] Fkgel fe Aok LI mEH A

o= 3ol Aokgel S4E £F T 4 rh4]
S AR B9 APHE} o5 Afole] WA S

el AT ZUU, 591, A Ael) A

Zi

e
© ok
l
:L
ey
ﬁ:
i
L
N
ki
:

3 A)(VX : Vulnerability
A 2] g}, %’*7—:‘12}94 o] A 2ok
Aoz Forde] ofgo] A A5 olE

A(True) 02 29 5 Hea e Ao Fa4e

Expressmn)-g
& ohgaht



ofl z
Y
=2
=
ok ¢
)

I
ﬂg,
_L
}i‘
2,
Jm
' o,

A

State Expression)S A 2]3d}o], F ek o] %L%EJ 7] A4
o) el Te) T2 sjalch ok ) FoPHS Al
23 3ok T84 9 )4 B8] i elelr)
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Vulnerability : V = {lcv, Qcv, dcv, WSX, VX}
where,

lcv = {lcv1, lcv2, ..., levn}
Qcv= {Normal, Intermediate, Warning,
Consequence}

ocv : lev x Qev — Qoev
WSX : Warning State Expression
VX : Vulnerability Expression

). o37]4 AL%E]-‘—;— o]xl %zp: AND, OR, POR,
PAND, SAND ©|t}. AND dAbAbe= F7He] &9 Hokd
o] FNTrue)’] 7%l Fo] H= 4-Fol9, OR dAkAl=
= %5 3R FolH Ay} Aol Kok PORS] 75 ¢
tjAkel w9l FHeFd 5 Non-Deterministic 3 €7}
A5, FEA EAE 78% OR A4S Sl 740]
TR &9 Fd F shets i FEol
9l -5 A3y} 3ol =l PANDE 7709 =9 FHok
o] B ok8x) shEo] ola] 2= olAbel w) o] Hk
SAND< 77H8] &9 Fexlo] wapxom ohg-= uul
3ol E]L 730‘-”” *}B—EJL Cﬂ* £z} o]
23

e

;—c-}-f [‘.u.;

T
4 AN o

['U,O
oﬁi

Sev(lev X Qev)

Sev(lev X Qcv)

1 Intermediate

Sev(lev X Qcev)
Y X is True

Scv(lev X Qcv)
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Snort Rufe 1806 - - Nessus Plugin 11028
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Example) Th-> CVE-2002-03647} 47 =3
Nessusol| 4] Aslg= 77 v A]x]o|c}

el

The remote server is vulnerable to a buffer
overflow in the HTR filter.

An attacker may use this flaw to execute
arbitrary code on this host (although the
exploitation of this flaw is considered as being
difficult).

Solution -

To unmap the .HTR extension :

1.0pen Internet Services Manager.

2.Right-click the Web server choose Properties
from the context menu.

3.Master Properties

4. Select WWW Service -> Edit -> HomeDirectory
-> Configuration and remove the reference to .htr
from the list.

See MS bulletin MS02-028 for a patch
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Nessus PLUGIN 11028 — CVE-2002-0364 : Al1-202

1 *include("http_func.inc");
2 . req = string("POST /NULL.htr
HTTP/1.1\A\n","Host ©

3 : get_host_name(),
"\"\n","Transfer-Encoding : chunked\r\n\r\n","20\r
\n",crap(32), "\r\n","0\r\n\r\n");

. port = get_http_port(default : 80);

. sig = get_kb_item("www/hmap/" + port +
"/description”);

6 :if ( sig && "lIS" >I< sig )

7 exit(0),

8 . if(lget_port_state(port))

9 : exit(0);

: soc = http_open_socket(port);

. if(soc){send(socket : soc, data : req);

' r = http_recv_headers2(socket : soc);

. if(egrep(string : r, pattern : "*HTTP/1.[01] 100

Continue")¥

rZ2 = http_recv_body(socket : soc,

headers : r);

15 = if(Ir2) security _hole(port);

16 :}

17 : http_close_socket(soc);}
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There is a buffer overflow in the remote IS web 17+ {
server. it is possible to overflow the remote Web 18 : security_hole(port);
server and execute commands as the SYSTEM 19  exit(0);
user. At attacker may make use of this vulnerability 20:} }}

and use it to gain access to confidential data and/or
escalate their privileges on the Web server.

See ! http://www.eeye.com/html/Research/Advisorie
s/AD20010501.html for more details.

Solution :

See : http://www.microsoft.com/technet/security/bull
etin/ms01-023.mspx

Risk factor : High

$1o] Fobyol ot w9l by A Aok E3A
+ offe} et

CVE-2001-0241
O F|erH IS4 : Al1-220 and KM1-001 and KM2-001
- Al1-220 ' no check input_remote _
parameter_ service specific string
— KM1-001 @ Stack Overflow
— KM2-002 @ Executed on Memory (Windows
System Platform and a certain OS version)
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Nessus PLUGIN 10657 — CAN-2001-0241 : Al1-220

—

- include("http_func.inc");
- port = get_http_port(default : 80);
. sig = get_kb_item("www/hmap/* + port +
"/description™);
Sif ( sig && "lIS" >I< sig )} exit(0);
. if(get_port_state(port)) {
- if(http_is_dead(port : port))exit(0);
. mystring = string("GET /NULL.printer
HTTP/1.1\r\n");
8 I mystring = string (mystring, "Host : ",
crap(420), "\r\n\r\n");
9 ! mystring2 = http_get(item : "/", port : port);
10  soc = http_open_socket(port);
11 :if(!soc) {exit(0);}
12 : else {
13 : send(socket : soc, data : mystring);
14 1 r = bhitp_recv(socket : soc);
15 : http_close_socket(soc);
16 : if(http_is_dead(port : port))
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Snort ID 971 CAN-2001-0241 : Al1-220

alert tcp $SEXTERNAL_NET any ->
$HTTP_SERVERS $HTTP_PORTS

(msg : "WEB-IIS ISAPI .printer access";

flow : to_server,established;uricontent : “.printer";
nocase;reference : arachnids,533;

reference : bugtraq,2674;reference : cve,2001-0241;
reference : nessus,10661;

classtype : web-application-activity; sid : 971;

rev : 9;)
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